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consol e> enabl

consol e# confi

Consol e (config)# interface ethernet 1/e5

e

gure

1

Consol e (config-if)# speed 9600

DA CLI dr47Es 1 1/ e5 b P 2 i S5«

consol e> enabl

consol e# confi

Consol e (config)# interface ethernet 1/e5

e

gure

Consol e (config-if)# flowontrol on

DA CLI ér47Es 1 1/ e5 13 7S IS s«

consol e> enabl

e

consol e# configure

P AN LT



Consol e (config)# interface ethernet 1/e5
Consol e (config-if)# back-pressure
PR R
A DLRE RS 5 T O U A
1 2400
1 4800
1 9600
1 19,200
1 38,400

1 57,600

1 115,200

Edi #=. misdssEs 9600.
B i s ASERSABIER, SIS .

B . ZAREHR, USRS 15 RS EHUR.

PUR AR CLI 4 B BRI 26 (L BB S 4«

consol e> enabl e

consol e# configure

consol e(config)# |line console

consol e(config-line)# speed 9600

consol e(config-if)# exit

consol e(config)# exit
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1 N PowerConnect 3324/3348 43t IP Hiht, LAl Telnet. SSH &ik47T 3 & imFE4a il o

Ed . BCEBEROGE L,

53w &

BRI AL, HOERIEZ S, AT POST OFMLEAD o SRRWIRAEEN MRS T A ETTHLEN. £ POST i, ARGk Eil
PRALAE, BRE &AL B L HTIE e e A IR

I RA R AR, B REN R mRRThEE POST, WAL E RAM NAF .

POST 15 B TR 7E L b, Fmil sl sk i .

HE| U, i

1. #fift ASCI HL2 B4 45 %Ki

2. CRHRREERERS. WRHITRETE T SISRNSERH A AT RN, KRBTk, BUTBRRHE B2 POST Mk &

AN :

—————— Perform ng the Power-On Self Test (POST) ------
UART Channel Loopback Test...... PASS

Testing the System Cache....... PASS

Testing the System SDRAM .. .... PASS

Boot 1 Checksum Test........ PASS

Boot 2 Checksum Test........ PASS



Fl ash Image Validation Test...... PASS

Testing CPU PCl Bus Device Configuration...PASS

BOOT Software Version 1.30.11 Built 27-JAN-2003 10: 06: 03

Processor: MPC8245 Rev 0.12, 250 MHz (Bus: 100MHz), 32 MByte SDRAM

| -Cache 16 KB, linesize 32.D Cache 16 KB, |inesize 32.

Cache Enabl ed.

Aut oboot in 2 seconds - press RETURN or Esc. to abort and enter prom
POST 45 G B A5 SE R (BUREAT) RonAE 5 S AR i R iE 3 ) i .

IRTFIBATAT LA “Startup” (B3l SERIMA MR, TR ST PN, RIS . 2t “Startup” (H3)) €8, WATERRH
5 HE BRI ETHA e A% <Esc> #El <Enter> . X “Startup” (R3) KEMTEMGEELE, SR “HaEanhe” .

ﬁl}iﬁii&ﬁﬁﬁ)ﬁf@)\y RE e RIDREAT RAM h, 4R8:(E.  NRTFIA RAM g7 000, LR Bl 2 SR a] Foh 15 RHRE (RAFETIT)
VIER

Eq = DR R ANEYS] . BNBEPTRRIIE (i, B E D

BT
ATl AT

Preparing to deconpress.
Deconpr essi ng SWfrom RSCOD_2

85e000

Runni ng from RAM

******************************************************Running SW Ver

3.30 Date 03-Feb-2003 Time 10:10: 37

L Y



HWversion is X X

Base Mac address is: 00:01:02:03:04: 05

Dram si ze is: 32M bytes

Dram first block size is: 20M bytes

Dramfirst PTR is: 0xB70000

Fl ash size is: 8M

STAND ALONE

The BCMB625_Al O initiate successfully

The BCWb625_Al1 1 initiate successfully

02-Jan-2000 01: 01: 11%SSHD- W NOHOSTKEY: SSHG_ i nit: The SSH daenon cannot |isten

for incom ng connections, because a host key has not been generated.

The service will start automatically when a host key is generated.

01-Jan-2000 01:01:11 NI T-1-1nitConpleted: Initialization task is conpleted

consol e> 01-Jan-2000 01:01: 12 9%°S-|-PSUP: Power Supply #1 is up

01-Jan-2000 01:01: 129%°S- W PSDOMN:  Power Supply #2 is down

01-Jan-2000 01:01:12% .1 NK-W Up: 1/el

01-Jan-2000 01:01:12%.I NK-W UP: 1/e2

01-Jan- 2000 01:01:12%.1 NK-W Up: 1/e3



01-Jan-2000 01:01:12%.1 NK-W UP: 1/e4

01-Jan-2000 01:01:12%.1 NK-W Up: 1/e5

01-Jan-2000 01:01:13%.1 NK-W Up: 1/e9

BIE FR& G, R ERRGHRR (console>), BCREIFTEZINCE L. P LA A A s 26 5 BEAT G B o

WA E A

BB PR BN . VIR E OREA NI ERERE AN 2258, RARARFENS 1P REURERAENZEEE,

© EE: THUEMACE)S, LDAUERAHECE, AEEENLS. ERERE, EHA

consol e> enabl e

consol e# copy running-config startup-config

Yo Ee B

G RR A& R, M FREVERE.  R& VIR E Y .
v A IP b hERN T R
(I NNCES
v DO E M ARG, DT RR

IR NFET SNMP M B B V&%, WIS LA E SNMP HITAZ7F:.

BA 1P HibEF R

7t PowerConnect 3324/3348 v, W LATERE i 1 BECE P 301, HEEAZRG . @UUESERARE® 25

4, REHMHERRET IP k.

Q© B&E: HEEl A VLAN 2 IP bk, WK 1P Mk Al H B R VLAN,
FHbHKE T R FAE 1P Hhdik.

LAE VLAN FRCEH D, HERGHRR TR N4, WU E S TR -

consol e> enabl e

, #iXA show ip interface fir



consol e# configure

consol e(config)# interface vian 1

consol e(config-if)# ip address 100.1.1.1 /8

consol e(config-if)# exit

consol e(config)# exit

consol e# show ip interface

Gateway | P Address Activity status

IP Address I/ F

100.1.1.1/8 vlan 1

consol e#

TAEsn U BN, RGN E A G, WU T R E SR

consol e> enabl e

consol e# configure

consol e(config)# interface ethernet 1/el

consol e(config-if)# ip address 10.1.1.1 255.0.0.0



consol e(config-if)# exit

consol e(config)# exit

consol e# show i p interface

CGateway | P Address Activity status

IP Address I/F

10.1.1.1/8 1/el

consol e#

NINLES

EHIE R M 2% PowerConnect 3324/3348 B, WAECEBINMK, RIARIEERE MG &M HME. PR EMRoE 1P ks 25 3
A EE P LR TR T,

TRERAMR, EERGIRTTEMA G2, WL FRE LB R :

consol e> enabl e

consol e# configure

consol e(config)# ip defaul t-gateway 100.1.1. 100

consol e(config)# exit



M4 TR % 5

P EENEEAORR Web BHAWMEHUR A, UIMARF L. EHABRRMREA (15). (RAEHRSE RS CLI KB
By R . ) ARBIREHKEAER, BSH CLI SE#EH.

BTG ERI N P 2R E SRR G . EREH ) BBIRGON, EERFERRFEMA G, WL R E SR

consol e> enabl e

consol e# configure

consol e(config)# username admi n password admin |evel 15

consol e(config)# exit

SNMP H{&RFH

fET B 24 R PML. (SNMP) 4L T — Bl B B & 10 ik, CFF SNMP (IR &S TA MK (RED) . SNMP {RIR4EY T35 3 % 45 10 A5 1 71
o REBEAFMELE (MIB) HE L. MIB 24t 7 iR Ehl92sE . SNMP AREEE LT MIB Bk A 20 DU H T 47 i (5 B i o
X SNMP ARER 7 A BR B 17 17 547 5 R SNMP 1R 45 e 421l o

WS SNMP #igs.  HAESCR—4UbsdERAAE MIB ZBE 1 SNMP A3, RS R AR TTE MIB M IS S5 RE B RA MIB {5
B, AR MIB.

BT SNMP & EEN: IP bbb FIAI A (AR GRRAIDT AR 24, B S804 LUEE T SNMP EHF G T8, IR AFERIEZRT S, N
AR B SNMP &P HR T ) .
1 4% 38 A I R TG B A 7 R

LAF B (5 B R n B B B B

consol e# enabl e

consol e# show snnp

Communi ty-String Community-Access | P address

Traps are enabl ed.



Aut hentication-failure trap is enabl ed.
TERIAGIC B AR b, T DLl A 28 0 15 B R R eR . AT RBBR AT IP Skl
SNMP it BT T <
v BT
v FAARRETR:  ro (HiED . rw GEE) B su (HZD .
v RREE P MHEREDE  RAECE WP Huhk, W ATE A R IR P A 42 PR 0 [ s DA B B AR TR 0T 1) AR
S BT I BUA TR —A (public BlA) BA HERR, %—4 (private Bl{E) BAESHIR:
1 Public — RWERMEILER MIB X 4.
1 Private — RUUFARAUNE HEI R R AME S MIB X 5.
FUETEYIAATC B R b, AR P 2 B 0L BRI B e 4%, DME T HIZE T SNMP [ B .
ERCE SNMP 35 1P HHERAI AR R, 1
1. {EREH SRR E#A Enable. $RFFHERNA #.

2. #A\ configure, #RJ5{% <Enter >4,

3. EREABNT, BN SNMP RE ML U LEKLFK (private). 1Ak 1 BUR
GR5) AP M, bR SR

consol e> enabl e

config# configure

config(config)# snnp-server conmunity private rw 11.1.1.2

config(config)# exit

confi g# show snnmp

Communi ty-String Community-Access | P address

private readWite 11.1.1.2

Traps are enabl ed.



Aut hentication-failure trap is enabl ed.

Tr ap- Rec- Addr ess Trap- Rec- Coomuni ty Version
Syst em Cont act :

System Locat i on:

ST A A S B R AT HIUGBC EL A 5 e e IS TG EL IS BT DO RE Ay B R AT 1 — P I L

[

AT RIET AAA CBRIE. FRECRITH3) HLEIRY 1P HuhlZhZS 7 Hom 2 4 iR i 2.
AT EAH LU

v JEIE DHCP ICE 1P Hihk.
1l BOOTP At#E 1P Hbdl.

v RAERPEAEGAE.

iid DHCP M1 BOOTP FECE/IRIN 1P bk, MIXUEJR4S 8RN EC EAME S 1P Mk,
BT g2 ELAE T I HERD A ER AR % o

M DHCP %8R 1P Hilk

il DHCP #iitie % 1P thhikief, phissfH1E DHCP & /7.

M DHCP g5 #sta® IP Hukil, .

1. BT D IR HGERE S DHCP RS 2380604 DHCP IR 2401,
PMERZR 1P Hhdik.

2. HIADURRA, DI AR P bk, Wbl RS R,
consol e> enabl e
consol e# configure

consol e(config)# interface vian 1



consol e(config-if)# ip address dhcp hostname <string>

consol e(config-if)# exit

consol e(config)# exit

3. WA EBNI 1P Hik.

BIUE 1P Mk, i

1. TERGHRTE, #A show ip interface. 2 LT BRIHI.

consol e> enabl e

consol e# show i p interface

CGateway | P Address Activity status

IP Address I/F

10.1.1.1/8 vlanl

consol e#

Ed #=: 2% DHCP R4 5200 1P Huhkie JC 75 M4 it 45 O

M BOOTP fR&-333KE 1P Hhik

BB SR bRHE BOOTP B, RTLAM Internet FIR{LMThrdE BOOTP Mk AN FHIL IP ENAE. (EXMGR T, HBSHE BOOTP %7

i o

M BOOTP & #3K02 1P Mk, 1.

1. EFAEI OIS HERE S BOOTP M4 4 BOOTP RS 4HITM,



DMERZR 1P Hiuhik.
2. f%%%&%)ﬁ%ﬁ)\%ﬁ%ﬂZﬁ@ﬂﬁﬁ’%, NARNAFE R IHER A SIS . B RAERATE WL T 5T, JHE 60 BATTHRKE BOOTP

TR

3. WA AR 1P k.

Ei ﬁ —HIFRHAT “MIBREEIACE " @4, A ASCI Zomel # i ME M AR B2 A& IR E SR, M H& AL BOOTP R IP H
LT SEGI UL T 125 K-

consol e> enabl e

consol e# del ete startup-config
HISUE 1P Huht, S LT SR

consol e> enabl e

consol e# show ip interface

Gateway | P Address Activity status

IP Address I/ F

10.1.1.1/8 vlanl

consol e#

PEREMORE 7 1P Hilk,

A BOOTP JIRB#AER IP ik, LR &ICHE.



ZERPEENENLE

ARGyl AAA (RIE. BAUITH 2% HUEIZEAT AREE, LA LA 5 T AR
BURAVE LT % AAA EFIASBALZ AR ] - Bt e J3d SSH HLIEAT ot s

RGAATIN AT BB 4 s G — P A AR 7 e e IR e UG E R, UTTBAA “Startup” R3h) I A% IR R
FPo  ZRERIUEM T A 4, SV AN ERD AS I 2 Sy 1R — IR

Ed . swifRsrEmN i P 2 I e mm BRI ) 15.

BLE AR HD

AT LA BLF R4S L B 22 4 R A 2 1
v EhG
1 Telnet
1 SSH

1 HTTP

1 HTTPS

Ed v EmbASE L.

E % BUEH AR, BROARILEZCN 1, RV PIa Ui BOR, ERARCERR. U i EONLSE 15 A R8RS FH X & i 17 1) AT AL
AREMREEEMEE, B0 “LEMKZ SR .
B E w5
ERCEYIAE R G, WA T @4
consol e> enabl e
consol e# configure
consol e(config)# aaa authentication login default |ine
consol e(config)# aaa authentication enable default Iine
consol e(config)# |line console

consol e(config-line)# | ogin authentication default


file:///c:/data/network/pc33xx/sc/ug/configsw.htm#871002

consol e(config-line)# enabl e authentication defaul t

consol e(config-line)# password consol e

consol e(config-line)# exit

consol e(config)# exit

WL G 21 RERBER, WEE IR SR consol e.

FR BT EY “RH I, EETHURRMA consol e.

HEWHE Telnet B

HEREWM Telnet HY, HHMANLUT A4

consol e> enabl e

consol e# configure

consol e(config)# aaa authentication login default |

consol e(config)# aaa authentication enabl e defaul t

consol e(config)# line tel net

consol e(config-line)# | ogin authentication defaul t

consol e(config-1ine)# enable authentication default

consol e(config-line)# password adm n

consol e(config-line)# exit

consol e(config)# exit

JBid Telnet & & G RBART, A adnin.

Bl BRSOy “RA” i, WA admn.

i ne

line



MEEMIE SSH &G

ERCE I SSH HRS, TEHIALL T A

consol e> enabl e

consol e# configure

consol e(config)# aaa authentication login default |ine

consol e(config)# aaa authentication enable default Iine

consol e(config)# line ssh

consol e(config-line)# | ogin authentication default

consol e(config-line)# enabl e authentication defaul t

consol e(config-line)# password adm n

consol e(config-line)# exit

consol e(config)# exit

v I SSH LU IRE RN, WA admi n fEAE.

v ORBREBRAERCY “JEHT I, ERIN admi n /E D,

EENH HTTP &1

ERCEYIM HTTP %5, HHMANU T4

consol e> enabl e

consol e# configure

consol e(config)# ip http authentication |oca

consol e(config)# usernanme adnmi n password adnmin |evel 15



consol e(config)# exit

EEHE HTTPS %G

ERCEYIMG HTTPS %0, WA LL T s

consol e> enabl e

consol e# configure

consol e(config)# ip https authentication |ocal

consol e(config)# usernane admi n password adnmin |evel 15

consol e(config)# exit

FLEEH G Telnet B SSH il A KU T a4, LUEMA HTTPS &if.

Ed . 75 Web JI%Ea g, S SSL 2.0 skl EikRA A Al ior BT A 2 .

consol e> enabl e

consol e# configure

consol e(config)# crypto certificate generate key-generate

consol e(config)# ip https server

consol e(config)# exit

WKJAH HTTP Bk HTTPS &ifift, iHMA admin fEAMH /4, FimAuser LIENERD .,

Ed 2. HTTP Al HTTPS & %5R 15 SRyl bUR, Jf ELHE R 50 B 4 i I LR

e B 12 S
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AT BAEBA T ACEANE SR BRI O 5 R R T o i S LART SN BT B I A
T 2R B AR B R EL SO (T T e R IR D JFEEHS R . WS
“RAREABE” .

WEZEER

AR S 5 B LA R LA
1 PowerConnect 3324/3348 ¥4
VBT UURIREER PC AR
o NIC (MZGERLES) ~
o ASCH &M 2 (B, Microsoft® Windows® MS Hyper Terminal 3% Procomm Plus Terminal)
o WYL R IR
v HRURRLAGIARE A F2F s

v HIEBRZE UTP (cat 5) Hi48

WS

MR R0 7 -

1. ¥ PowerConnect 3324/3348 W #EHZEIEN ASCH it S RS232 #M.

2. fEALIFRERE ASCH £, FHiEFHPA COM il (FEASGIH, i Windows Hyper Terminal b2

COM9I Properties

© ol

Paort Settings |

Diata hits: m
Parity: m
Stop bits: lﬁ
Flow contral Iﬁ

BRestare Defaults |
Ok I Cancel | Apoly |

Ed i:: 9600 RHRAMBAGSR, WP 0600 PARARER RELH, WERMALERFRLE (TURERRNREERFER) .

3. i F2F MRS R, fHET ASCH ZimB RN PC ERE B
4. R IRLIERE IR, TR R, SRR R R LU RS R

LR R L



KKKk kkkkkkkkkxkkkk QYSTEM RESET *******kkkkkkkkkx

LR R R R

Booti ng. . .

------ Perform ng the Power-On Sel f Test (POST) ------

UART Channel Loopback Test........................ PASS
Testing the SystemCache........... ... ... ... ..... PASS
Testing the System SDRAM .. ........... ... PASS
Boot1l Checksum Test..................... ..., PASS
Boot2 Checksum Test.................... v .. PASS
Flash Image Validation Test....................... PASS
Testing CPU PCl Bus Device Configuration.......... PASS

BOOT Software Version 1.0.0.13 Built 11-May-2003 14:58: 20

Processor: MPC8245 Rev 0. 14, 250 MHz (Bus: 100MHz), 32 MByte SDRAM

| -Cache 16 KB, linesize 32.D Cache 16 KB, |inesize 32.

Cache Enabl ed.

Aut oboot in 2 seconds - press RETURN or Esc. to abort and enter prom

Preparing to deconpress...



RGBS, KRR T RRHE R, AFREEE . SW/HW AR IA# O IPRE (RIF/MEITF -

Deconpressing SWfrom i mage- 2

8cc000

Runni ng from RAM . .

Updat e Host parans for stand-al one

hkkkkkkkkkkkkkkkkkkkhkkkhkkkhkkkkkkhkkhkkkkkkkkkkkkkkkkkkkhkkkkkkkk k ok *

*** Running SWVer. 1.0.0.52 Date 29-Jun-2003 Tinme 19:04:06 ***

hkkkkkhkkkkk kR khkkkkkkkhkkkhkkkhkkkhkkkhkkhkkhkkhkkkkhkkkkkkkkkkkkkk k Kk *

HW version is 00.00.01

Base Mac address is: 00:06:5b:ff:59:4d

Dramsize is : 32M bytes

Dram first block size is : 20M bytes

Dramfirst PTRis : 0xB20000

Fl ash size is: 8M

STAND ALONE

The BCMB615_Al O initiate successfully



01- Jan- 2000 01:01: 10 %SSHD- W NOHOSTKEY: SSH has been enabl ed but an encryption key was not found.

For key generation use the 'crypto key generate' conmmands. The service will start automatically when a host
key is generated.

01-Jan-2000 01:01:11 NI T-1-1nitConpleted: Initialization task is conpleted

consol e> 01-Jan-2000 01:01: 11 9BOX-|-PSUP: Power Supply #1 is up

01-Jan-2000 01:01:11 9BOX- W PSNOTPRES: Power Supply #2 is not present

01-Jan-2000 01:01:11 %I NK-WDown: 1/el

01-Jan-2000 01:01:11 %/ NK- W Down: 1/e2

01-Jan-2000 01:01:11 %1 NK- W Down: 1/e3

Jan- 2000 01:01: 13 %. NK- W Down: 1/e22

01-Jan-2000 01:01:13 %1 NK- W Down: 1/e23

01-Jan-2000 01:01:13 %1 NK- W Down: 1/e24

01-Jan-2000 01:01:13 %1 NK- W Down: 1/g1

01-Jan-2000 01:01:13 %1 NK- W Down: 1/g92

01-Jan-2000 01:01:14 %INK-1-Up: Man 1

01-Jan-2000 01:01:14 %I NK-1-Up: 1/el

consol e>



B e, WLGEATICE .

RERNRE

TR WA BAA RS, HERARRETRT (#) FiiA delete startup-config 4, FEHIIFR&. WREPMESE, WESEHRINEE.

consol e>

consol e> enabl e

consol e# del ete startup-config

Startup file was del eted

consol e# rel oad

This conmand will reset the whole system and di sconnect your current

session. Do you want to continue (y/n) [n] ?

L R T L

KKKk KKKk KKk k*kkk* QYSTEM RESET ******kkxkkkxkkkx

R R R



TR HYT 1

BT R EH (Telnet. Web %5) , iHAT L N H4E:

1. fEEHGHMAGS enable, BEAMEIITRFRR, WHHTR:

consol e>enabl e

consol e#

2. ffH] CATS W%, A — ALK E CRSefld A H el) SUEd 5BAMER ML, HEMY (PC) EHEERE. W (L
ASCI #35 B BIPREEECOY “RIF” . BAE 30 B2Ja STPREN “fef” -

consol e>enabl e

Consol e#

01-Jan-2000 01:43:03 %I NK-1-Up: Mlan 1

01-Jan-2000 01:43:03 %I NK-1-Up: 1/el

01- Jan- 2000 01: 43: 34 %STP-1- PORTSTATUS: Port 1/el: STP status Forwarding

3. EEHIGMAGS configure, HEAFEFFMN, W FHxR:

consol e> enabl e

consol e# configure

consol e(config) #

4. RGNS interface ethernet, @it VLANL 3k 40 B G FERIR,
W FR:

consol e> enabl e

consol e# configure

consol e(config)# interface vian 1

console (config)# exit



5. G OVE L FTEBNEE L IP Mk E SCIP ikl CARSEfch 50.1.1.1) o WSS EESER SO, WEED EE 1P ks i
P JE T [F]—

consol e> enabl e

consol e# configure

consol e(config)#

consol e(config-if)# ip address 50.1.1.2 /8

01-Jan-2000 01:48:37 %I NK-WDown: VM an 1

consol e(config-if)# exit

consol e(config)# exit

6. WIREECR HEGEREED (LMD » WE L& EBIAR G, POGHTECER 1P ik BR = B & Mk h &% 0 1P,

consol e> enabl e

consol e# configure

consol e(config-if)#

consol e(config-if)# exit

consol e(config)# ip defaul t-gateway 50.1.1.100

consol e(config)# exit

7. EERANEREHIIT ping @4, WHRCHIER (FEILZ RIS 30 B, HEMmALT STPARMRIRE) o ARSI, EHuh P A
50.1.1.3:

consol e> enabl e

consol e# configure

consol e(config)#

consol e(config)# exit



consol e# ping 50.1.1.2

64 bytes from50.1.1.2: icnp_seq=1l. tinme=0 ns

64 bytes from50.1.1.2: icnp_seq=2. tinme=0 ns

64 bytes from50.1.1.2: icnp_seq=3. tinme=0 ns

64 bytes from50.1.1.2: icnp_seq=4. tinme=0 ns

----50.1.1.2 PING Statistics----

4 packets transnmitted, 4 packets received, 0% packet |oss

round-trip (ms) mn/avg/ max = 0/0/0

consol e#

TE M AMER, URVEERAHS (telnet. Web R348 X764 (BIRG 15) Yiial.  TEARSZGIS, R 2RSS EN
Dell.

consol e#

consol e# configure

consol e(config)# usernane Dell password Dell |evel 15

consol e(config) #

BLEZH G Telnet. SSH. HTTP FIHTTPS %4 {f4P 36l

consol e> enabl e

consol e# configure

consol e(config)# aaa authentication login default |ine

consol e(config)# aaa authentication enable default Iine



consol e(config)#

consol e(config-1li

consol e(config-1li

consol e(config-1li

consol e(config-1li

consol e(config) #

consol e(confi g) #

consol e(config) #

consol e(config-1li

consol e(config-1li

consol e(config-1li

consol e(config-1i

consol e(confi g) #

consol e(config) #

consol e(config) #

consol e(config-1li

consol e(config-1li

consol e(config-1li

consol e(config-1li

line

ne) #

ne) #

ne) #

ne) #

consol e
I ogin authentication default
enabl e authentication default

password admin

exit

aaa authentication login default |

aaa authentication enabl e defaul t

line

ne) #

ne) #

ne) #

ne)#

t el net
| ogi n authentication default
enabl e authentication default

password admin

exit

aaa authentication login default |

aaa authentication enabl e defaul t

line

ne) #

ne) #

ne) #

ne) #

ssh
I ogi n authentication default
enabl e authentication default

password admin

exit

ine

line

ine

line



consol e(config)# ip http authentication | ocal

consol e(config)# usernanme adnmi n password admin 15

consol e(config)# ip https authentication |ocal

consol e(config)# username adnmi n password admin 15

consol e(config)# crypto certificate generate key-generate

consol e(config)# ip https server

consol e(config)# exit

consol e# copy running-config startup-config

BB E S, TTLLZIT Web #ELATE .

TFRIBAT & B G

BIFURIBAT B, HPUT LU AE-

1. NEREEFEE NN PC & X IP Hilik. 7 Windows FFUa3Esd, #d
Dial-up Connections” (R#&RKRSHEE) .

2. AGATEMMMNYIER. PR RERE T

Local Area Connection 2 Propel_‘tie'sl_ i ﬂ_ﬁl

General | Sharing I

Connhect using:
I FES74B-3Com 10/100 LAM PCCard-Fast Ethernet

Components checked are uzed by this connection:
[

V1%~ DDK PACKET F'rolocol =
< Rl
Install... | Uninstall d/ Froperties

i~ Description
Tranzmission Control Protocol/Internet Protocal. The default ‘

wide area netwark protocal that provides communication
across diverse interconnected nebworks.

I Show icon in taskbar when connected

ok | Cancel |

“Start” (Ff#h) >"Settings” (% ¥ ) >"Network and



3. EFECE Internet BN (TCP/IP) [ik¥i, $RJ5#.di “Properties” (JF#) .
FEFHER Internet B (TCP/IP) JEMEE M.

Internet Protocol (TCP/IP) Properties i ﬂ_ZJ

General

‘r'ou can get IP settings assigned automatically if your network. supports
this capability. Dtherwize, you need to ask your network, administrator for
the appropriate [P settings

£~ Ohtai 55 automatically

|P address: 55 b L S, L \
Subnet mazsk: 5.0 .0 .0
Wway: 50 .1 .1 .100
_-‘-‘-‘-‘—l—._.—_.—l—'_"—__

. [btain DS server addiess automatically

% Use the following DNS server addresses:

Ereferred DS server: l . i .
Alternate DMS server: I 2 : :

Advanced. . |
i

4. %4% “Use the following IP address” (fEH FER 1P Mhk) 2.

5. fE Internet H1Y (TCP/IP) JEHEE O, #& CR@EIE DHCP) & X PC [ IP Hihl. HERGAIERIARC.

Ed . % PCOEBEER N SHEREEEHESE PowerConnect 3324/3348 14, MU ERINMFIEE A PC FHERM B 88 1 (B BeiE
% PowerConnect &4 1) IP Hill.

Telnet V5 g

il Windows/DOS i 475 Telnet AT/ T, il Telnet Vil Bis.  UICH AR RIS
I e B E SR 1P ML BEAT R .

— BTV, X i & 8 5 B AT Y B A [«

1
o
5
ol
=
N
3
&
o
3
o

1. £ Windows F#ifi “Start” (Fi) >“Run” (&% B RoRFRME Windows 417 AL .

2. A4 Telnet Al IP Hilik.

M crosoft Wndows 2000 [ Version 5.00.2195]

(C Copyright 1985-2000 M crosoft Corp.

C\>telnet 50.1.1.2

01-Jan-2000 02: 40: 23 %BCM | - NEWTERM New TELNET connection from 50.1.1.2



User Nane: Del |

Passwor d: ****

consol e# show ip interface

Gateway | P Address Activity status

50.1.1.100 inactive

| P Address |/ F

50.1.1.1/8 vlan 1

consol e#

W, W&SHIR (8 ASCH &) Telnet £ 1HRA:

consol e> 01-Jan-2000 02: 39: 04 %vBCM | - NEWTERM New TELNET connection from 50.1.1.3

01Jan- 2000 02:39:11 %vBCM | - TERMIERM NATED: TELNET connection from 50.1.1.3 terni nated

Web ¥l (HTTP R%4%)

EXHR AT Web Vi, AT BT R AE:

1. N HTTP AQHR S gt B, 3545 OREd) s ss LR B E (Microsoft Internet % ¥ #%>"Tools” (T.JH)
>"Internet Options” (Internet &) >"“Connections” (i#4%) >"LAN settings” (JAM#E) ) :



2l

Local Area Network

- Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

I~ Automatically detect settings

I Use automatic canfiguration scripk

Address IhﬂpﬂhﬁDJDDJDLSPROXWPACQ

Fart: | &0 Adyanced, |

¥ Bypass provy server for [ocal addresses

O I Cancel |

SHAREED
2. TEREERE O, BAVIATE RS RECEN P GEEURAY http:// RI4397)) -

The page you are looking for might have been removed or
name changed.

Please try the following:

# Open the s: home page, and then look for links to the
infarmation you want,

s If you typed the page address in the Address bar, make
sure that it is spelled correctly.

If you still cannot open the page, click the Internet Explorer
@Search button to look for similar sites.

Internet Explarer

&
|@ Dane ’_ ’_|@. Iy Computer =

ke ]

3. WURIRUEE W, A AT



Enter Network Password

20X

%ﬁ> Flease type your user name and password

Site: 80.1.1.2

Realm Enable Mode

User Mame iDeII

Pazsword i”"“

I Save this password in your password list

Ok ! Cancel

BBER

B%ts SR B Web B HLFM.

Home Page Dell Web Management Interface rosoft Internet Explorer =13

I' il W Favorites  Tools  Help ‘3

=Home

: Systam
Switch
Statistics/RM
Cluality of Ser

1

Click on the Companent item to view its details.

Component

General

Logs 3 2
P Addressing

Management Security

EkMP

File Management

Advanced Settings

[ ——] | 5]
|&] Done [ [ k= my computer 7

PowerConnect 3324/3348 Web & # -1

PowerConnect 3324/3348 Interface Components Table (PowerConnect 3324/3348 F-MAMR) FIH 1 Fm s K AR R 14

T

BEE#S

B A



HeF(¥) PowerConnect 3324/3348 B UMERANREG. MMM - NIZREMBEZ TARAKE. LREN:
v OEHETH R R AR E .
v PCE G
v OEHEAE R A R R A M d

AR BSOS RGE N B EE ARG . Tl ERE U R E, (R R E AT LA L ASCI £ (RS-232 3il) #EAT U
il o

EBER

WA MR Z W, WPAT LR ER
v BRREEAN R B AR A B B
v BRRITA RS T IET .
v TEREEYCEE.  JUDHE, KE 1D LED RNk

v BARAKEHARE D, AREFKE ID MIERER, WSE
“HEE 1D %L

EES

ARG EERNUY .. HREESR, i

Ed . U4itE 15 Be At a%E D,
1. FEAEEMERE. BEHFEETIF.
2. AR IDRHLERRE 1, HEEEHS LED 1. WMALECMEERMSTHE, LED KIE 15 Ao piF kiNgE.

Ed 3. niUS LED SRNAR, MR8 MR mALL,
3. WNEEMRAEE. BER IR S,

4. {FFES IDIAE 15 B ERFERE 2.

5. XMFTHMERRATLLE 3 M 4.

Ed i GRS ARRE IDEEREE. G, RS EEE, JPEE 2 HEWEEEE .

¥ RERE

AN OERMMEZ AV . YRR,

Ed 3. witE 15 ek anE .
1. WRHERIEATES .

2. SRR A B I IR R B
3. FAFIERSE. REKIFEETH S,


file:///c:/data/network/pc33xx/sc/ug/hardware.htm#506079

4. fEAIESR IDIRHIE 15 BN EREESS .
5. XFTREASERG, T TFIA R PR B R 1 HE S R

AREFIESRAMEHHIEE IDWEE, FSH “DRHETRIL" .

BEH G RE

B4 v ERSISREZN, WHRAREIE. BEHAREE, FTE R E E S £ %,

1. A CLI . REHEERUFHIR:

Consol e > enabl e

2. i\ Reload. AZHKERUTELR:

>r el oad

This command will restart the whol e system and di sconnect your current

3. A Y. BAEREHGIS.

JB BT e

sessi on.

1E “Startup” (EZ)) EHF, WUPITHE R &R EDGE. “Startup” (330 SRR RRLL A E ThRE:

v TR

v MHER FLASH SCff

PUR G55 Rl T “Startup” (3 3EH#.

[1] Downl oad Software

[2] Erase Flash File

[3] Erase Flash Sectors

[4] Password Recovery Procedure

[5] Enter Diagnostic Mde

Do you want to continue?


file:///c:/data/network/pc33xx/sc/ug/overview.htm#113417

[6] Back Cig[a)

Enter your choice or press 'ESC to exit: Startup Menu

T EBMA

£ H “Startup” (J33)) EHu

JBILAEF] PR “ Startup” A2 SEH R PR B .

M CLI BERIT I TR

1. A CLI XK. REHEERU FIUR:

consol e>

2. X reload. REHERLFER:

consol e>r el oad

This command will reset the whole system and di sconnect your current session.

[n]?
3. BA Y., E&EKEKTIS.

4. £ 2 BB NIE <Return> #sk <Esc> #. ZREKER “Startup” (B3 H.,

Ed . WAIE 2 B4 <Return> sl <Esc> 4, Afkir “Startup” (B3I EH.

B4 &: k(e 35 WEELATATEE, S&EEIN. M CLI TTLLE S B

5. A 1. REKERUTIR:

Downl oadi ng code usi ng XMODEM

6. EMME— VT100 (i, EH FRCEN. R4 ER “Send File”
CREXH) %0, il “Send” (RE) %4l

1 Send File [2]x]
Folder:

Filename:

I Browse... |
Pratocal:

[~ |

Serd I Cloze | Cancel |

RIESCAE N

Do you want to continue (y/n)



7. ENECE SRR SOR AR
8. WRIIILE LA Xmodem.
9. i “Send” (R&E) . #AHEH .

B BB EHTG 5.

Ed 2. JrATHSMZT, BASEEE TFTP 54,

MBE FLASH X

R ASCIl ZeuimT UUMIBR s OB . WURECEBMER, WL EHRREA 1P EHSHLRIE CLI. Web FELA MR SNMP ILENSH.

TR VAR ACE, 15
1. 0UE ASCI & DSBS B
2. ERAREEL. W&KSIS, HEOR “Startup” GEED R, WHEETTHEHETE .
3. EMPENIE <Esc> B H % <Enter> . R4UGER “Startup” (H3h) KH.
4. BNRWENEREF S <Esc> BB, ERPHAEAN 2. REKSERUTEE:

Warni ng! About to erase the file fromflash Are you sure (Y/ N)?

5. A Y. REEERUTHER.

? Flash file nane (8 characters, Enter for none.)

6. N config fFy FLASH ({4, BCEBMIER, AR ENGIS.
£ “RATEGN" PAAT WA ERICE 1P SHE.

Mk FLASH BX

FLASH 7Efil 83 44% 1 T HATHYE . CDB (MIB SCff) « H&ESCE e st

Q© ER: WRMRT FLASH, MUK HIF 2B BT BRSO

1. 500F ASCIH % i 2 4.
2. EBRIERSS. WEHSIS, SR “Startup ().

3. MAERLEEIE <Esc> B . FEPPBARA 3. RFEKERUTES:

Warni ng! About to erase Flash Menory! FLASH size = 16252928. blocks = 64 Are you sure (Y/N)?

4. BN YA, REKMERUTEE:

Enter First flash block (1 - 64):

5. FANFE-AEGMERN FLASH ¥, % <Enter> . {HIEERE 1 3 64.



ARG RSB

Enter Last flash block (1 - 64):

6. ANEJEMEYIMERE FLASH 8, % <Enter> . REK IR TER:

Are you sure (Y/N?

7. BN YA, REFERLUTEE:

Erasing flash blocks 1 - 1: Done.

EHKE

BRI )y RS,

1. 51 SEERG SB%, JFE 2 DENiE <Enter> . FHRKEER “Startup”
a3 . TEE/RT “Startup” (Hz)) FH.

Startup nenu

[1] Downl oad sw

[2] Erase fromflash

[3] Erase Flash

[4] Password Recovery Procedure

2. BN 4 )% <Enter> . RGENEERVIM R
Ed i EHRSA A, WEERE U A T .

AREEM P EWLEL, B2 CLL 5.

BITEHER

FEAIHEIUZ BT, 15 Dell BORSCRAAITHER . WS “5 Del A" -

B TRIEREE

ATz —, B TRTP JIRg5 48 TH R e Ske -
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v JBPAERA CLI
v HURAEA CLI

1 JEid Dell OpenManage™ Switch Administrator

REER CLI T
1. ks 1P kS /DAy Fss R B — A 1 .

2. %N\ consol e# show version MLIGTFEANREE FYHTEITIRERA . LR —AME B IRl

Unit SWversion Boot version HWversion

1 1.0.0.52 1.0.0.13 00.00.01

2 1.0.0.52 1.0.0.13 00.00.01

RGN B R B Sl SARBERA. 7L, BB SRATRRAARR, (R RAAE .

3. #iA consol e# show bootvar LAIGESE B F A TR A MG AR -
PUR A& —AME B R szl :

Unit Active inmage Selected for next boot

1 inmage-2 inage-2

2 image-1 image-1

FAGUH S 1 T 2 B ) 8 F) W A S A B B A B 6 B 30 S5 T R R S

4. i)\ consol e# copy tftp://{tftp thak} {34} image, LUKHAFE MBI ERE. CRBEER], (H2 X GERSEBINEHCHE
SE TR AR S,
oA BEGS . DU R AME B R S

consol e# copy tftp://176.215.31. 3/ 332448-10018. dos i mage

Erasing file image-1...done.

rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr orrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrnnd

Bd . w4 1 RRCRDER TR,



Copy: 2739187 bytes copied in 00:01: 13 [ hh: nm ss]
5. #A consol e# copy tftp://50.1.1.2/332448-10018.dos unit://2/imge. KRB ERBHESRA 2. unit:

the // 2/i mage
RN E R B MHEZRAREE ID. N —MEEERE:

................... Unit 2: Erased inmage-1

rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr orrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrnd

Copy: 2744590 bytes copied in 00:01:41 [ hh: nm ss]

consol e# 01-Jan-2000 01: 01: 55 %COPY- WTRAP: The copy operation was conpl eted successfully
6. XENMEBRAELDIR 5. ORI BB IER RS B E ID.
7. %HiA consol e# boot system image-2 UL E JH %4 5 B4 g0t .
8. i\ consol e# boot systemunit 2 imge-1l. XFEREHEEFGFEHEAGE 1 3175 5.

9. A consol e# reload. ZALIGERLUTER:

This command will reset the whole system and di sconnect your current

session. Do you want to continue (y/n) [n]?

10. A Y. WERBEHGG.
11. EESE 2 M 3 LAHEA T RS B g1t

B CLI FTHRik#4

AL R B A2 50 R BB A HE B AR 57 (1 15 -

M TFTP Hids 333 345

v NERRETIR KR

1. B0 1P bk E S ss R E I — AN .

2. i\ consol e# show version ULSHIERANEEE FYATIZIT AR A . LR —/ME B BRI

Unit SWversion Boot version HWversion

1 1.0.0.52 1.0.0.13 00.00.01



2 1.0.0.52 1.0.0.13 00.00.01

RGN DR R BN S| SARERA. 72 R, E NS SRATRR AL AR, (LKA .

i\ consol e# show bootvar LAIGIFEEHE b Y7k THEIRE MR AR .
PLR A& — M5 B m 52

Unit Active inmage Selected for next boot

1 image-2 inmge-2

2 image-1 i nage-1

RGN S JITAT 2 L O A AR SO LA B A 88 6 B JR 30 J B (R AR

. 4N consol e# copy tftp://{tftp Hiht} {CM4Y i mage, DVEIRAEEHIBIRRE. OB SEN], (A2 RGTER& HE 83 EH CihE
SE R WS S,
SUEA BEGS . LR R —AME B R R s

consol e# copy tftp://176.215. 31. 3/ 332448-10018. dos i mage

Erasing file imge-1...done.

rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr orrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrn

Copy: 2739187 bytes copied in 00:01: 13 [ hh: nm ss]
i\ consol e# boot system i mage-1 LA 55855 B8 MG SCIE.

i\ consol e# reload. R ERUTEER:

This command will reset the whole system and di sconnect your current

session. Do you want to continue (y/n) [n] ?

N Yo WHEEBTT.

EEHI 3 LUIREAL T-Hm R g St

i\ consol e# copy imge unit://2/imge. LLFR—MEE RIS

consol e# copy inmage unit://2/imge

................... Unit 2: Erased i mage-2



rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr orrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrnnd

Copy: 2883576 bytes copied in 00:01:35 [ hh: nm ss]

consol e# 01-Jan-2000 01: 08: 59 %COPY- WTRAP: The copy operation was conpl eted successfully
10. %A consol e# boot systemunit {ZE%5} i mage- {43}
11, WA MESREES PR 9.
12. %A consol e# rel oad. AR ERLITELS:

This conmand will reset the whole system and di sconnect your current

session. Do you want to continue (y/n) [n] ?

13. HAN Y. BEKEHGIF.
14. HEPE 2 M 3 LIERIER G SCIE T HIERES .

Bt PowerConnect 3324/3348 Dell OpenManage Switch Administrator
TR

i@t Dell OpenManage Switch Administrator FEEERITE, HS 0 <SS .

EX SNMP #&E

TR L 2 A R (SNMP) 324 T — P BRI 2 B & (M 5. 3CRE SNMP 1&g AT AR AR (RED

SNMP RIL4EY H T EI B AR RESIFR. RUBEBATELEE (MIB) PE L. MIB 24T dRIEHILRE. SNMP REE LT MIB Mtk
3o AR 2% 7 il 45 5 A% =

Xf SNMP ACHE U5 b AR B U5 ) Z A e 4. A SRR, A Web RS 303258 B Ak 45 8 LLELIGE .
PowerConnect ¥4 12N R 7 175 5 2 -
1 Public — RVFERAE IR MIB X 4.

1 Private — RRVFERAUNE HISE R A MIB X4 .

SRR SNMP, i:
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v RN AR R DA L R A AUE H Vi i) PowerConnect 4.
v MIBRX A BN R R . SRR FEERI A S, M 25A%) PowerConnect %4/ SNMP &1

BEIMBR T AT,

Bd . SUHREAEL BEUNH RGN 15.

1. # N Enable. #RFPHER “#"F5.

2. WK EHAREPITEON M A R ERE, WA configure Jf% <Enter> 4.

3. A no snnp-server comunity private 3% <Enter> &, Mk private Bk 7R,
4. %\ no snnp-server community public % <Enter>#, M public Bl&F4& 5 .
5. A exit. EBHECENSEL.

6. f#A copy running-config startup-config Jf#% <Enter> f#, {ff7HCH ¥ k.

EEB %

4 PowerConnect & #/rfit IP HhlikJ5, ¥ id& %84 PowerConnect AR 1) RI-45 .

© E®E: WRLH RI-45 HOMEZPRE, W auto-MDI/MDI-X 45 5 W B ks .

AR AEREE SFP UCR I, 1.
1. FRWATRERIE AR SFP UR S22
2. 1§ SFP YRS CHRAMMAED JEAN SFP YUK SHHM .
3. (EHIAHRIRI M FLE, KA IEHE SFP YR & RIS

© HE: SFPIRKMHEERIVIRIG, MBI 10/100/1000BASE-T i MK ik

BRI ITA BLA, TN ORI A rh 3R T R B s . R R o T Y % T O L 5 T A 2

#hrie B B %754 PN-93/T-42107 Al PN-EN 55022: 1996 #xifi b ({47 f 5k .

IR [ H S UL
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IR Jeil H S B

A B 55 &

Dell™ PowerConnect™ 3324/3348 H i E

@ %R (QoS) #ik
@ =Y QoS &RBH
@ BATFIRN

AR T E XM E RS i (QoS) ZH M .-

1 EWILET RS “Quality of Service” (JRERE)D -

“Quality of Service” (k% BRE) Wifi.

Dell OpenManage Switch Administrator

Cluality of Senice

FRYHATIT

Support | Help |

About

| Log Out

Statistics/RMON
Table “iews
RhON
Charts
Quality of Service
Glabal Paramete
- Global Settin
- Interface Set
- Queue Settir
Mapping to Clue
CoS to Clueu
- DSCP to Qu
TCP to Queu
- UDP to Qued

eSS B

Quality of Service
Click on the Component item to views its details

Component
Global Parameters
Mapping to Queus

R% RERE

A AAELLT 2R

v RS (QoS) #E

1 EX QoS &RBH

v WATEIRL

W25 & (QoS) #ik



file:///C:/data/Network/pc33xx/sc/ug/index.htm

Mg5 i (QoS) #2HL TSkl QoS MIMZ N IR FABAIIAE ST QoS FETHUN. Wit Fas MIRTA AR i P 4 B i B

QoS & W L BRI MRS F BTN Pl fs (BIAnES s . ARG AL )
T H B A AT LA R BN SB AT . XA SRR T m KIS B i

QoS HLATFHZE X:
v A% — REN SR ELRNERSTR. A5 E U FEICE (5 SR h—2%.

v OBME — o CREEE, fE BANERETERAEEAE R TBIE
(ffifn VLAN f554% [VPT] A1 DSCP [DiffServ {0iB A1) .

v HREMRES — DS OISR AR R BAS R BN LLREAT £ i -

k%45 (CoS) 58

LUK\ CoS M RIIIAMERBAZ] (A1) 1 % 4) hi—4. FARFIRARRMMES. B DI LRI Z R AL, BRI
s BAEBOAE LR A gmst

Ed ». /esmEs, B4 AT EmEaEa. Bk, ARSI 4 SEEILEE S e S R A il

BIEH =BG
1 CoS Zp\FIBGT .
1 DSCP ZERAFIWUH .
1 TCP/UDP ZERAFIMUE. ERIMELL T, TCP/UDP &A=,

Cos ZRAFBHREE CoS HALHBNTIME R M ERIMA:

Cos f& | e BAFIE

q2

ql GRA&Mesk = mttkimae s
ql (BfRASesk = fftimie /)
q2

q2

q3

q3

q3

N|jo|jla|~A]|]W|N]|F|O

CoS ZEP\FIMH R EINE

CoS MATRHMF N REHATEHIN. CoS EMIBF AN 0 FE 7, Hi 0 FRRIKMEL,
7 ot g

A LUK DSCP WU BB F]. DSCP ZMAFIBRHE REBINEAR L DSCP 5 L4aASI ST 6 R BRIAE:

| oscp | # B |



0-7 ql CERARAEEZD
8-15 ql
16-23 | g2
24-31 | g2
32-39 | g2
40-47 | g3
48-55 | g3
55-63 | g3 (umthdkego
DSCP Z A S B 5 R BRI

DSCP WAt B4~ RGBT A -

QoS k%

EREYAERREIE, TTUCYBATIBE QoS iss. Wit LA Ik — vk th BAFHE B 22 HEJy 5

v PRRRES — BRORSI (R DR S N AR BRI R B AR AR . R R SE A I A B AT DU AR S5 SR L S A DA SR A
MRse, (M T SN A SR B AR N AR IR e . il 7™ e T, @il IP MG EFRET FTP 0L THsE (SMTP) &
R T . A AR L Se AT b IR A5 A 58 B A S AR L R BB P R £

VORI — BRSNS R R A 22 PowerConnect 3324/3348 [HfE4iRE 1. BT (WRR) BAFEI 7 sUEHI 43S . BABIRIR
S HBAFIKEE e Lo BABIHKBERK, BABI RS de ot . B, G SR IO AU BAEINAL S350 1 20 3 #1 4, MIfkAmiR s mim
ERAKEATEING] 4, LR REBIRIE R ESE ARG 1. @ ABF] 4 AR AR, I s B B m /e
HfE, A& AR A IR e 2 A o

I R XA RGEAT IR . 48E T TR SR ZIN B BA S E S BE B SR i LS A BRITEDLR BT IO B X4 B e A sk
Po FEECH WRR RN, BRAFIBUESS—.  H WRR T ELEBAFU IS BE AR . WRR ST BB RHE DN RGEEATBOE . BefRlfEhE
TRAFTEE BT LAEE WRR HEMERNTI 1 fREFEEBIERE .

E X QoS &FEsH

£ QoS &RSH P Lk ERF R EL RS EITIF “QoS Global Parameters”
(QoS & /B Y0 T, i:

v ERLE LR “Quality of Service” (JR%JRE) >“Global Parameters”
(A2RBH . ZSEITIT “QoS Global Parameters” (QoS 2RS¥ Vil
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Co3/Q05 Global Parameters

Heset ;I
Logs : :
BBt CqS;’QoS Global Pe_llalnetels_ _
File Log Click on the Component itern to view its details.
Ré&b Log
Remote Log Sene Component
IF Addressing Global Settings
IP Interface Pararr Interface Settings
DHCP Client Weight Profiles
ARP Proxy DSCP Mapping
ARP Queue Settings
DHCP Relay Mapping to Queue
UDP Relay
Diagnostics

Copper Cable Dia
Optical Transceive
[l Management Securit:
[ SNMP

|- File Management
(- Advanced Settings

- Switch

- Router

Global Routing Parar

Traffic Classification

- Palicy -

0 e EE

|@ l_ l_lg‘. My Computer
QoS £ R&HWE

“QoS Global Parameters” (QoS & /&%) T & LA F .
v AiE A QoS Wi
1 JEX QoS FENRE

v EXBABIBEE

RE£F Qos ®E

“QoS Global Parameters” (QoS &R %0 TilfFH " vl LUs e H QoS. ih4h, H R LUESRE “Trust” (F4R) B3, Ui
5 BAATE 7 BOR e B, e S B arg. Z4HF “ QoS Global Settings” (QoS £ /& ) Wi, i4:

v AERPLE YIS “Quality of Service” (Jij% BE ) >"Global Parameters”
(&/HZHD >"Global Settings” (&FHHE) . FREHKTIF “QoS Global Settings” (QoS &/ HE ) Tif.
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176.210.1.1 Q0S5 Global Settings
[;iHome .
- System QoS Global Settings
Switch ;
Statistics/RMON B L Bl

- Table Views

Cuality of Service IEnabIe e
Trust Mode INone 'I

Apply Changes

[ e—— [

Qos & FEERME

“QoS Global Settings” (QoS &R HE ) W& AT FB:
1 “Quality of Service” (R% &) — AVEA QoS HHMMLIEIE. FBUHIEHAIE:
o “Enable” (JgH) — £#%& LEH QosS.
o “Disable” (ZH) — fF##% %M QoS.

“Trust Mode” (fFAEARFD — #fise M Tt st A AS LIS BT RGBT BL R SR, AR AR % ) (5 A B R T
ﬁfﬁgé%ﬁ@??ﬁ (CoS. DSCP g TCP/UDP i) [ilifs. AEEHHE XE BT BIBESHMGT R s itef. W RERIE TR

o “CoS"— FHIMIATIMAH IEEES02.1p VLAN fR5CHHRIE (VPT) S/ S CHERIA VPT ik,
o “DSCP"— Frffith BAFIfI/ ML DSCP B

o “TCP/UDP”— it AFIfI 2 FLtH TCP/UDP i i€
Ed 2. 0 “Trust” (B48) WEMARBLR “Trust” (B4 #H.

Jet A R 55 5
1. #TJF “QoS Global Settings” (QoS £ FitHE ) Wi .
2. fE “Quality of Service” (JREFRE) FBIPiLiF “Enable” (AR -
3. i “Apply Changes” (MAEB) . REHERH LEA “Quality of Service” (JRFEHR) .

JARMEAE:

1. #TH “QoS Global Settings” (QoS & )F#t®E ) 1.



2. fE “Trust Mode” (BR) FEFEFGEELE.
3. i “Apply Changes” (MAER) . REMERE LEH/ZAAGE.

£ CLI s & BABIE

FEMAE 7 H T E “QoS Global Settings” (QoS £ /&) Wi 5B CLI frd .

CLI fré BB
gos trust [cos | dscp | tcp-udp-port]

ARG BN REABANE RS

qos

e % LA QoS.

no gos trust

PRS-

LR CLI #4543 -
Consol e (config)# qos

Consol e (config)# gos trust dscp
EX QoS BNHRE

“QoS Interface Settings” (QoS # N B ) Vi i/l o] ATt AN 1 SUR 7 BHn% ik 2 S E# R . 78 “QoS Interface
Settings” (QoS # O E ) Ui Fid n] LUEFAL N RAric s BEEMERIAMEES. B “QoS Interface Settings” (QoS #H O E ) 1
T, i:

v RS BT “Quality of Service” (BREEE) >"“Global Parameters”
(£RZH) >"Interface Settings” (FEOHRE) . ZRLKITIT “QoS Interface Settings” (QoS #E O E ) Wi .
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176.210.11 Interface Settings

Interface Settings
Brint Refresh

Table “Wiews

RMORN Shaw Al
Chartg

Quality of Serice
Global Pararnete

- Interface Se | Interface cromfiz]l ezl cwvanEl

M.;enpping to Que Disable "Trust" Mode on Interface o

gg%gm@g:: Set Default CoS For Incoming Traffic To 1] 'l

- TCP to Clueu
UDP to Quet

Apply Changes

i[5
BORERE

“QoS Interface Settings” (QoS # O# &) W& LAl N 7E:
1 “Interface” (BH) — FRENAMGERRMR D (SERE N AT
o “Port” GfH) — FoRuHg.
o “LAG"— F/r LAG T,
o “VWLAN"”— #J/R VLAN 5.

1 “Disable "Trust" Mode on Interface” (f£8 0 LZEH “S/4” BR) — A& LEHGIE. AXEILRENEMGEE, H3H “
BHAJE QoS HHE” .

|h_.

1 “Set Default CoS For Incoming Traffic To” CEEANBEKERIA CoS BEAR) — WERFICEEEMENIAL CoS FridfE. CoS
LN 0 & 7. BRIMENO.

NFEETBE QoS/CoS HH:
1. #TH “QoS Interface Settings” (QoS # O# &) Wifi.
2. fE “Interface” (BH) FEH®FHE.
3. WA EE D LE R, %I “Disable "Trust” Mode on Interface” (ZE¥ 0 L2 “fSH” BR) HiLiE.
4. ¥ “Set Default CoS For Incoming Traffic To” CE£&NBERBRIN CoS ER) WE NIFH.

5. i “Apply Changes” (MAER) . REUKNENRE QoS/CoS HE.

i/ CLI 4% E QoS/CoS #H



THEEETHTRE “QoS Interface Settings” (QoS # M#E ) TiilhFBHIZ CLI .

CLI #r4 L]

qos trust AEA DS HEERES.
qos cos #kik CoS| HlE BRI CoS 4.
no qos trust AR O FEE SRR

VLR 2 CLI #r45:f:

Consol e (config)# interface ethernet 1/e5

Consol e (config-if)# gos trust

Consol e (config-if)# gos cos 3

& XL B\FI B B

“Queue Settings” (BA\FI B E ) Ui {3 /42 & 8 2T ARG E B IR (WRR) J9BAFI MR Fifl. SNBSS E 7 A FE WRR FUIALRENL
HIEI (WRED) {H. #4TJF “Queue Settings” (BAFIRE)D T, if:

v ERPLESERE “Quality of Service” (fR% R ) >“Global Parameters”
(£R/B8¥) >"Queue Settings” (PAFIHBE) . ZRZGKITIT “Queue Settings” (PAFIBE) Tiji.
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176.210.1.1 Queus Settings

Queue Settings

- Starm Car Print Refresh
- Part Mirra
= Address Tabl
Static Adc
.......... Dyhamic #
GARP
- GARP Tim
Spanning Tre
- Global Se
- Paort Settir
- LAG Setti
- Rapid Sps

.......... WLAN Mel Apply Changes
- Port Settit

WRR Weight %hof WRR

Queue Strict Priority 1.255) Bandwidth

< Rl OR R

|||

R L R

- Link Aggrega:
B Multicast Sug
[ Statistics/RMON
=l Quality of Servict
- Global Param
- Global Ser
- Interface &
* Queue Si_ |
[ happing tu_IQ;

1 3

BAFY B B T



“Queue Settings” (BAF&E) T & L FFE:

1 “Queues” (BAF]) — FEEBAFIS.

Ed i DA S B,

1+ “Strict Priority” (PPRMRAES) — HHE LB T NI e R 2 HhEls .
BN E N EH

1 “"WRR”— R BT WRR JF REHATER.
1 “WRR Weight” (WRR 0 — HSMEBAFIGEE WRR I,  FIREMIFBUEN 1 2 255, Hi 1 Afdk{d, 255 Jmmid-

1 "% of WRR Bandwidth” (WRR #%®E/ ) — &N WRR SELIIH 55 & .

TE SN
1. 1TJF “Queue Settings” (BAF#E ) .
2. £ “Scheduling” (%HE) . “WRR Weight” (WRR nf) 7 “Bandwidth” (%) 7K.

3. Hifi “Apply Changes” (MHEXK) . F4UKEH “Queue Settings”
(BB B D UM%

R CcLI & e FIRE

THRMIETHTHRE “Queue Settings” (BAFIWE ) Tl b 7B A% CLI @4 .

CLI # 4 UL
wrr-queue bandwidth JIE 1 iEL 2 . kL n| AN BASIEC IS (WRR) InAL.
show qos interface [#11 ID] [queuing] BREEN QoS #ul.

LA CLI fir 454 :

Consol e (config)# wr-queue bandwi dth 10 20 30 40

Consol e (config)# exit

Consol e # exit

Consol e> show qos interface ethernet 1/e3 queuei ng

Et hernet 1/e3

wrr bandwi dth weights and EF priority:

qi d-weights Ef - Priority



1 - 10 dis- NA
2 - 20 dis- NA
3 -30dis- NA
4 — 1 dis- NA
Cos- queue nap:
cos-qid
0-2
1-1
2-1
3-2
4 -2
5-3
6 - 3
7 -3

Rt BB 5

“Mapping to Queue” (BUHBIBAF) T H &Y CoS I DSCP {HLL K TCP F1 UDP ¥ DB QoS BAFIM T k. HATH

“Mapping to Queue” (BUHBIBAFI) Wik, i&:

% “Quality of Service” (JR%FHE) >“Mapping to Queue” (S RBAF]) .

B B

RYHATIT “Mapping to Queue” (BESTRIRA
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176.210.1.1 Mapping to Queue
= Home "
System Mapping to Queue
Switch Click on the Component item to view its details.
Statistics/RMON
- Table Wiews
- RMON Component
- Charts CoS to Queue
Quality of Service TCP to Queus
- Global Paramete DSCE to Gueue
Mapping to Qu UDP to Queus
CoS to Gueu
DSCP to Qe
TCP to Queu
UDP to Quet
HEEEEE B
B 5t BIBA 51 T

“Mapping to Queue” (BREFRIBAFI ) ULk 0 & 5 i LA T 5 K i 422 -

v 1§ TCP i D M B BA S

1 4 DSCP fi w5 A4

v K UDP it 14 i 51 BA 51

¥ Cos HBRH IS

“CoS to Queue” (CoS ZPAF) Gl fH 45 7 u] LUK CoS W HE 7 3B E S .
HTHF “CoS to Queue Mapping Table” (CoS EPAFIBEF) T, 1.

MK PiEE  “Quality of Service” (JR% FHE) >"Mapping to Queue” (BEFBIBAF]) >"CoS to Queue” (CoS ZEPAF])
RGUHTIT
“CoS to Queue Mapping Table” (CoS ZEAFIBET ) .

o
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176.210.1.1 Co% to Queue Mapping Table
(TEHDme ;
System CoS to Queue Mapping Table
Switch :
Statistics/RMON By &=
- Table Views
Ehl?tl;] Class of Service Queue
ality of Service 0 2 |
- Global Paramete 1 1 =
- Mapping to Clue 5 1 =
- CoS to Que: s
- DSCP to Qu | 3 2 =
TCP to Queu | 4 o |
ARSI UDP tD GUEL —
5 3 =
B 3 =
7 A
Use Defaults i
Apply Changes
EiEEEE——— [
CoS E A Bt R E

“CoS to Queue Mapping Table” (CoS ZERAFIBETR) T & LR 7B

1 “Class of Service” (RFHH) — #HE CoS hsedibrictt, HhEARIKH,
AR

1 “Queue” (BAFI) — FXIn CoS MIeZZMAI BIFIEMEAMI . STRIIAMEHEI LS.

Ed w. /egsmEs, B4 AT EmEaEa. Bk, ARSI 4 SEILEE S e L i A il

1 “Use Defaults” (fEFIBRIME) — FAK CoS {HMS L HBASI B % BRI -

# CoS {HBLHFINS:
1. #F “CoS to Queue” (CoS ZEPAF) .
2. #&F% CoS %H.
3. £ “Queue” (BAFI) FEsE XBAFIS .
4. il “Apply Changes” (RIFIEH) . CoS KM BIRAGI, FFEH K%,

fEH CLI iy &N BRI E Cos &

FRMSE THTHCE “Mapping CoS Values to Queues Table” (# CoS & B & BIRAFIE)
hF B CLI w4



CLI 4 Ui 9
wrr-queue cos-map A%l ID cosl.cosn| KBLER CoS (MU 4k H BT

LT A CLI fir 452 -

Consol e (config)# wr queue cos-map 4 7

¥ DSCP {H &t 2IEA 51

g;‘LDSCP Mapping” (DSCP B4 ) T3 4 £ 5 2 51 v] AR & N AR E DSCP ZBUMELIIAI i BASI .  ZE4TIF “DSCP Mapping” (DSCP Bt
i) YU, 1

Ed 3. #% DSCP BGANFIRENFIF, 55H “ DSCP A SIS E BRI .

v RS “Quality of Service” (FR%BRE) >"Global Parameters”
(& RZH) >"Global Settings” (£F#%E) >"DSCP Mapping”
(DSCP &) . RGHE4TI “DSCP Mapping” (DSCP BL&) 1.
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176.210.1.1 DSCF to Queue Mapping Table
DSCP to Queue Mapping Table
Statistics/RMON Erati Refrech
Table “iews
EEHON DSCP In Queue DSCP In Queue
H arts
Bl Guality of Service 1 1 j 33 1 &
Global Paramet: | 2 1= 34 1=
Mapping to Que j‘ —t
- CoS to Gueu ¥ ! 35 1
-DSCPtoQu 4 1 [ 36 1=
- TCP to Queu g 1B 17 1B
- UDP to Quet T
6 1 [ 38 1 [
7 1 58 39 1 [
8 1 | 40 1 [
9 2| 41 1 &
10 2= 42 1= —
11 2 43 1=
12 2 = 44 1=
13 2 = 45 1=
14 2 = 16 1=
15 2 58 47 1 [
16 2 5 48 1 [
17 k] 49 1 [
18 3 50 1=
19 ix 51 1=
2 | = - .
4] | Al | 2]

DSCP BSHR

DSCP BRINBAS 5 B 51 2 35 LU R 5 B

Ed . fESmES, B 4 HTEREREE. ik, ABF] 4 5803 RS 2 S il .



1 "DSCP In"(DSCP A2 T) — Fnfe N5 28 DSCP FE M-

1 “Queue” (BAFI) — FRAA%HE DSCP HHIfE S EMESRRIHIAG .
B 1L E 4, Kb 1 RIKME 4 NiREE.

W4T DSCP {EAN 7 AL Se 24 BA S :
1. 1TJF “DSCP Mapping” (DSCP BR&F) Vi,
2. £ “DSCP In” (DSCP Az F) #ldikffE—AME.
3. EX “Queue” (PAF)) FE.
4. Hif “Apply Changes” (MBI EM) . DSCP Aopifs, HENHALAE— MERB\S.

fEH CLI dy&8tE DSCP &

PN

FEMAE 7T E “DSCP Mapping” (DSCP BR&F) T B4 CLI b .

CLI 74 ]
qgos map dscp-queue DSCP %% to B\%| ID| &2 DSCP % B\FIMT .

LT A& CLI #4525 -

Consol e (config)# gos nap dscp-queue 33 40 41 to 1

¥ TCP 3 DE B S 2IBA 51

“TCP to Queue” (TCP ZFAF ) JT [ T 3 o0 45 55 B 7 0] LURERE 2 19 TCP H iy FUEAE 402K EIAS . ZATIF “TCP to Queue” (TCP &
BB i, -

MUK PiEE  “Quality of Service” (R% FHE) >"Mapping to Queue” (BEFBIBAF]) >"TCP to Queue” (TCP ZEPAF])
RGH44TH “TCP to Queue” (TCP ZEPAF]) Hii.
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176.210.11 TCP ta Queue
= Home
- Bystem TCP to Queue

Switch .
Statistics/RMOMN Erint Refresh
Table Views

i Showe All
Charts

Quality of Serice

Global Pararnet:
MWapping to Gue
: F(]jpgsgtg Quew | © Select TCP Pont from List |FTP-21 =]

© Insert TCP Fort
- DSCP to G Map to Queue |1 =
- TCP to Que!
- UDP to Qluet
Remove [
Apply Changes
[ E——] [
TCP ZEF T

“TCP to Queue” (TCP ZRAFI) W H LA EE:

“Select TCP Port from List” (\FIRHELIE TCP ¥ O) — #14E T HE LW TCP 3 i FHis .

1 “Insert TCP Port” (AN TCP ¥ ) — i UHiK TCP i,

“Map to Queue” (B BIBAF) — H7x TCP i 146 E 4 e BB B .

Ed . fRBmES, B 4 TEEREE. Bk, ABF] 4 SEHE I RS S ] .

1 “Remove” (M) — MEx TCP i W,
o BEHE — MERFFE TCP i UK.
o RIEE — ¥ TCP i M.

A TCP i 73 e 22 3 45 BA 1«

1. #THF “TCP to Queue” (TCP ZBAFI) Wi,

2. £ “TCP Port List” (TCP ¥ ORI ik,

o
i “ Insert TCP Port” (A TCP % 0) HiktE. KEH “New TCP Port” (¥ TCP ¥ H) 7. EXHM TCP ¥il.
7E “Map to Queue” (BEHFBIRAZ D TFHFIEFIELE—AFI 5.

i “Apply Changes” (SEFIES) . TCP i [k il —MERIAS .



f&E% TCP 3 I 015 A SR B -
1. #[FF “TCP to Queue” (TCP ZEPAF|) Tiifi.

2. fE “TCP Port List” (TCP ¥ AAFR) FHAEPERE—uGO. il DB LR7E “Map to Queue” (BREFBIBAFI) Tzl
G

3. £ “Map to Queue” (BRETBIRAFD T HiF2 Pk &5 HmE BAS .
4. ik “Apply Changes” (LI . TCP i U4 B3T3 AL 2 AR s BA S .

R TCP R\ FIM %
1. TJF “TCP to Queue” (TCP ZEPAF|) T,

2. Hif “Show All” (&FBR) . The RSI44TIF “TCP to Queue Mapping Table” (TCP ZRAFIBLE &) .

TCP to Queue Mapping Table

TCP Port_ Queue Remove
1 L]

Apply Changes

TCP ERFIBLSR

M “TCP to Queue Mapping Table” (TCP ZBAFIBETR) FB: TCP i 1M«
1. TJF “TCP to Queue” (TCP ZEPAF) T,
2. #if “Show All” (&£FBR) . ALK “TCP to Queue Mapping Table” (TCP ZEAFIBLHE) .

3. £ “TCP Port List” (TCP ¥ O FIR) THsl&hikiF M. o 2RI BRE “Map to Queue” (BETEIBAFI) THisl#
e

4. %I “Remove” (HEE) SikiE.
5. Hifi “Apply Changes” (MHEX) . FEUKABEEBAFIH MR TCP M.

EH CLI 4% TCP RO ENS

FEMEE TR TEE “TCP to Queue” (TCP ZPAFI) Wit B4 CLI fird .

CLI 4 L]

qos map tcp-port-queue &g TCP ¥ 2 BASIHE .
i 1.3 1 8 to A ID

show qos map tcp-port-queue| &7~ TCP i A HE .

no gos map tcp-port-queue

MBAFI R HER TCP i

DL A& CLI 454 :

Consol e (config)# gos map tcp-port-queue 6001 to 2



Consol e (config)# exit

Consol e # exit

Consol e (config)# show gqos map tcp-port-queue

Tcp port-queue nap:

Port queue

6000 1

6001 2

6002 3

# UDP g AE B ST ZRA S

“UDP to Queue” (UDP ZER\F ) TUTH i 4 4 55 # 53 7] LLKG4F 2 (19 UDP i LB 5 40 B0 F . FHTHF “UDP to Queue” (UDP ZB\F) i
T, i%:

v ZERPLE P “Quality of Service” (RE KRR >"Mapping to Queue”
(BLEHZIBA 3] ) >“UDP to Queue” (UDP ZAF|) . RLKITIF “UDP to Queue” (UDP ZEBAFI) i .
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176.210.1.1 LUDP to Queue

UDP to Queue

o

nt Refresh

Table Views
READMN Show All
Charts

Cuality of Service
Global Pararmete
Bl Mapping to Que

e # Select UDP Port from List |FTP-21 =]  Inzert UDP Part
""""" DSCP to Gl hap to Queue IE

- TCP to Queu

.......... UDP to Que
Remove =
Apply Changes
[riEE— [
UDP Z A S

“UDP to Queue” (UDP ZEBAFI) W& TEE:
1 “Select UDP from the List” (\FIF ik UDP) — R4t T HiE LH H UDP & O 1 R sl .
1 “Insert UDP Port” (A UDP ¥ 0) — fVFE UHIK UDP i,

1 “Map to Queue” (BRETBIRARI) — IR UDP 3 HK-ZL5 AL B @S A5 o

Ed e fEMSRES, B 4 HTEREREE. Fi, RS 4 500 M fE S S il .
1 “Remove” (M) — Mk UDP i HBL .
o B — MR UDP i HBg),
o RIEHL — RE UDP iilI4.

A+ UDP i 11 43 BE 2138 = FA 51 -

1. 79T “UDP to Queue” (UDP ZBF) Gifi.

2. fE “UDP Port List” (UDP g HFIR) fikF .
Y
H%H “ Insert UDP Port” (A UDP 3§ H) HikHE. ¥JHH “New UDP Port” (# UDP 3 ) FE.
5E SCHff) UDP 3 1.

3. f£ “Map to Queue” (BRHEFEIBAF) FHIIFRFEE IS,

4. Hifi “Apply Changes” (BLFHEX) . UDP i ¥ B o i — MEHIBA S o



f&e5 UDP i I 42 3045 BAFI 1 B <
1. TJF “UDP to Queue” (UDP ZEBAF) Tiii.

2. £|“UDP Port List” (UDP O FIR) FHslZd i mmsl. oy N mr B 857E “Map to Queue” (BREFEIAFID) s
i1,

3. 7E “Map to Queue” (BRATZIRAFY ) T~ Hi412 ok BT i w5 Ao
4. i “Apply Changes” (SEFASES) . UDP WS i 55357 4 i 5 AN R (K38 45 PA B o

M UDP ZiE{EBU LA MR UDP i
1. #TH “UDP to Queue” (UDP ZEPBAF) Hiii.

2. 2(QL"“UDP Port List” (UDP ¥ O3IR) FHHIRFEBem W, ik 0o B A EoR7E “Map to Queue” (BRETEIARID) FHi%l
rh

3. %&H “Remove” (JHER) HikiE.
4. i “Apply Changes” (MAEXD) . RSN UDP 5w R ik UDP b M.

M CLI fir &% UDP % N4y B Z A5

THRMSE T HTIE “UDP to Queue” (UDP ZMAF) W B3 CLI #4 .

CLI 4 i B9

qgos map udp-port-queue &k UDP 3 & BAFI U E .
i 1.5 8 to BA%I ID

show gos map udp-port-queue| Esx UDP ¥l £ A5 E .

no gos map udp-port-queue

MBAFI e ER UDP i 11

LT A CLI 452 -

Consol e (config)# gos nmap udp-port-queue 2000 80 to 2

Consol e (config)# show qos nmap udp-port-queue

I [ H S B
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176.210.1.1 Switch

= Home .
System Switch

Switch ~ Click on the Component iterm to view its details.
- Metwark Securit

Port Security
IP Based AC =oMponent

WAL Based  DMetwork Securt
ACL Binding: Eorts

Ports Address Tables
Port Configr  GARE.

LAG Configy  Snanning Tree
Storm Contre V_LAN )

: Part Mirroring  Link Aggregation
. Address Tahles  Multicast Support
- GARP

GARP Tirmner

-~ Spanning Tree

WLAN

Link Aggregatior

- Multicast Suppo

Statistics/RMON

Quality of Service

ZHATE

T B 45 22 S AR

Dell™ PowerConnect™ 3324/3348 o2& 1 53 AT A I 1 v 2 i 51 B AN Bl S 11 BE B A 28% 2 A R 9

FITHF “Network Security” (P& &4 i, iF:

1 %R “Switch” (XZ#H)  >“Network Security” (R&Z4HFY) . REKHTIF “Network Security” (M2 AR V.
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176.210.1.1 Metwork Security
= Home 2
B Systern Network Security

- Switch
Metwork Securit
Port Security
IP Based AC  Component
MAC Baseq Bt Security
ACL Binding: P Based ACL
Fine MAC Based ACL
Port Configur ACL Bindings
LAG Configu
Storm Contre
Part Mirraring
i Address Tables
- GARP
2 GARP Timer
- Spanning Tree

WLAN
Link Aggregatior
Multicast Suppo
- Statistice/RMOMN
B Quality of Serice

IR |
W 48 22 4 fRY T

“Network Security” (R%&Z&RY)  JTUE SRR T TR

v S A R
O o
v EET IP ) ACL

v EUGET MAC f ACL

v JHZE ACL

W 2% 22 R REIE

Vi P B1 (ACL) A 2% B R 53 7 LUAHRE 2 N 18 12 SO S (AT -
ERAFHLALLT ACE:

#76% (ACE). ACE Mg il1E /3 F M ik 3% o
v X
v Higbs
v R IP Hbhk
v Hite 1P Mkt
v OBRLAHERY
v ULfZ DSCP
v UUAD 1P flRsgl
1 Ui MAC ik
1 Hitith MAC Hhik

1 VLAN ID

Click on the Component iterm to views its details

ACL B F LA FIRMAERAE . FEA P FIRM AR A AR — AV 42



B, P2 EEE B AT BUE LR ACL U 3iH S04 20 fysm AT L TCP (E 86 H2, WiR#EkE UDP (EEE, WILERalES.

A ACL WM& £ A ACE. ACL 1) ACE &M — @AM 7 WEATRH. MFE—/1 ACE JFIHINTA ACE. M5 BA55A ACE 42
VLR, H4REUZ ACE #:1E, ACL MHFEfZIL.  WRRRBITEI, HRATRNRMEEG ZERAEF . WRBELEILA ACL, WXELI T Fify
ACL ZJaA N HBAEAE.  BIAEFIRESHITE R RBEEEMEIZZ YL, B Telnet, HTTP 3 SNMP & HE S .

o) 4 R G T LA UK AL ACL:
1 IPACL — {UEHT IPERA. FraaRTEHYS IPERAHX.

1 MAC ACL — ERITHAEEA, BfFE IPEEM. BRFEMET L2 FE.

HEANBATTEE) ACL N 3 15 2 4
v Ak
v EFIFRIERERE
v EFRARGEKEPE TEN D R

PowerConnect 3324/3348 % #F 128 1 ACL. PowerConnect 3324/3348 W {#4 FE i iR £ & X 248 I ACE, &4 GE il
%5%E X 120 4 ACE.

fic B 3 0 =2 &Ry

A5 P 38 B AT LAKE R 2% 11 PR A1) AR R U 0 52 (008 18R LAG. LT HRFSE MAC Ml AT DS Ao 1. HUARERRES MAC ik E A
SES . BhA, B e 1 2 A R I AT AERCE SO TR AR MAC HibESIR . EEZhAE, WTLUKER MAC HbESIER.  TTRABhA Y S ki A
#2>] MAC Hitik.

FEPE NG G RS WES. F3, EES. REEPE IR . 8 “Port Parameters” (3 0S¥ T T LAE S48 (134
O. SR “EUR0Z257 . BT “Port Security” (3 OZ4/P) Wi, ik:

1 #%FE “Switch” (Z#HHL) >“Network Security” (M&Z£&FH) >"Port Security” GO REMEH) . REHEHTH “Port
Security” (¥ A &ZEES") T .
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176.210.1.1 Port Security

= Home

- System Port Security
- Switch

Metwark Securit

Paort Security

IP Based AC Show All
MAC Based

ACL Binding:

Ports

Print Refresh

E,ig %DDZT;‘-I%LLI: Interface [ Pgr‘[m » LAGI_LI
Storm Contre Current Part Status Locked
B Add‘?g:g“g;jzgg Set Port Unlocked >
O CARP Action on Violation Digcard |7}
GA_RF' Timer Trap Dizable |7
\S,E;”[\',"”g Tree i (Sec)

Link Aggregatior
Multicast Suppo
[ Statistics/RMON Apply Changes
[ Quality of Serice

i 0 2 &

“Port Security” (i B&4AFH) T E LT 7E:
1 “Interface” (BH) — FoRE s RS D% i 1 0 2L
o “Port” GRH) — FoRifkE N HREN I,
o LAG FIRiiE i MR HES R 5t .
1 “Current Port Status” (483w DRE) — LR i RS,

“Set Port” (BEWA) — £pumH OYelOMBRyie. TR FBRIESR:

o “Unlocked” (EMB#IE) — MmHPE. HWAHRINE.
o “Locked” (B4iE> — #iwiir.

“Action on Violation” (RANEHRE) — Frnd Bk i 1 K E BRI, TRE B E AL

o “Forward” (f£81) — tEck B RMERE B HE2, K% MAC Hilik.

o “Discard” (E£F) — EFRAMTRTIHE MAC Hhlk KIS S 0.
BRI .

o “Shutdown” (M) — EFRELMARTIH MAC bk (S B,
IR . RSO D EE R B AT, i R BUE IR A

“Trap” (BB — RWREMH. WHREMFBUL .
o “Enable” GRM) — L#veH L sE Ban, RERIEEY.

o “Disable” (ZEF) — H8uEs L HERENE B, bRk
JLVSL NN =

“Trap Frequency (1-1000000)” (f&BF#iZ [1-1000000]) — FRPIAMEBEZ A EIARE (R 8AD thr B0OGE A F8E
uil.  ERIMEN 10 B

BOE X BUER A, 1

1. 3T “Port Security” (i &5 T,



2. EPREEOREAgS .
3. EYX “Set Port” (HEHO) .

4. ik “Apply Changes” (MAEH) . RELHBUEH R INE
“Port Security Table” G OZR&HFPK) , HFEHKK.

TR RYUE LR, i

1. TJF “Port Security” (i 0Z2&454) TH.

2. Hi “Show All” (£HER) -

“Action on Violation” (BA##E) f1 “Trap” (FEEE) FE.

REHBA4TIT “Port Security Table” (3 O%4&fFHE) Wik .

“Port Security Table” (3 A%4:
FPR) FHTFES “Port Security” (3O RAMFY) Wil F K 7EHME. #TLlE “Locked Ports Table” (BiEsBO&K) Ml

“Port Security” (¥ %4 T E BT i 1.

Port Security Table

o

Unit No.

Copy Parameters from

@ pon | 7] C Lag [ =

Locked Set
Port  Port Locked Action Trap -II:—::puen ggl';{thll
Status  Port i ¥
1 Enable IEnabIe j |F0rward j IEnabIe jl [
1 Enable IEnabIe j IForward j IEnabIe jl u
% 0 Z&RPRTE

BTl S RMTUI” hEIR T B,
DU A5 DU R 2B

1 “UnitNo.” (RES) — RpERRRAZERIEENEES.

5/ CLI iy & TE B0 O K = e Ry

TARMHE TS i e A R T

“Port Security Table” (¥ 0 ‘Z4&FHR)

o R (T BB R o 1 22 2 PR IR L) CLL Ao

CLI #r4 P
shutdown M.
set interface active {ethernet # 1 | port-channel ; Hi#iE 5}

UG T 0 22 A ORI B TG PR A e 1

port security <= i

BUEFERE M B2 ST L

show ports security

BRI OBUE R

LR A CLI 454 -

From 18. 1. 16 Consol e # show ports security

Port Action Trap Frequency Counter



5/ 7 Discard Enabl e 100 88

7/ 8 Discard Disable

EXET IPH ACL

“Add ACE to IP Based ACL"” ( ACE HIIZEET IP 1 ACL) UM H 1Al LLE ET IP BT % HI51E (ACL) A 4% hil 1
(ACE). ACE JIfFEffiés LAKH 5 B0 5 ek AT ICRE.  BHTJT “Add ACE to IP Based ACL” (#§ ACE MZXET IP 1 ACL) Wi,

e

1 %4 “Switch” (Z#4l) >“Network Security” (M%&Z4AFF) >"1P based ACL” (¥£F IP I ACL) . ZRLHEHTH “Add
ACE to IP Based ACL"
(¥ ACEmRMZEZET IP K ACL) WL
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176.210.1.1 Add ACE to 1P Based ACL
= Home =
o System Add ACE to IP Based ACL

- Switch :
Metwork Securit Erint Refresh

Part Security

IP Based A( Add Show All
MAL Based
ACL Binding:
Pors

Port Configur
LAG Confiy | ACL Name [=]
Stormn Contre

Puort Mirraring

Address Tables

Mew ACE Priority |

& Select from ListIEmD-“:> ‘l  Protocal
Protocol I—
Link Aggregatior 1
Multicast Suppo | Source Paort I
Bl Statistics/RMON - I—
- Cluality of Service

[ mmxn wild Cad

Mask | HHXH

[ CLXEN Wil Card

Mack | (X

Source P Address

Dest. IP Address

Match DSCP ol ]
Match IP-Precedence o l— i
Action |Permit B3|

e I =

¥ ACE HZIZEETF IPH ACLTE

“Add ACE to IP Based ACL” (¥ ACE WIMZEET IP i) ACL) T &L FFE:
1 “ACL Name” (ACL &%) — H&HPE LK ACL %%,

1 “New ACE Priority” (# ACE fR%E&) — & ACE Wflsest. RIEE—EMFENKE ACE. ACE fiseZiE LT ACL FIFEH ACE
I o

1 “Protocol” (#hp3) — R TRE LAl ACE.



“Source Port” (JEHNO) — FoRILEMS BEMER . NEBZIFRSEET TCP 3 UDP i, 78 HIb7E.

“Destination Port” (H 0D — FoRICHUE B H MmO . NEDFIFEFEE T TCP 5k UDP i, 78 ftksB.
“Source IP Address” (J& 1P #idik) — ¥ 2tk 2IIE 1P Hilk5 ACE #HTIULAL.

“Wild Card Mask” GERA#E) — FonE P LB, B T RBHTESEE 1P bk, SEELRFRERD AT 208 A
RLA S B RN, RN 255.255.255.255 FoRFTA M # A EE ., @A 00.00.00.00 FoRFiA A EE.  Flan, WHE 1P
HEA 149.36.184.198, AN 255.36.184.00, MIFKRZNE P Mk RTHAL, {4 H 55 AL .

“Dest. IP Address” (B i 1P Hthk) — #ES IR0 H K 1P ik 5 ACE #H7ILRA.

“Wild Card Mask” GERAHIE) — RoxH M 1P bk @R AR . SRR H T 5 MTE B0 B it 1P k. S@ERCAF RS E
BRI A S BRI LAY 255.255.255.255 RoRATAMAAEE ., AT 00.00.00.00 FoR A ASEE . flan, ani
H o 1P ity 149.36.184.198, ALY N 255.36.184.00, N R 1P HbkIRTHGL, 20K G Pz .

“Match DSCP” (JLEZ DSCP) — ¥{5 /S DSCP {5 ACE #{TULHC. ¥fiiH] DSCP fHEL IP fhHER(E B0 ACE #4TULAL.

“Match IP-Precedence” (L IP &%) — HKEE6 IPLKES ACE MHTILAL. K{EH DSCP (i3l IP b Zik(s BaS
ACE #H4TILHC.

“Action” (4> — F/5 ACE [MEEIE. WREM 7B -
o “Permit” (Ro¥) — fLHIfFE ACE #MHMEER.
o “Deny” (JE4:) — EFHfFH ACE FMHHIFEEE.

o “Deny and Disable Port” (IE#43#&MH%A) — ZAME ACE KMFMEEM, JHAAEBQEILBIMNG 0. Wil R E A LA
WEeEmH, SR CE U2 .

TRINAET IP {1 ACL, i

1.

2.

#T7F “Add ACE to IP Based ACL"” (¢ ACE %™MZEETF IP ) ACL) Jiffi.

i “Add” (B . REKHTIF “” ¥ ACE RINZEET IP K ACL) W,

Refresh

Add IP Based ACL

ACL Mame

New ACE Priority I |

Protacol & Select from List|8004P -] ~Protocol ID |

Source Port |
Destination FPort |

Source [P Address | (KAHK) wWild Card Mask | (RHKAK)
Dest P Address | (X XXX Wild Card Mask | Gy

Match DSCP e
Match IP-Precedence  ~ |
Action [Permit =l

Apply Changes

HET 1P ACL T

3.

4.

FE X “ACL Name” (ACL &#) . “New Ace Priority” (¥f Ace fB5%E%&) . “Protocol” (Pi%) . “Source Port” (JB¥%i
O0) . “Destination Port” (HKIM¥E ) . “Source IP Address” (J5 IP #i}k) . “Destination IP Address” ( B Ki#ts 1P
Hik) . “Match DSCP” (ILEE DSCP) =% “Match IP Precedence” (ILTE IP fR5EZHK) LUK “Action” (#{E) FE.

i “Apply Changes” (MBEIEX) . ALK E XET IP I ACL. W& X T ¥ ACE HREH, ELBRMEIFH ACL.



B ACE HECEIET IP ) ACL, if:

#TJF “Add ACE to IP Based ACL"” (I ACE %iMZEETF IP ) ACL) T,

7t “ACL Name” (ACL &) TFHigslE+ig#H—14 ACL.
% 3 “New ACE Priority” (3 ACER%%) FE.

E X “ACE No.” (ACE %%5) . “Protocol” (HHi
“Source IP Address” (3§ IP #uitk) .
“Match IP Precedence” (ILEE 1P fR564) /5t “Action” (#fE) FEL.

i “Apply Changes” (RIFIEX) . ACE ¥ BERT IP 1) ACL.

B RKE ACL ) ACE, i:

1.

2.

“Source Port” (JE%H) -
“Destination IP Address” (B i3k 1P k) |

“Destination Port” (B K3 O) .
“Match DSCP” (L& DSCP) 1§

#1797 “Add ACE to IP Based ACL” (# ACE HInEET IP ¥ ACL) Wi,

Hdi “Show AIl” (£#ER)

ACEs Associated with IP ACL

AYKATIF “ ACEs Associated with IP-ACL” (5 IP-ACL MKXEBH) ACE) .

ACL Mame
Remove ACL u
o Source Destination Source Destination Match Match o
piniy Hetsl EEn Port IP Address IP Address DSCP IPPrecedence *<1o" Bemovs
| | Permit  »| [T

5 IP-ACL HIRBEH) ACE

EEWET IP () ACE, i%:

1.

2.

#TJF “Add ACE to IP Based ACL"” (I ACE %ZETF IP ¥ ACL) Jiff.

Hifi “Show All” (&HER) . REUKITIT “ACEs Associated with IP-ACL” (5 IP-ACL #XEM ACE) Uiffi.

&k “ACL Name” (ACL &%) .

O) . “Destination Port” (H I 0)

.. DN
B “Apply Changes” (MAEX) .

LR ACL, -

1.

£

“New Ace Priority” (3 Ace %40 .

'Source IP Address” (J§ IP #ihk) <
“Match DSCP” (L2 DSCP) 1k “Match IP Precedence” (L& IP fR5E4%) LI “Action” (¥fE) FEL.

“Protocol” (#i) . “Source Port” (JE 35

“Destination IP Address” ( B i1 1P

REIBNIET IP I ACE, JFEHT%.

#1791 “Add ACE to IP Based ACL” (# ACE HInZET IP ¥ ACL) Wi,

Hdr “Show AIl” (£ER) . RGHITIF “ ACEs Associated with IP-ACL” (5 1P-ACL #iXBE) ACE) Wi,

HH—/~ ACL.
EHL “Remove ACL” (Mg ACL) EikfE,

B “Apply Changes” (MAEX) .

% ACE, i#:

RO MERIET 1P ACL, JFEBTR%.



1. #TJF “Add ACE to IP Based ACL” (4§ ACE FMZET IP ¥ ACL) Wif.

2. i “Show All” (£¥ER) . REKHTIF “ACEs Associated with IP-ACL” (5 1P-ACL HXEEHI ACE) Wifi.
3. #&#F—1 ACE.

4. HEL “Remove” (M) SiktE.

5. i “Apply Changes” (MAEXD) . RLEMERIET IP 1 ACE, JFFEHE#.

M CLI rd¥%#ETF IP I ACE 4 BLE ACL

THEMIETH “Add ACE to IP Based ACL” (¥ ACE BZMZEET IP #) ACL) Wil SRkt T IP ) ACE 4 Fi% ACL HIIEISE )

CLI fir 4.

CLI 4 BH

ip access-list &k BEN 1P P7 e B AL B A

permit {any | i} {any | {UF #HERA}} {any | {AI0H HGBIENRT3Y [dscp DSCP 5 | Wt permit ity i g LIS AFARIL
| ip-precedence IP fi564%] fic, WRirEE.

deny [disable-port] {any| i3} {any | {If FHBRAIY {any | {HAM HEHBRSTY WL deny 1A H 52 RIS AFHIL
[dscp DSCP | ip-precedence IP {t%:4] Be, NFEZEIRAE .

DL A& CLI #r 454 :

Permit 00:00: bo:11:11:11 0:0:0:0:0:0 any VLAN 4

deny 00: 00: bo: 11:11: 11 0:0: 0: 0: 0: 0 any VLAN 4

EXETF MAC ¥ ACL

“Add ACE to MAC Based ACL” (¥ ACE HINZEXT MAC ] ACL) T {#iF4 & E RAAT L LT MAC KT HFZEHITR (ACE) Fiil I
R R(ACL). ACE HIfEf Mk as LUkE B S A& TR . 24 7F “Add ACE to MAC Based ACL” (¥ ACE BMMZEETF MAC
ACL) . i#:

1 JEF “Switch” (Z#HHL) >“Network Security” (N#&Z£&{#H#) >"MAC based ACL” (T MAC 1 ACL) . RIGUK4TITF
“Add ACE to MAC Based ACL"” (¢ ACE BZMZETF MAC ) ACL) Wi,
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176.210.11 Add ACE to MAC Based ACL

Add ACE to MAC Based ACL

Netwark Securit Print Refresh

Port Security

IP Based AC Add Showe All
MAC Based
ACL Binding:
Ports

Part Configur

LAG Comfign | ACL Name [=]
Storm Contre

Port Mirraring

Address Tables

GARF e
GARP Timar Mew ACE Priority I

Spanning Tree I (PO RRRRKK) Wild Card Mask

i
e LA Source MAC Address l—
- Link Aggregatior [OURRCRCINC)
- Multicast Suppo | R AR Wild Card Mask
Bl StatisticszMOpr Dest. MAC Address b = : el bk
I [P ORI R)

Bl Quality of Servica
WLAN 1D (1-4095)

Action Perrmit 'l

Apply Changes

R P S|

¥ ACE HWMZEET MAC K ACL W

“Add ACE to MAC Based ACL"” (# ACE BINZEZET MAC M ACL) W& FFE:
1 “ACL Name” (ACL &%) — H&H /XM ACL 5%,
1 “New ACE Priority” (# ACE fR5E&) — RVFGIEHK ACE, JHEW ACE ML,

“Source MAC Address” (J§ MAC #ilk) — 4= BB MAC Hilik5 ACE HHTICHC.

“Wild Card Mask” GERA#E) — FR¥E MAC Hhhk BN, BETH T HM A B9 MAC fhhl. EECAFRERD IS & 2 0E
FARIAL LR BRI BACFFHERY FR:FF:FF:FF:FF:FF ZRFTA A EE ., @A 00.00.00.00.00.00.00 FRArfa M ARELE, fi
1, WRYE MAC sl E0:3B:4A:C2:CA:E2, JEFLFHEIS N 00:3B:4A:C2:CA:FF, NI REH MAC HIRTPIAL, IS 5GP,

“Destination MAC Address” (H iyt MAC #idl) — #E S8 H W MAC Hilik5 ACE #HTICAL.

“Wild Card Mask” GERRAFHLE) — XxHMH MAC Hhiik (EERCAFERS . SEECRTH T BRI 502 B 1l MAC Hhiik.  SEELFFRERD
e BEAE IO DA R B RGO AL B RERD FRIFFIFFIFFIFF RORFTE A EE, @IS 00.00.00.00.00.00 FRFTH MHSE
=, i, wHHM MAC Mtk E0:3B:4A:C2:CA:E2, @ALFFHENYY 00:3B:4A:C2:CA:FF, NIRRMEH MAC MRIHLL, ZIgEn
AT

VLAN ID— {528 VLAN ID 5 ACE #{7ILAC.

“Action” (#4E) — R ACE fLiiiiE. TR RE Q-

o “Permit” (W) — fEHifFa ACE &fFNHELEE.
o “Deny” (IE#) — EFfFE ACE FMHHIFEER.

o “Shutdown” (KM — ZEFFFE ACE KFHEEE, ARG REEILBIN, 0. Wi O R E T CLE RS L, 250 L

S 1B o

BEHRMET MAC [ ACL, %:

1. 47JF “Add ACE to MAC Based ACL"” (¥ ACE H#mZEET MAC # ACL)
LTI -



2. B “Add” (FMD .

Add MAC Based ACL

RE54TIF “Add MAC Based ACL” (FINET MAC K ACL) Wi,

Refresh

ACL Mame

Mew ACE
Priority T

Source MAC
Address

Dest. MAC Address

(A RO O G RO
(OGN
(OO OO 00K
(A OO G O )

0 |

VLAN D (1-4095)
Action

Permit 'I

H5HEF MAC [l ACL MBI ACE

3. SEX “ACL Name"” (ACL £#) .
1B 7B

4. i “Apply Changes” (RIHEX) .

Tl ACE R ZEHT MAC ) ACL, i#:

“Source Address” (JR#AE) <

Wild Card Mask

Wild Card Mask

RYUKE XHET MAC 1 ACL, FFHH&%&.

1. #T9 “Add ACE to MAC Based ACL"” (¢ ACE Z"iMZEZET MAC 15 ACL) Tl

2. fE “ACL Name” (ACL £&#) Fhigl&+iksE—/ ACL.

3. & “New ACE Priority” (# ACE #%%) TE.

4. FEX “ACL Name” (ACL &%) .
“Action” (#4E) FE.

5. i “Apply Changes” (MAEH) .

B RHRE ACL 1) ACE, i%:

“VLAN ID",

“Source Address™ (JE#iiE)

ACE 4/ Bl 3T MAC ) ACL.

1. #T9 “Add ACE to MAC Based ACL"” (¢ ACE B™IMZEZET MAC 9 ACL) Hi.

2. iy “Show All” (£#EBR) .

ACEs Associated with MAC ACL

ACL Name

Remove ACL 1]

Priarity Action ource  Destinatiofh viaNID Remove
I IPerm\t j [

5 MAC ACL HIXEKHI ACE

“Destination Address” (B fyssihl) il “ Action” ($#

“Destination Address” (H f#tik) i

ARYEITHF “ ACEs Associated with MAC ACL” (5 MAC ACL #HXBEK ACE) Wi .



EENFET MAC 19 ACE, if:
1. #JF “Add ACE to MAC Based ACL"” (¥ ACE ZinZEXRTF MAC B ACL) WiH.
2. i “Show All” (£BER) - R4 “ACEs Associated with MAC-ACL” (5§ MAC-ACL AHXEEH ACE) WIf.

3. B “ACL Name” (ACL %#) . “Source Address” (JEHsHE) |
“Destination Address” ( B f#iiat) 1 “Action” (¥fE) TE.

4. i “Apply Changes” (MBEX) . ZRSKHENIET MAC K9 ACE, FHFHEHIR%&.

EMIBR ACL, i#:
1. #J7F “Add ACE to MAC Based ACL"” (¥ ACE FIZEETF MAC 1 ACL) Tiifi.
2. i “Show All” (£#EBR) . REHITIF “ACEs Associated with MAC ACL” (5 MAC ACL HXBI ACE) Biffi.
3. #®H—4 ACL.
4. %l “Remove ACL” (Ml ACL) Hi%iE.

5. i “Apply Changes” (RHEX) . ZREKMIERIET MAC 1 ACL, FFHEHIE%.

ZMER ACE, if:

1. #TH “Add ACE to MAC Based ACL"” C ACE ZiNZEZETF MAC 11 ACL) Wi

2. Hif “Show All” (&£FBR) . RSIEITIT “ACEs Associated with MAC-ACL"” (5 MAC-ACL #H% B ACE) Tiif.

3. &1 ACE.

4. EHL “Remove” (M) HikHE.

5. Hifi “Apply Changes” (MHEHK) . RGUEMERIET MAC 1 ACE, FHHEHi%.

i CLI 4% ET MAC 1 ACE #BZE ACL

LI R—fil, uhm A 2iEHZEmRN 5, uim B 2iEEmH 9. #imd A MAC #ifity 00-0B-CD-35-6A-00 (IP #ifik: 10.0.0.1
255.255.255.0) . i Bl MAC #ility 00-06-6B-C7-A1-D8 (IP iifik: 10.0.0.2 255.255.255.0) .

BAEM I 5 RScHUSITE @S NS A BB ER A B MAC ACL, #IALLT CLI 4

pernit source mac address destination nmac address

permt 00-0B- CD-35-6A-00 0.0.0.0.0.0 00-06-6B-C7-A1-D8 0.0.0.0.0.0

iS5 ACL MHICECIMIBAE @I, WA el EMEIEL.  (FE ACL [AREMAN T AT X 10 4 deny all . )

W BRgem], uha A 230 ICMP ECHO Ki%ZEu S B, R MAC ACL F K% ICMP, {E/REMERN. 1WBAET A A 2504 ICMP
ECHO Ki%(ZEuhf B, (HETH ARP £k %4 H. lid ARP iR (I i, AAEA A K9 MAC [00-0B-CD-35-6A-00] A1 H [ #%
[FF.FF.FF.FF.FF.FFD , ¥hsi A ZH3R00E S B 11 MAC Hhlik.  BEWCK#OEIoR £, BOVESTENM T 5 R E R MAC ACL AILHEL.

FER RGP AR SRV T SRR BTN per mi t 47



permt 00-0B- CD-35-6A-00 0.0.0.0.0.0 FF. FF. FF. FF. FF. FF 0.0.0.0.0.0

Ed s LA EASIE MAC il A5 MAC Hilit B ZIRHHTIEE, (FRTERIHITIR ICMP IKFEIM SR, B9k M 4.

NEMHE 75 “Add ACE to MAC Based ACL” (3% ACE BIMZEZET MAC I ACL) Ui B RxiriiET MAC ) ACE L% ACL [IIETH
S0 CLI i 4o

CLI fr4 Sk

mac access-list %k BIH 2 ]2 MAC ACL, Rk MAC vjln) 51 il &
[

permit {any | {host i JFilf %} any | WY permit WA e LMK AAHITAS, W SR

{HH H @RS 3 3 [vian VLAN ID] 5o

deny [disable-port] {any | {J FEEFY any | {EH HOHGEE ST vian | WS permit i54) g LRI AFAICES, 0] 5o Vi

VLAN ID] =

BLF & CLI #4524 -

=
4>

Consol e (config)# mac access-list dell

Consol e (config-mac-al)# pernit 6.6.6.6.6.6 0.0.0.0.0.0 any vlan 4

Consol e (config-mac-al)# deny 6.6.6.6.6.6 0.0.255. 255. 255. 255

A% ACL

“ACL Bindings” (ACL #48) TUH{EMA&EI ALK ACL SRS EZED. THTH
“ACL Bindings” (ACL #@%§) T, i#:

1 “Switch” (Z##l) >“Network Security™ (R#&%Z4&{F#) >"ACL Bindings” (ACL #i88) . RZH4IF “ACL
Bindings” (ACL #f%%) i,

Ed #=. ACL RATMEHEBIARMEM.



Dell OpenManage Switch Administrator Support | Help | About | Log Qut

176.210.1.1 ACL Bindings

QHome iy
System ACL Bindings
Switch

- Metwaork Securit

Print Refresh

Part Security
Shove All
Select an Interface = Part E CLAG E AN E
- Part Mirraring
- Address Tables
Bind Interface to an ACL q - -
S @ IF Based | =] © MAGC Based | =
B+ Spanning Tree
B WLAN
[l Link Agoregatiar Apply Changes
B Multicast Suppo

- Statistics/RMOM
B Quality of Senice

[ e — 7]

ACL R4 Wi

“ACL Bindings” (ACL #%b) Uit &Ll FFE:
1 “Select an Interface” GE#HEEN) — FR ACL TSN RIEDIRAL.  ATREI 7 BAE AL HE
o “Port” (3iH) — FI/R ACL EHEBEMIHHS .
o LAG— #7R ACL ZEHI LAG.
o VLAN— FJ~ ACL ZEHH VLAN,

1 “Bind Interface to ACL” CK#EOHWYPZE ACL)— Fpfe NG RAEILE ACL 4Fk. ERAEMUSET IP [ ACL 3T MAC i
HEM ACL JEATICEL .  mTRER) 7 BUE AT

o “IP Based” (EEF IP) — XREHEANGEEOEET IP A ACL #TITR.

o “MAC Based” (#T MAC) — Kp#EEANMEERS5ET MAC ) ACL #EATULAL.

B ACL ZMECEEN, iE:
1. #7JF “ACL Bindings” (ACL %) Wifi.
2. fE “Select ACL" (3% ACL) FBrhitif ACL 7.
3. fE “Attach ACL to an Interface” CK ACL EEZEEEN) FE P& L ACL ZEBMNE.

4. i “Apply Changes” (MAEXR) . ACL MiiEsEHO.

fEH CLI 44 ACL RE KRR

TR T 5 “ACL Bindings” (ACL #i%8) Tl S R 2B ACL AR K RIETAERI CLI fir 4



CLI #r4 UL
class-map 7p25BUp 45k [match-all | match-any] | GIE M, Ik A2 2w e B K.

match access-group ACL &k P& SN[ UNGE I O
show class-map [ 25W8f 2K RN L E T 2 2

AR CLI 45

Consol e (config)# class-map classl match-any

Consol e (config-cmap)# match access-group dell

Consol e (config-cmap)# exit

Consol e (config)# exit

Console # exit

Consol e> show cl ass-map cl assl

Cl ass Map match-any classl (id4)

i B ¥ O

ARG T A RACE NG L IhE CEAE B R D BHR S s nae) KRR, ZHTIT “Ports” GO T, iif:

1 EFE “Switch” (B#HL) >“Ports” (iH) . REHITH “Ports” (3H) Wi,
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176.210.1.1 FParts

Ports

Click on the Component itemn ta view its details.

Metwaork Securit

- Paort Security Component

Eort Configuration

LAG Configuration

Storm Cantrol

- Port Canfigur Bort Mirraring

LAG Configu

- Storm Contre

Puart Mirraring

B Address Tahbles

Bl GARP
! GARF Timer

Spanning Tree

WLAN

Link Aggregatior

Multicast Suppo

(- Statistics/RMON

- Quality of Serice

RS | —
I DX

AATEIELL T E M
VESUHOSN
1 X LAG B
v A

5E X N5 5

“Port Configuration” i OREE) Ul 4 A Al LoE U DS54k, BT
“Port Configuration” GRARE) W, i¥:

v ERPLE T “ Switch” (Z#BL) >“Ports” (3 H) >"Port Configuration” GFAWME) . RLKHTT “Port
Configuration” (3 OB E) Tijk.



o “Up” (RIF) — vrlidis D .

o “Down” (WiFF) — ZEibisids L5 s .

“Current Port Status” (H7% RA&) — faeu D irRE.
o “Up” (BRI — FKoniiF4H7 IEFEEZAT.

o “Down” (WiFF) — Forii Ui kET.

INE R

“Operational Status” GEfTRE) — LR DHEITIRE.

o “10M”

“Admin Speed” CEEEE) — fEi LISITHEE, S04 L REE N A Redi e s

Dell OpenManage Switch Administrator Support | Help | About | Log Out
176.210.1.1 Part Canfiguration
= Home 2 -
System Port Configuration
Switch Print Refresh
Netwark Securit
- Part Security
- |IP Based AC Show All
-~ MAC Based
B
Part 1=
Description
-+ Port Mirroring Port Type
Address Tables 7
GARP Adrmin Status Up =
GARF' Timar Current Port Status Up
E,Ei;\]nmg UGk Re-Activate Suspended Port u
Link Agaregatiar Operational Status Suspended
Multicast Suppo ; =
Statistics/RMON Sl [y
Quality of Service Current Port Spesad 100m
Adrmin Duplex IFuII -
Current Duplex Mode Full
Auto Megotiation Enahle =]
Back Pressure Enahle =}
Flow Control Enahle j
MDD Auta 'l
Current MDIMDIE i
LAG
i —— [ E
Wit G B
“Port Configuration” (i OREE) Fia &L R 7 E:
1 “Port” (EH) — fEHES.
1 “Description” (YH) — RO O EE, F1LURM .
1 “Port Type” (3 ARR) — Fopim B, TR BRECHE:
o “Ethernet” (LLKM)
o “Fast Ethernet” ($Ri# KR
o “GE”
1 “Admin Status” (FIIRF) — EHELEHOWEE. BAERT, WSHREN “Enable” (B . WRETEUEOHE:

A REM T BB B

“Re-Activate Suspended Port” (E#HEETHKNMO) — S D@ “Locked Port” (8% H) ol “ACL" L4 Rkt

AT RE T B AL



o “100M”
o “1000M”

“Current Port Speed” (KRN O®EE) — REFEDuGOMHEZE (L bps AR o FREM T BUE HE:

° “1OM”
o “100M”
o “1000M”

“Admin Duplex” CEEX L) — &R0 DT (BL bps AHALD) o 24 “Admin Duplex” CEREINT) BB NEXTH, B3
FHZERT LAFEE 3 1 F3BAT. ] Ag A B 95 :

o “Full” (&) — HEISCREER &R P o2 1) [ BEAT XU At o ERIAE.
o “Half” (¥£) — I SCREE B A& A i 2 (R EAT B ) 42 40
“CurrentDuplex Mode” (HRIMITHER) — FREFBum A TN  wREN 7 BIE A

o “Full” (£)
o “Half” (3¥£)

“Auto Negotiation” (HZI R ) — ERS LEHEABNME.  HEIPREZ A BERE TR, BN AT DLR AR R . WA
AT H R B RS . AT RE R BUE A

o “Enable” (JgH) — 7N LSBT
o “Disable” (ZH) — fEii0 R AR, BRI
o “Current Auto Negotiation” CH4§f B3I W) — FRHEMIBITRE.

“Back Pressure” (HE) — ik LEAWELN. RSP TE AT LR D EEE. BATERE, MERITIHE
FERENEN, EMTIRET.

T RE AR5 B AL -

o “Enable” (BH) — fEuH FEMHYE.
o “Disable” (M) — 7N FAEHE K.  HONERIME.

o “Current Back Pressure” (B EE) — RREEMEBITRE.

“Flow Control” (F#EMH) — FREEN H LR mEml.  URBRAT IR, Ko wmiEm.  dbah, Zisblid 78 RS, &
SN A SRS . RS, A AT IR R BN R A, B MIEEAT . TR BRI

o “Enable” () — FRTEBR& LG

o “Disable” (ZF) — FmEik& LAARREH . AR,

o “Current Flow Control” (HRTHEH) — FoRiifEhlfizirRE.
o “Auto-negotiation” CHEJWE ) — FEui 1 L5 ARS8 S .
o “TxOnly” (X Tx) — FihMu M JEHE .

o “Rx Only” (L Rx) — AN )G H AT .

1 “MDI/MDIX" — {84 P AHHAG B R i . % T B AR AR B AN S LA 28y 3 2ol ARy e Al i, MEAERE Rk 48
SRS L P A A e, T DU BD@ ORI LSS, I ELREYS IEWRVCRC RN . A4 P 5 SR LR AR/ A8 L A Ve B0 1 A 244 it i TLAR SR
o PG v FT LA R IE B Bl 3. Ao e B A R 5«

o MFTARLAMIHNL, NAEFH A LHBLA TR (MDIX)
o XFTLImNE AL, AR FANSE N (MDI)

Ed 3. ZAEs0EM,. H3) MDIX RRETE FE B0 FET.

TRNANATIEN O HEISBEAGRE . X E T DRI E T RE .
13
BRI EEY




|3l | Ak
MDI | &k | A

MDIX| &% G

“Current MDI/MDIX"” (4 MDI/MDIX) — %75 MDIX [EEFIRES.

o “MDI”
o “MDIX"”
o “Auto” (B3 — FrRHZNBEME.

1 “LAG”— EEMOREA LAG —#5.

e S NS H, 1

1. {TJF “Port Configuration” (3 OFE) V.

2. & “Port” (%A FBUPIESE—AuGA.

3. #EX “Description” (#H8) . “Admin Status” (FHERE) .
TI) . “Auto Negotiation” ( AZjHREF) -

“Back Pressure” (HHE) .
“Admin Flow Control” (ZAEH) Fi&.

4. ik “Apply Changes” (NAEH) . i ISEHEREERE.

EEHon DS,

1. {TJF “Port Configuration” (3% OME) V.

2. & “Port” (%A FBUPIESE—AuG .

3. &% “Description” ($#B) . “Admin Status” (FERE) .
I . “Auto Negotiation” (A3J#E) . “Back Pressure” (HE) .
“Admin Flow Control” (ZFmA#EH) 7.

4. il “Apply Changes” (MRBEH) . i NSEEH R E %

RN AR EE, -

1. T “Port Configuration” (3O E) T,

2. Hid “Show All” (£¥ER) -

RYKATH “Port Configuration Table”
GRORER) .

Unit Number

IEI

“Admin Speed” (BFHEEZE) .

“Admin Speed” (BFHEEZE) .

FIREM T BUE B

“Admin Duplex” (& BEXX

“Admin Auto MDIX” (FH {3z MDIX) fl/5L

“Admin Duplex” (& B

“Admin Auto MDIX"” (B#E H3) MDIX) F1/5

Port  Port Port Port Duplex  Auto Back Flow Auto LAG
Type Status Speed Mode Hegotiation  Pressure Control MDIX
; Ehermet 192 =l [1oom =l JFul =] [Eneble =] [Enchie 2] [Encble =l von =]
Up 100 Full Enable Enable On Auta
WOMLER

k% 7 “Port Configuration” G OEE) Wi+ B4, P“Port Configuration Table”
(HOMER) T ERUT 7B

“Unit Number” CRE®) — ZpnZRRu N EERMEEES.



fEH CLI 4R ER DO

LUR SEI U] T Wfepfe s D BB Dy MDIX #5305 MDI B, B0 38Dy MDIX R,
IBIE RS R R TS S

consol e(config-if)# ndix on

FYH R LT E S

consol e # show inter config ethernet 1/el

Fl ow Admi n Back Mli x
Port Type Dupl ex Speed Neg Control State Pressure Mde

1/el 100M Copper Enabled O f Up Disabled On

TR D BEE DY MDI B, AR RGHERAT A UL RS B

consol e(config)# inter eth 1/el

consol e(config-if)# no ndix

ARG RN N E R

consol e # show inter config ethernet 1/el

Fl ow Adnmi n Back Mlix
Port Type Dupl ex Speed Neg Control State Pressure Mde

1/ el 100M Copper Enabled O f Up Disabled O f

TEEHET 5 “Port Configuration” (SO E) § R/R AL B 1AL CLI frd .

CLI 4 UL

interface ethernet #%1 HENFz G B A AR B DUOK 2Rz 1

description {55 RIS 1 G L R o




shutdown

SRR T R BB .

set interface active {ethernet #:11 | port-channel i 1#iE S}

T R T AR TR IR T 9% A A 1

speed {10 | 100 | 1000}

e ELLE R A 18 Bl W AT 4 LUK I 42 1 ) e

duplex {half | full}

e ELAE R AL 1 Bl R I 40 K 43 11 () A/ 3 X0 4R A

negotiation

JA 8 78 4 R SR 5 B0 E B W g A

back-pressure

TEGERE N R AT .

flowcontrol {auto | on | off | rx | t<}

TEL R & P TE B

mdix {on | auto}

FE4RE #2118l BT 8 ) B 3h 4.

show interfaces configuration [ethernet #1 | port-channel i F5#iE 5]

BRI S E D A

show interfaces status [ethernet #11 | port-channel it [ 1i#iE 5]

R T O E A RRE .

show interfaces description [ethernet # | port-channel i [13#iE 5]

SR ERCEE O]

VLR 2 CLI %54

Consol e (config)# interface ethernet 1/e5

Consol e (config-if)#

Consol e (config-if)# description RD SW3

Consol e (config-if)# shutdown

Consol e (config-if)# no shutdown

Consol e (config-if)# speed 100

Consol e (config-if)# duplex full

Consol e (config-if)# negotiation

Consol e (config-if)# back-pressure

Consol e (config-if)# flowontrol on

Consol e (config-if)# ndix auto

Consol e (config-if)# exit

Consol e (config)# exit




Consol e# show i nterfaces configuration

Port Type Dupl ex Speed Neg Fl ow Back M X Admin

Cont Pres Mde State

1/ el 1g-conbo-c Full 1000 Auto On Enable Auto Up

2/ el 100-copper Full 1000 OFf Of Disable off Up

2/ e2 1g-Fiber Full 1000 Of O f Disable on Up

Neg : Negotiation

Fl ow Cont: Flow Control

Back Pres: Back Pressure

Consol e# show i nterfaces status

Port Port Duplex Speed Neg Fl ow Back M Link

Cont Pres Mdde State

2/ el 100-copper Full 1000 off Of Disable Of Down*

Legend

Neg : Negoti ation

Fl ow Cont: Fl ow Control



Back Pres: Back Pressure

*: The interface was suspended by the system

Rout er# show i nterfaces description

Port Description

1/el Port that should be used for nmanagenent only

2/ el

2/ e2

Port Channel Description

1 dell

2 projects

EX LAG 2%

“LAG Configuration” (LAG BE) WiiEM&EH AT LUNCECER LAG LB 24%. PowerConnect 3324/3348 I ##1 LAG % 8 4
Wi, ARG 6 4 LAG. RGHRMET 6 MkANE LAG. HREHREAYL (LAG) LUK E LAG MfEE, WESH “E4um” .

BETFF “LAG Configuration” (LAG B2E) Wi, i#:

B4 & mEAHOA LAG MRS TN E, WIEN LAG PlBRm (25, BE T AR

v ERALET R “Switch” (BR#HL) >"Ports” (3 0) >"LAG Configuration” (LAG B.E) . R&KER “LAG
Configuration” (LAG BE) .
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176.210.1.1

LAG Configuration

=Home

- Bystem

Bl Switch

Metwork Securit
Port Security
IF Based AC
WAL Based
ACL Binding:
Ports

Part Configur
LAG Config:
Starm Contre
Port Mirraring

GARF Timer

LAG Configuration

Print

Refresh

Show All

LAG

Description

LAG Type

Admin Status
Current LAG Status

IUp o
Up

- Spanning Tree
il \»’EAN ? Admin Auto MNegatiation IEnabIe 'l
B Link Aggregation | cyrrant Auto Negatiation Enable
- Multicast Suppo
& Statistics/RMON Admin Speed 10M 2
Bl Quality of Service Current LAG Speed 10M
Admin Flow Control On -
Current Flow Caontral On
Apply Changes
[ E— [
LAG T2 B @
“LAG Configuration” (LAG lRB) Wi T 7E:
1 “LAG"— X/ LAG 5.
1 “Description” ($i8) — UL E XK LAG B,
1 “LAG Type” (LAG &) — F£/RX LAG MR K HA .
1 “Admin Status” (FIRF) — HEHPREETE LAG MEE. ZAEBLT,
IESHHEERN “Up” (RIF) . FTREMIFBUL0H:
o “Up” (RIF) — RVl LAG fE4idEfs.
o “Down” (MiFF) — ZibiEid LAG fEisfs.
1 “Current LAG Status” (M3 LAG R&E) — #EE LAG [PIRE. mIREMZBE Q.

o “Up” (RIF) — R LAG MHTIETEIZAT.

o “Down” (Biff) — Fk LAG HiiHEIT.

“AdminAuto Negotiation” CEFE E3hHE) — £ LAG LB AN . B LW AL Z ML, -4 LAG ATLLGH
ARt e ARG CGREERIMESARE N CAEAD RE @Mk tm 0. Al Ref 7 B

o “Enable” (J8H) — £ LAG LaH A
o “Disable” (ZH) — £ LAG FEHHsIHE.

“Current Auto Negotiation” (ZRf B3I ¥ — FoR A asI i E.
] R8I 7 BUE LTS

o “Enable” (JBH)

o “Disable” (ZF)

“Admin Speed” (BHER) — L7 LAG BITIHRE. LM LAG WA UUAILE. I+ BIEEHRE:



° “10M”
o “100M”
o “1000M”

1 “Current LAG Speed” (%485 LAG EZ) — #HERS LAG RIER
(LA bps FNHAD) o ATAEMF B AL

o “10M"
o “100M"
o “1000M"
1 “Current Duplex Mode” (HRIMTMNR) — & LAG MHERA. Ml i BE .
o “Full” (&) — HEISCREFEBAG IR il ][5 AT e A
o “Half” () — O SCRE B & FE P b L IR HEAT 5 ) Fe o
1 “Admin Current Duplex Mode” (FHEMFMTHER) — #5E LAG MIAHERA. LA FBIE 0.
o “FUll” (&) — FEDSCRRTE AR P b 2 8 [ R A7 30U A%«
o “Half” (¥) — e SCRAEBA I it 2 [ HEAT B £
1 “Flow Control” (J#EH#) — FRREE LAG LisHmEM. FREMEOH:
o “Off” (XD — 7E LAG LEHFEN. HANBRIME.
o “On" (FF) — fE LAG LJi M.
o “Auto-negotiation” (EZIHE) — 7& LAG bE M HIr A s .
1 “Current Flow Control” (HRIf$EfH]) — FonAuiiffiosE. mRemEas:
o “Off” (K)
o “on” (3

o “Auto-negotiation” ( E3) )

i X LAG B4, 1H:
1. #H “LAG Configuration” (LAG EZE&) Wiffi.
2. fE “LAG"FE ik~ LAG.

3. EX “Description” (##) . “Admin Status” (FHREF) . “Port Speed” (HHEZE) . “Admin Auto Negotiation” (&
HEFWBE) . “Admin Speed” (FHEHEZE) /3 “Admin Flow Control” (FHEREH) TE.

4. i “Apply Changes” (MAEX) . LAG SHISHMRAFE K.

BEEY LAG B8, iH:
1. #TH “LAG Configuration” (LAG E2&) Wi,
2. fE “LAG"FE ik~ LAG.

3. &% “Description” ($##) . “Admin Status” (FER®E) . “Port Speed” GROEF) . “Admin Auto Negotiation” (&
BEAZHE) . “Admin Speed” (FHEEZE) /5 “Admin Flow Control” (‘FHEFEEH]) FE.

4. il “Apply Changes” (MAEX) . LAG ZHEH A E &

R LAG BLEE, iF:

1. #TJF “LAG Configuration” (LAG EEE) Hifi.



2. i “Show All” (&FER) . RLGHEHTIF “LAG Configuration Table”

(LAG EEER) .
LAG Configuration Table
_ LAG LAG LAG Auto Flow
L8 I m T o Type Status Speed Hegotiation Control
4 fup =] |1oom =] [Enabie =] fon =]
Up 100m Enahble On
2 Jup =l [ioam =] [Enamie =] Jon =]
Up 100M Enable On
: [Up =] |10oM =] [Enable =] foOn =]
Up 100 Enable On
i fup =] ]ioom =] |Enapie =] fon =]
Up 100M Enable On
. fup =l [1oom =] [Enabie =] [on =]
Up 100M Enahble On
. [Up =] ]t0oM =] [Enable =] fon =]
Up 100 Enable On

LAG BB E &

fEFH CLI 4 HEE LAG

LU S tnfrls LAG BRI B3 3 100M. XU LIS

ERGHORF R, WAL T E RO E SRR S:

consol e> en

consol e# config

consol e(config)# interface port-channel 1

consol e(config-if)# no neg

consol e(config-if)# speed 100

consol e(config-if)# exit

consol e(config)# interface range ethernet 1/e23-24

consol e(config-if)# no ndix

consol e(config-if)# no neg

consol e(config-if)# speed 100



consol e(config-if)# duplex full

consol e(config-if)# channel -group 1 npde on

consol e(config-if)# end

ARG RN N E R

consol e# sh interfaces status port-channel 1

Fl ow Li nk Back
ch Type Dupl ex Speed Neg Control State Pressure

chl 100M Full 100 Disabled Of Up Disabled

FEWE T “LAG Configuration” (LAG BtE) Ui Bt E LAG KR CLI 4.

CLI fr 4 B
interface port-channel s M@ iE S B CUEIE, R O A E A .
channel-group i HilliE S mode {on | auto}| i 15 158 8 AH 15 .
show interfaces port-channel [ FUEE 5] | SR COEEE S (R &5 FOEE R, DUCENTARNE & FRiRIRE) .

LT A CLI #4525 -

Consol e (config)# interface ethernet 1/e5

Consol e (config-if)# channel -group 1 node on

Consol e (config-if)# exit

Consol e (config-if)# exit

Consol e # show i nterfaces port-channel

Channel Port



1 Active 1/e5, 2/e2 Inactive 3/e3
2 Active 1/e2

3 Inactive 3/e8

JB P R 45 il

TR RS Z ) R (S S R E S AN T E R S AR i A R CAEE S R A NS, AT 2 o P 0 4% T U B B 4 R

i SUE B RIANE SRR E A, TR A e LUK st 1 B s 15 I RGERl. tmT DR D404, DR AN AR P KR AR
FRGAER A O BN EAE K 2 R RUOR AR, JRAEE A SRR S

“Storm Control” (R F#&H]) TUHRIAE R 2458 L 51 0] LUS FUREC B R PEhl. BT
“Storm Control” (REE¥EH]) T, i#:

v ERPPLE S € Switch” (R#HL) >“Ports” (3 0) >“Storm Control” (RE&EH) , #TIF “Storm Control” (RREH]) 7T
i
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176.210.1.1 Storm Cantrol

Storm Control

Netwark Securit Print  Refresh

- Port Security
- |P Based AC Showe All
- MAC Based -
- ACL Binding:
Ports

Eeig %uor;;%uul Interface % All Fast Ethemet Parts © Gigahit Ethernet F'Drtl_Ll
- Storm Conti Unknown Unicast Contral Disahle x|

~ Port Mirraring ) iy awm Multicast Contral Disahle =
Address Tables . —
GARP Broadeast Control Disahle x|
- GARF Timer
Spanning Tree
WLAN
Link Aggregatior
- Multicast Suppo
- Statistics/RMON
- Quality of Service

Rate Threshold (250-145000) 0 (fns)

Apply Changes

e 6
R % 4 B T

“Storm Control” (RBRHD T 5L F 7B
1 “Interface” (¥H) — FoREEIL LECE RSN,
o “All Fast Ethernet Ports” (BiF & ARRMN O) — FRATAE FE b8 ARG 0T LUK SR 6 S + GE .

o “Gigabit Ethernet Port” (FALDUKMMG F) — R AIEE R RLLORFS; CU R EER . /TLUAHTA FE 3 S B IR
o

“Unknown Unicast Control” CRAEmAERER]D — RVFETIRE LlRME SERERE.  WRNZBRE .

o “Enable” (JBH) — RVFANT & EIARM SR E M.
o “Disable” (ZF) — LR LR MR ARG R,
“Unknown Multicast Control” CGRAIZ RAEREM) — RERTTA LIRME iR E R,  RZBIEaE:

o “Enable” (JBH) — RN K& LIRMZ SHEEE S,
o “Disable” (ZxH) — LT R#& LHRMZ SAL%RE .
“Broadcast Control” (J"#&##]) — ARFFETT RN BEEE. WA TR

o “Enable” Ugfl) — RVHAT HELEE.
o “Disable” (ZEH) — AT HEEE.
“Rate Threshold (250-148000)"” (EZFME 250-148000) — BLENEEHIM G BQERRE . T FE WO, WA 250

% 148,000, X+ GE #ill, Jul N 250 £ 262,143 M52, X+ FE &, ERiMEAN 148000, X+ GE uill, ERMEN
262,143,

BAE & R R,

1. #IFF “Storm Control” (R BH]D TiiH.



2. IEPFEAE ESPUREREHI R .

3. X “Unknown Unicast Control” (k&% s fEEis]) |

“Unknown Multicast Control” (&£ EEXEEH) |
Control” (=3 H) M

“Broadcast
“Rate Threshold (250-148000)"” GZZE®{ 50-148000]) FEt.
4. Hidi “Apply Changes” (MHEHBD . REKIERS LA HRREES.
BEBUREIE RN O 24, 1
1. #7JF “Storm Control” (RE#EH]) Uik .
2. & “Unknown Unicast Control” (R S£%#EH]) . “Unknown Multicast Control” CGRAIE A fE%#H) . “Broadcast
Control” (J"#3¥H)

“Rate Threshold (250-148000)"” GEFEB{E 50-148000]) FEt.

3. #i “Apply Changes” (MAEM) .

Az il D S HOR AR BV %
RN O SHCR, 1

1. #TJF “Storm Control” (R B#]) T,

2. i “Show All” (£¥ER) . AL “Storm Control Settings Table” (REEHEER) .

Storm Control Settings Table

Fast Ethernet Ports Unicast

Multicast Broadcast  Rate Threshold

|Disable | |[Disable ¥| |Disable x|

Gigabhit Ethernet Ports  Unicast Multicast Broadcast  Rate Threshold

| Disable x| [Disable >| |Disable =]

RBEHBER

R CLI iy & T B X2 42

TRMAE T 5 “Storm Control” (XREEf]) T 7R I HC B RS I 410 CLI @

CLI f1 4 BB

port storm-control enable {unknown | broadcast | multicast} {fastethernet | NI AR 2 AR RITRME R R TR
gigaethernet #M} A o

port storm-control rate gigaethernet % [13##% Ry N 378N

show ports storm-control R KRR E .

AR CLI 74541

Consol e(config)# port stormcontrol rate fastethernet 300

Consol e(config)# port stormcontrol enabl e fastethernet



Consol e# show ports storm control

Port Unknown Broadcast Milticast Rate

[ Packet s/ sec]

G gaet hernet 1 Enabl ed Di sabl ed Enabl ed 2000

G gaet hernet 2 Enabl ed Enabl ed Enabl ed 2000

Fast Et her net Enabl ed Enabl ed Enabl ed 1000

5B SN N8B & iE

I A NS A5 S B RIA s AR A o 1, o VB IRTT DL A B R R 2l A . 7 UK R A2 i TR AR/ 8O Thag . o
BGIE FT LU AT LA BE

TR A BT (5 S LR S i LA S B e 1, 2 T O B RTE B R . (ERCEIR D BHR AT, IR AT LA
v B S AT AN RE T I AT R
v TE RXITX A5 B RILE 3 AT B

1 PowerConnect 3348 RJLAE[R—3EFH 1 £ 24 15 25 £ 48 02 Wi T8if%. WAL 25 & 48 i 5HE
PowerConnect 3348 [f] 25 & 48 ¥l (ZfE& PowerConnect 3324 [{ii1) 2 [T HiM%

v HEE R G2 4510, PowerConnect 3348 nf LS4 24T & PowerConnect 3324 3% . HZEyi0/E PowerConnect 25 % 48 i
CIHRE 3 1, PowerConnect 3348 ] L5 HE PowerConnect 3348 ¥ #476i1% .

VLR PR A11E A T 20 C B H A 3o 3 1 <
v R BRI A
v SEREEN LAG b,
v ORTENGH RRCE IP £ E.
v CRTES I BRI GVRP.
v G AR VLAN Bt

v A AN E b

DA BR3P T B4 B R0 1 3 <
v BEROANEEN LAG bt
v PURRERZACEDN H ¥ .

v AAE i LR T 5 BRI BRIC



LA BRI T C ARG B A5 A3 H -
v QR BRSO AR IS, IR %S A AO% B B 3t N, A bR DLIR IR PR ERIA PVID.

B RXTX {5 B AL BEE R — o AT M) o

FATIF “Port Mirroring” G O88&) Wik, 4:

v ERPLE S R “Switch” (B#HL) >“Ports” (1) >"Port Mirroring” (3 O0&#) . ZRSK4TIF “Port Mirroring” (3§ D4
&) V.

Ed 3. Kt mCE A DSRS0 ERRIR IR, 0 1 E T MR B . XSGR AE (3R A R AT LACP.
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176.210.1.1 Fort Mirroring
Port Mirroring
Metwork Securit Print  Refrash
Port Security
IP Based AC il

MAC Based
ACL Binding:
Pors

Paort Configur
LAG Configu
Storrn Contre
Port Mirrorii

Destination Por 'l

Address Tables  Source Ports

- GARP

: GARP Timer

- Spanning Tree Source Port Type Status Remove
WLAN 1 Tx and Fix x| -

Link Aggregatior
Multicast Suppo

(- Statistics/RMON Apply Changes
b= Quality of Senice

Eleen— [
i DR AR T

1+ “Destination Port” (BHIMMRO) — 5 Ui IBEEE BRI AT . BIAMm DRREIET AREE, FRESCHENH VLAN LASMY
VLAN i, JF EANGEREA] IP DT RCE . Jm O b i AT s A5 S bRt -

1 “Source Port” (WMD) — & NELHIHIGEFERGG NS, BEWLK 8 i R E MR,
v “Type” (KR — fEEEHAMEIEERL. RN TR

o “RX"— FRMENIBEHBE.

o “TX"— FnfkHiBEREIE.

o “Both” (ZH¥H) — Tt NAfL hiBEHMEA.
1 “Status” CREF) — TRuHERE.  WTRERIFBUHBIE:

o “Active” (W) — Fonil S, IEAEB/ LA 248 15



o “Not Active” CR¥IE) — Fomui IHEEM, DRI/ LM% IEeE.
1 “Remove” (BB — MEmOEGEE. RN FBIEEHRE:

o B#E — MBI BRI,

o RIEW — REMOEZEIE.

BTN R E, 1

1. {TJ9F “Port Mirroring” (¥ D4R ) T

2. B “Add” (FMD . RGKITH “Add Source Port” (RPN O .

Add Source Port

Source Fort -
Type Tx and Rx Vl
Apply Changes
RN 0

3. #EX “Source Port” (JE¥O) fil “Type” (HK#E) FE,

4. #ili “Apply Changes” (MR . RYURE SCHRSG I, HFEHT %%

BN AR 2 E N BRI A 11, 1

1. 1TIF “Port Mirroring” (i &4) T .

2. %I “Remove” (M) HikiE.

3. Hi “Apply Changes” (RIFIEB) . RGN 1 BRE&IE, IFEH®.

R CLI @M E R ISR &1

FEBHE T 5 “Port Mirroring” (3 D84 ) TUH H B/R IR B3 1 BHR 2 IH AL TAE AL CLI frd o

CLI #r4 UL

port monitor src #H [rx | tx]| Soss HBIA RS .

show ports monitor JA B £ i .

LLF & CLI #4524 -

Consol e(config)# interface ethernet 1/el

Consol e(config-if)# port nonitor 1/e8



Consol e# show ports nonitor

Source port Destination Port Type Status

1/el 1/e8 RX, TX Active

1/e2 1/e8 RX Active

B & sk %

MAC HuhE P 7ER Ak ek A b B e v . s ik 3 H b — AN BB R AR 10 B (5 BB B e 2 om 1. B S AIBh A T DA 1
VLAN RHZE A RBBATHE . A6 S EAIRBIESZIHRALN , MAC HULEREaIAs 5] . Jdad WL 2 S 0 1, o) DU sk S50 AROGTEG . e dik
B 5F %5 DA R H B MAC ML FWCR B2 R IA AR VLAN BT . SRS R EH ) TR E.  WUREIE MAC HBhEAER:
SE IO 1A B J R AT AR T8,

IRLEH IR IR, DART AR R

B4TIF “Address Tables” (#ik®R) Wi, i%:

v ERLE S “Switch” (E#HL) >“Address Tables” (Mi#k3R) .
ASGITIT “Address Tables” (#iEF) Wii.



Dell OpenManage Switch Administrator

Support | Help | About | Log Out

176.210.1.1 Address Tahles
=S Home
B System Address Tables

Bl Switch

Metwork Securit
Parts

Address Tables Component
Static Addre:  Static Address Table
Dynamic Adt Address Table

GARP

Click on the Component itern to view its details.

Link Aggregatior
= Multicast Suppo
- Statistics/RMON
B Quality of Service

EEaE——— 5

Hu bk F W

“Address Tables” (Hilb3R) FUHE &0 LR P28 10 B2
v R AL

v BEEDNAHLE
5E X F A H dik

“Static MAC Address” (##& MAC #ilih) TR &EAS MAC Hilkf3)3£. ®TLIE “Static MAC Address” (3 MAC #ihb) TR 7
IR A L. Ah, ETLUON AN T2 XS TA MAC Hilk. BT “Static MAC Address” (Bt MAC #db) Wi, i%:

v ERRLE R “ Switch” (2#4l) >“Address Tables” (#iik®) >
“Static Address” (E&#HL) . REUKHTIT “Add Static MAC Address”
(B In#ad MAC k) .
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PowerConnect

Switch

Ees—— B

176.210.1.1 Static MAC Address
=Home .
System Static MAC Address

rint Refresh

Metwark Securit ===
Ports
- Address Tables Add Show All
- Static Addre
- Dynamic Adt
: SARP_ 5 New Entry
: VE;T\TIHQ 4 Interface  Pont l_;l CLAG l_;l
- Link Aggregatior 00:22:2a16:2460 =
- Multicast Suppo MAC Address 01:43:66:3:2f:07
B Statistics/RMON 21:897efabi6d x|
- Quality of Service COLAN D 7 ,I
CSLAN Name All v
Status Fermanent 'l
Remove L
Apply Changes

HFIEES MAC bR E

“AddsStatic MAC Address” (inEE#A MAC #ib) WHAE T 7E:

1 “Interface” (D) — FORERINEA MAC HilkfReE 0. WTAER T B 0F5
o “Port” (Bi[) — FRERI MAC Hhhl e e M.
o “LAG"— FRERI MAC HilkikFE LAG.

1 “MAC Address” (MAC #thk) — #8% “Current Static Address List”
CHRTEAHUEIERD hoHK MAC Hilil.

1 “WLAN ID"— F/RiEHE MAC Hilikff) VLAN ID (918

1 “"WLAN Name” (VLAN £F§) — FnH/ € X VLAN #4175,
1 “Status” CRFE) — EXHAS MAC HibErpRE.  ATRE = BUE .

o “Permanent” (GKA) — /X MAC Ml K AP .

o “Delete on Reset” (E&I M) — FREEBEAMNMER MAC il
o “Timeout” (R — F/RTERFER MR MAC Hudlk.

o “Secure” (&) — {HEBUER N MAC HEABIER. 4 MAC Huhlrl@id i 122 4 G vl ” k.

LGSR I B SR, i
1. #TJF “Static Address Table” (BE&#MiER) .

2. i “Add” (ORI . RGHKATHF “ AddStatic MAC Address”
(HIn#a MAC k) .



Add Static MAC Address

Interface cpot | ] ciae [

MAC Address (RO OLOUOERN)

CNLAN D 1 vl
C YLAN Name Finance 'l

Status Permanent j

Apply Changes

A MAC HUbETE

3. EX “Interface” (#H) . “MAC Address” (MAC #iil) . “VLAN ID”
5 “VLAN Name” (VLAN £Z#) LI “Status” CRF) FE.

4. i “Apply Changes” (RIS - RESREH ISR INE S SR P, IFEH TR

TS A LR b A L, i
1. #7F “Static Address Table” (FE&#MHR) .
2. B “Port” (3 H) . “MAC Address” (MAC Hsik) 1 “VLAN"FE.

3. i “Apply Changes” (MAER) . REMEHESHIL, JFHHBRE.

FEIREAS MAC ik, 4.
1. #I7F “Static Address Table” (FB&A#MHR) .

2. Hifi “Show All” (£FRIR) . RGUKITIF “Static MAC Address Table”
(& MAC HUER) .

Static MAC Address Table

MAC VLANID Interface Status Remove
1 Permanent o
Apply Changes
B MAC Hilib®

TR A b b (B A g, 1
1. #TJF “Static Address Table” (FE&#MiR) .

2. ik “Show All” (£#ER) , 1T “Static MAC Address Table”
(& MACHUER) .

3. EBERANEZAREHE.
4. EHL “Remove” (M) HikHE.

5. Hifi “Apply Changes” (M ERK) . REUKMNGEEFSLE, HERES.

fEH CLI er& W ERH SIS



THEWHFTH “Add Static MAC Address” (R IIEFES MAC Hihk) T Rom ic B & SIS B0 IS0 CLI @ 4.

CLI fir 4 VLB

bridge address MAC Hilit{ethernet #1 | port-channel % [1illiE 5} [permanent | delete-on-| ¥ MAC JZ ik S k78

reset | delete-on-timeout| secure] ENCL N

show bridge address-table static [vlan VLAN] [ethernet #1 | port-channel ¥ I1i#iE 5] SIRTE A A 2 rh AN
1% H o2

PLF A& CLI fir 454 :

Consol e (config-vlan)# bridge address 168.210.0.10 ethernet 1/e8 pernanent
Consol e# show bridge address table static
Aging tine is 300 sec

vlan mac address port type

200 0010. 0D48. 37FF 5/9 del et e-on-reset

BE S

“Dynamic Address” (F)&#ill) T 4EXE#H “Dynamic Address Table” (F&#ilkR) MEE, WITEO2K4. MAC Hiht. VLAN
FRHT . A5 S AE 72 b i sk 3 5 A0 4 B A 1% B R i 11

I “Dynamic Address” (Fh&A#hE) T, i#:

ERLE 8y “ Switch” (3E#dl) >“Address Tables” (#1ik&) >"Dynamic Address” (Fi&H#it) . RLIE4THF “Dynamic
Address Table”

(Fy&HakR) Wi,
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176.210.1.1 Dynamic Address Table
= Home :
System Dynamic Address Table
Switch ;
- Metwork Securit it Refrest
- Ports
- Address Tables
Address Aging (15-415) 300 (Sec)
=
- GARP Timer
- Bpanning Tree Apply Changes
WLAN
Link Aggregatior
Wulticast Suppo e
B Statistics/RMON (;llmnr - o
- Quality of Senice Fort
™ WAC Address [0 T B )
LA D 1 'l
Address Table Sort Key Address 'l
Query
Current Address Table
VLAN ID MAC Port Type
1
Fie— [
3 Ak R

“Dynamic Address” (Fh#s#uilk) T & LN 7B

“Address Aging” (Ml FER H) — SRR B ENERE, EENZHT MAC HilE7E “Dynamic Address Table” (37
WD HLRER e A
ZRIME AN 300 5

“Port” GRHA) — {8 ZAHAERRMEGIL S,

“MAC Address” (MAC #ihit) — $5xZ N HAMRK MAC Hilik.

“WLAN ID”— F/RENILAMEN VLAN ID.

“Address Table Sort Key” (HiskREFRER) — RashStbhROHF %, v F B E EH:
o “Address” (#iht) — HEFIRE MAC bl wLE R,

o “VLAN"— #%Hf VLAN ID HiF &g,

o “Interface” (¥D) — I ERATR, HFRRIERER D %A MAC ik,

“Query Results Table” (EH&RK) WEUT5:
1 “VLAN ID”— %’} VLAN fricfd.
1 "MAC"— #/x MAC ik,
1 “Port” (BiH) — FRREREZEDE MAC ML .

1 “Type” (KAE) — F/R MAC Hilibresl.

LT E AFAER ], 165 -



{TJF “Dynamic Address Table” (Z)&#iik®R) .

1.
2. &N “Aging Time” (FER ) FE.
3. i “Apply Changes” (BLAEB) . REUKHBEAFER A, FEHEBHBRA.

HHENZEHIEER, -

{TFF “Dynamic Address Table” (F)7#it#R) .

1.
E XA “Dynamic Address Table” (F##abR) FrikiEfs. LR D . MAC hiksk VLAN #if] “Dynamic Address

2.

Table” (Fh&H#uEER) %H.

3. i “Query” (£#) . &M “Dynamic Address Table” (Fi&#ihkR) . Ailg R LEE N “ Address Table Sort
Key” GiihtRHFRET) FBRALETHF.

R CLI sy &EHIFH T3Sk

THEMIE TS “Dynamic Address Table” (Fa#ibbR) T o /R 1 2 ) AHE R Sh S bk R % CLI & .

CLI f1 4 P68
bridge aging-time ¥ VB ik R AFTE I ]

show bridge address-table [vlan VLAN] [ethernet #[1 | port-channel 3 [i#iE SEIRAE AL SO R P A B 2% B 4
=1 s

DL A& CLI fir 454 :

Consol e (config)# bridge aging-tinme 250

Consol e (config)# exit

Consol e# show bri dge address table

Aging tine is 250 sec

vl an mac address port type

1 0060. 704C. 73FF 5/ e8 dynami c

1 0060. 708C. 73FF 5/ e8 dynami c




200 0010.0D48. 37FF 5/ €9 static

& GARP

SR YEE ML (GARP) S — MBI, T EM A P& ERE Bk AR REMER . GARP & X T —HRJELEMLBIE (Fla VLAN 5%
Z RfRirthl) MR, EATIF “GARPYIIM, ii:

v ERHLE R “Switch” (E#HL) >“"GARP”. ZREH4TH “GARP" I .
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176.210.1.1 GARP

= Home
f ayStem

GARP

Click on the Component item to view its details.

Component
GARP Timers

- Spanning Tree
- MLAMN

- Link &ggregati
- Multicast Supp
- Statistics/RMON
w-- Quality of Service

B e (5

GARP X

AHFEAFLLF LR

1 E X GARP it g%

E X GARP il hi3

“GARP Timers” (GARP i #88) W& H FaER% LEH GARP Iz, Z4[JTF
“GARP Timers” (GARP i H88) Wi, i:

v AR D “Switch” (R#Hl) >“GARP”>"GARP Timers”
(GARP #H#) . RZH4TIT “GARP Timers” (GARP #HEf#8) Wi .
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176.210.1.1 GARP Timers
GARP Timers
Metwork Securit Erint Refresh
- Port Security
- |P Based AC Shaw All
- MAC Based
- ACL Binding:
E Ports
- Port Configur
- LAG Configu Interface . PUYTIE L LAGI_LI
- Storm Contre GARP Join Timer (0-2147483647) IZ[IEI (msec)
Port Miraring - capp | eave Timer (1-2147483647) B0 e

B Address Tables

B GARP GARP Leave All Timer [0-2147483647) |1 noon {msec)
GARP Time

Spanning Tree

V_LAN 3 Apply Changes

Link Aggregatior

Multicast Suppo

Statistics/RMON

-~ Quality of Senice

GARP i I8 R i

“GARP Timers” (GARP #8¥38) Tl & LR 7B

“Interface” (#) — FREAHL LE/R GARP Hi 814 1.
A B 1) 7 BB A4 <

o “Port” (WHA) — F/RELIR GARP THIF &5 .
o LAG — F/REER GARP i 431 LAG.

“GARP Join Timer (10-2147483647)"” (GARP A% [10-2147483647]) — Fontkii PDU KINFIE (LAZRS AL .

“GARP Leave Timer (10-2147483647)" (GARP B il## [10-2147483647]) — FRW&HII GARP R ZATER
BRI (AR MDD o RIE/EN “Leave All Time” (AFEIFFHED (& ST LIS “Leave Time” (BFFE R , #UEIH
“Join” (I EETUEGY “Leave Time” (BFHHE) . ERIMEN 600 %=,

“GARP Leave All Timer (10-2147483647)"” (GARP & & iFB# [10-2147483647]) — HTHiIL VLAN Py Ao
RIEAE B A R AR . BRIMEA 10000 ).

Ed i SRS E SRR LR R BVEITR W SO T B TR B =4, 2B B IFIN () 5 UK T 2 T I 1]

FE Y GARP THI5E, iF:
1. 4TI “GARP Timers” (GARP i H#8) iif.

2. EN “Interface” (##HO) . “GARP Join Timer” (GARP A IHE) . “GARP Leave Timer” (GARP BFF il i) A
“GARP Leave All Timer” (GARP & #EFil 1) .

3. Hili “Apply Changes” (MBEX) - GARP ZHU B IRTFE B

R GARP I EEE, i:
1. I “GARP Timers” (GARP i IsH88) 1iiif.

2. i “Show All” (&R . REGHEITIF “GARP Timers Table”
(GARP HE#%) .



GARP Timers Table

LUnit M. |1 'I
™ Copy Parameters from F’ol‘tl1 'l CLAG| 'l
R s 5 Copy to
Interface  GARP Join Timer GARP Leave Timer GARP Leave All Timer Selact Al
1 | | | L]
2 | | | L
Apoly Changes
GARP it 8%

k7 “GARP Timers” (GARP E88) Tl i=ZE4t, “GARP Timers Table”
(GARP I8 R) TUHIEZR L FER:

1 “UnitNo.” RES) — LrHEkES.
1 “Copy From” (Z#|H) — il GVRP (5% “Copy to” (K#|B]) FEHIREm#EA.

1 “Copy to” (E#|Z]) — Fr GVRP it 8 Z LM

EWHH GARP EE, i:
1. #7JF “GARP Timers” (GARP it IH#&) 7.

2. i “Show All” (&#BIR) . FREHEITH “GARP Timers Table”
(GARP i I8E) .

3. ff “Copy Parameters from” (BEEH H) FEH@®FE—- O,

4. 1t “Copy to” (EHIB]) FE ik GARP 15 BELHIBIRH O,

£ CLI 74 EX GARP i+H#

FEBHE T 5 “GARP Timers” (GARP 388 ) BUH A SR 5E X GARP T BRI ILIAE ALK CLI fird o

CLI frd BB

garp timer {join | leave | leaveall} it i 8t | ®E GARP MARFMA. BIFMAEIEIF GARP T2 HME.

AR CLI 45241

Consol e (config)# interface ethernet 1/e8

Consol e (config-if)# garp timer |eave 900

He B 26 U 3L



A PR (STP) W LARAESS 2 2 W02 b 28 ol T A1 A — R A, MITOTHBR 1 308 .

TN AR B eI, KT ROR R . 37 JR 2% O BRI ) e 2 dd e P MR JE B AR i (5, AT 5 B0l S g LA R X 2 PERE BRAIR . B4 T
“Spanning Tree” (M) Tk, 4:

v ERHLE SR “Switch” (R#Hl) >“Spanning Tree” ((EBMH) . RZGKTIT “Spanning Tree” (M) Tl .
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176.210.1.1 Spanning Tree

Spanning Tree

: Click on the Component itern to view its details
Metwark Securit
Ports c
Address Tables ompenent
GARP Global Sgttm 3
Spanning Tree Dot Settings

WLAN LAG Settlngs_.

Link Aggregatiar Rapid Spanning Tree
Multicast Suppo

o Statistics/RMON

- Quality of Service

TN B
4 R T

AATEL LR
1 EX STP &Rk E
v B STP i I E
1 Y STPLAG % #E

v EE PR A

EX STP & FHE

“Spanning Tree Global Parameters” (ERWN & RS HD WHGHHTERS LEAMRE STP #EMSH. Z4TH “Spanning Tree
Global Parameters” (£BM&RSH v, i:

v TEMALE TR “ Switch” (BZ#HL) >“Spanning Tree” (A B#H) >“Global Settings” (£F#E) . ARIKITH “Spanning
Tree Global Parameters” (4EBW4 /S Hii.
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176.210.1.1 Spanning Tree Global Sattings
(TBHome . . =
- System Spanning Tree Global Settings
- Switch

- Metwork Securit Print Refresh

- Ports
- Address Tables
- GARP
- Spanning Tree Spanning Tree State Enable j
- VLAN STP Operation Mode Rapid STP 7]
- Link Aggregatior

-~ Multicast Suppo
(- Statistics/RMON X .
- Quality of Serice Bridge Settings

Priatity (0-55535) |

Hella Time (1-101) [2 (Sec)
Max Age (B-40) IZD [Sec)
Faorward Delay (4-30) IW 5 [Sec)

Desig 1 Root
Bridge 1D

Root Bridge 1D
Root Port

Root Path Cost
Topology Changes Counts
Last Topology Change (DAHMAS)

s [ Annlv Mhannae =l

4 A R E R

“Spanning Tree Global Parameters” (ZERN 2RS¥ Wikiw & T 7E:
1 “Spanning Tree State” (EFRMRA) — & LEM STP.  WHEN 7 ERELRE:
o “Enable” (BH) — &% LEM STP.

o “Disable” (ZH) — fE#% LFH STP.

“STP Operation Mode” (STP BfTMR) — FRTEw# LA STP M. W REH 7B a45:
o “Classic STP” (&4t STP) — fE¥#& A% STP (IEEE 802.1D).

o “Rapid STP” ({R#E STP) — fE#t# AR STP (IEEE 802.1w).
HRPE STP MITRANE S, S5 “FLE Yok g .

&, RGP RACH LR ORI . BRMEY 32768, i FILeRMELL 16 (RECNIE RSN, Hlin 16, 32, 64 fl 80 4.

BIMEA 2 o

BREAD o BN KAFAER T A 20 7.

“Forward Delay (4-30)" (#4388 [4-30]) — fEECHNAIEMCRI N, (LR )RR TE R 5 SO BTHFA T pr flz
SPRAIR ] (AR ML)« BRIMEDNY 15 .

“Bridge ID” (F# 1D) — FRiRMFRILZEM MAC Hilk.

“Root Bridge ID” CGRF#F 1D) — FRIIRFMNHEZEZ2M MAC Hitk:.

“Root Port” (AR¥§0) — FoRiEHt AL AR M I AR RA BRI 15 . MMMEASRARMARER, MOETEHER E2.  BRiIMEN 0.
“Root Path Cost” (AREEBERA) — MILFIMF AR MBS R A o

“Priority (0-65535)" ({44 [0-65535]) — fREMFMEHIE. ZHHBMBFET STP I, Wi —Miks. 2#H: BPDU

“Hello Time (1-10)" CH{EAE [1-101) — 4&ECHMUMEMREITRE. &R RE RS ERC BAS B SRR 1] (AR A sAL) .

“Max Age (6-40)" (RKFFFER A [6-401) — FHEHNNIRKATEN 0. BKAFLE R (2R U E RIS BC BAS B2 B S5 R 1) (L



“Topology Changes Counts” ($RINEBTHED — T RAEN STP ARE T SUR & REL.

“Last Topology Change” ( ER#FHEH) — LR HMFFVIAMEE L& FRBINESLORE IR . IEIBLH . AN 0%k, Rk
kg R, i,
2 K 5 /hif 10 435 4 F.

BN STP &RSH, 1A
1. #I7F “Spanning Tree Global Parameters” (% @i4 ES¥) Wil.
2. {E “Spanning Tree State” (E£FARAE) FETiEFE “Enable” (HA) .

3. fE “STP Operation Mode” (STP BATHR) FB+Hi%k* “Classic STP”
(&H STP) .

4. ik “Apply Changes” (RLAEB) . R ER& LEA STP.

g STP 4 RS, iF:
1. #TJF “Spanning Tree Global Parameters” (% B4 REH) 7.

2. EX “STP Operation Mode” (STP BfF#R) . “Bridge Priority” (FREL) . “Hello Time (Sec)” (HEEE B -
“Max Age (Sec)” (BEEENME [B]) F “Forward Delay (Sec)” (F#iER [B]) FE.

3. i “Apply Changes” (BRIER) . RGBS STP 34, JEHEHR&.

M CLI 4 EX STP &2 [/&#

TR T 5 “Spanning Tree Global Settings” (ARM4 BRE ) TP RRIE L STP ERSHIETEHN CLI .

CLI #r 4 L]

spanning-tree Jot A RS T e«

spanning-tree mode {stp | rstp} B0 B 2 R AT 1A B sl

spanning-tree priority fit5t% Fic & AE R RS 2%

spanning-tree hello-time # i 52 A AR PO A I g (D B3 L v o S 3L 96 1 A 45 S O B

spanning-tree max-age e 75 A PSR X A d A7 A RS 1], B 5 28 B LA ity 1 B0 RO P30S SR O e
T

spanning-tree forward-time seconds Fic B A PO DO A AT U, BID I N AL RIR 2 2 s 1 CRASE LT R 27 SRS 1
B A o

show spanning-tree [ethernet #[1 | port-channel i M@ | EoRERMICE .

E5]

LA CLI #4524 -

Consol e(config)# spanning-tree

Consol e(confi g)# spanning-tree node rstp

Consol e(config)# spanning-tree priority 12288

Consol e(config)# spanning-tree hello-tinme 5



Consol e(confi g)# spanni ng-tree max-age 10

Consol e(config)# spanning-tree forward-time 25

Consol e(config)# exit

Consol e# show spanni ng-tree

Spanni ng tree enabl ed node RSTP

Root ID Priority 32768

Address X. X. X. X. X. X

Cost 57

Port 1/el

Hello Time 2 sec Max Age 20 sec Forward Del ay 15 sec

Bridge ID Priority 32769

Address X. X. X. X. X. X

Hello Tine 2 sec Max Age 20 sec Forward Delay 15 sec

Nunber of topol ogy changes 2 | ast change occurred 00:23: 56 ago

Times: hold 1, topol ogy change 35, notification 2

hello 2, max age 20, forward delay 15

Interface Port ID Designated Port ID

Name Prio Cost Sts Cost Bridge ID Prio.Nor



1/el 128 19 FWD 38 8000 00: 30: 94: 41: 62c1 80 001

1/e2 128 19 FWD 57 8000 00: 02: 4b: 29: 7a: 00 80 002

chl 128 19 FWD 57 8000 00: 02: 4b: 29: 7a: 00 80 003

EX STP ¥ ORE

“STP Port Settings” (STP 3 A¥ & ) DUl 4% 55 5 5 n] LU NG 1 #%E STP @ .
ZTH “STP Port Settings” (STP % D% 8 ) i, if:

v EMALET R “Switch” (32#HL) >“Spanning Tree” (&) >
“Port Settings” GRHEE) . REKITH “STP Port Settings”
(STP 3 E#®E) T,
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176.210.1.1 STP Port Settings
=Home y
System STP Port Settings
= A Print Refresh

- Metwark Securit

- Ports

- Address Tables
GARP

- Spanning Tree

Show All

Global Settin
BrngR(ling Select a Port 1
LAG Setting:
Rapid Spann | STP Enahle x
- WLAN i
Fast Link
- Link Aggregatior etk -
- Multicast Suppo | Port State oAy
Statistics/RMON
Speed
#-- Quality of Service e
Path Cost I—
Default Path Cost r

Priority I

Designated Bridge ID
Designated Port
Designated Cost
Farward Transitions
LAG

Apply Changes

i | 2|
STP ¥ DR B H

“STP Port Settings” (STP ¥ D& ) i a &Ll 7
1 “Select a Port” GEBMO) — FRELR STP Gt Hdiitsg .

v “STP"— fEuH bBAH STP.  AIGEMIFBUEEHE:



o “Enable” (gH) — 7l LG STP.
o “Disable” (ZEF) — fEii0 F45H] STP.

“Fast Link” CBREEEEE) — Jyvi )8 PRERERAR. 0 s D8 7 DRI RER, U3 CBERS AP 3 MR BB BN “Forwarding
State” (f#RE) . PuEEEMEATTLL STP WETREHTR KN A (FERRMLE T, STP RAWARFE 30 = 60 ) .

“Port State” (i FRFE) — FoRuiOLaT STP RS . MR HHZE,
i PR AKX A5 PRI IR . T REIN 5 BB B4

o “Disabled” (TZEH) — iR DR 1T TR
o “Blocking” (FHZE) — Uil Hal CHPHZE, TTEH TEHNEMEE ] MAC Hilik.

o “Listening” (W7 ) — i 4aTAL T O, 0 BEARE (L fE e,
WAREF 2] MAC Hihk.

o “Learning” (%3) — lI4piab T8, i CORBEME s,
{HAT A% ST BT MAC Hbbik.

o “Forwarding” (f8%0 — i 4R T4, o 0T DAL HNE S,
A LA 3B MAC Hudik.

“Speed” GEH) — FoRuiIER, AR T B A
o “10M”
o “100M”
o “1000M”

“Path Cost” (BR#ER(A) — Fomubin DFEMRBRAR A T 5 LLG] . B2 RA T DR BE B0 BRUIRIRAE, 7T LAKE 015 1% % 22 1 5 R 2R I B A
BN SE B AR IR AL RS . BRI ATTLL: 1 % 65,535 ZIMIUfE.

“Default Path Cost” (BRINBBERAE) — & EBRIARERA.

“Priority” () — Foni MR EME. ARNA B COEREER — LAN IR P, el T Fafse o D g8, el
i+ 0 & 255 i,

“Designated Bridge ID” (BEMBF 1D) — FRIGEMMINLILLM MAC Hiilk.

“Designated Port” (FREH ) — FondEE M Lik e Ok agm MAC Hik.

“Designated Cost” (#BERA) — £RSE STP WM ER O HKA .

“Forward Transitions” (f£#j##) it “blocking” (FH%E) IREAHN “forwarding” (B3 IREHREL

“LAG"— fimEum N EERE N LAG,

EAEN I ERA STP, :

1.

2.

I “STP Port Settings” (STP ¥ D& ) V.
16 “STP" 7R hiE# “Enabled” (BH) -

SE L “Priority” (8%4R) . “Path Cost” (&R %) . “Default Path Cost” (BRINBEZEMRA) Ml “Fast Link” (HE#R) +
B

i “Apply Changes” (MAE®) . FREGHAEHRD LHA STP.

s STP i@, i

1.

#TJF “STP Port Settings” (STP ¥ H#® ) 1.

2. &% “Priority” (M8%%) . “Path Cost” (BZMR%A) . “Default Path Cost” (BRINBBZERA) M1 “Fast Link” (HRE®EE) +
B

3.

i “Apply Changes” (MAEM) . AZKE STP MISH, HEHUL.



8TP Port Table

Unit No. [~

Port STP Port Speed Path Default Priority Designated Designated Designated F
State Cost Path (0-255) Bridge Port Cost 1
{1-65535) Cost ID
1 [Enable ¥| Disabled 1000M |19 [ [128
Apply Changes
STP ¥ O RRE

fEH CLI & X STP HiO8H

NEWIE T H “STP Port Settings” (STP 3 D¥E ) i - S iE L STP i I SRR CLI fr4.

CLI #r4 B

spanning-tree disable A FH R e it 1B A R o
spanning-tree cost J§#A e 21 i 1114 A2 3 s 11 A o
spanning-tree port-priority ft564% it E s £ S

show spanning-tree [ethernet #11 | port-channel i FHHIES] | SR B ECE .
spanning-tree portfast JaH] PortFast fizt.

L& CLI 454 -

Consol e(config)# interface ethernet 1/e5

Consol e(config-if)# spanning-tree disable

Consol e(config-if)# spanning-tree cost 35000

Consol e(config-if)# spanning-tree port-priority 96

Consol e(config-if)# exit

Consol e(config)# exit

Consol e# show spanni ng-tree ethernet 1/e5



Consol e# show spanni ng-tree ethernet 1/e5

Interface Port | D Designated Port |ID

Nanme Prio Sts Enb Cost Cost Bridge ID Prio.Nor

1/e5 128 DSBL True 100 0 8000 xx.XX.XX.XX.XX.xx 80 001

Spanni ng tree enabl ed

Port Fast: no (configured: no)

Type: point-to-point (configured: auto)

Nunber of transitions to forwarding state: 1

BPDU. sent 2, received 120638

&N STP LAG ®#E&

“STP LAG Settings” (STP LAG &8 ) T4 EFE A A LAY LAG WE STP 4.
IF “STP LAG Settings” (STP LAG % &) Wi, i4:

v ERRLE R “ Switch” (2#41) >“Spanning Tree” (EE@#) >
“LAG Settings” (LAG &) . ZRGKHTIT “STP LAG Settings”
(STP LAG #E) 7.
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176.210.1.1 STP LAG Settings

STP LAG Settings

Print =~ Refresh

Show All

I»

Global Settir | Select a LAG 1B
Egg Sseetiltqg; STP Enable ~|
Rapid Spani | Fast Link u

LAG State Learning

Speed

Path Cost {1-85535) |

Default Path Cost ul

Priority {0-255) |
Designated Bridge 1D

Designated Port

Designated Cost

Forward Transitions

Apply Changes
HE 2§
STP LAG #ERH

“STP LAG Settings” (STP LAG #% &) T &L FE:
1 “Select a LAG” (##F LAG) — TR ENM LAG, HKE X LAG MVEIEE, WS “2 X LAG KR «
1 “"STP"— f£ LAG LJSH STP. WREMIFBUA M.
o “Enable” (AH) — 7t LAG LHH STP.

o “Disable” (#£H) — 7 LAG L%/ STP.

RE) o PR T LM STP MGT R G TR IR A (FERTM L, STP RATWAEHZE 30 &
60 ) .

B4 3. @AM ST “Fast Link” (BUREEER) M50 B, A& &l s STP EH it - .

< |

“Fast Link” (fREHEEE) — N LAG BHPUEEE. WHN LAG B 7HuEEE, Nl LAG ¥ EH31 BN “Forwarding State” (f£#

“LAG State” (LAG RF) — F7Rx LAG HI4ul STPIRE. WMRCHEMZIET, LAG &K EXHEE IR HERE.  WRMEER

P LAG, LAG $43:E N “Disabled” (ZER) KA. AN FREARE:
o “Disabled” (ZH) — i 4HTC KT,
o “Blocking” (FHEE) — LAG MuiSuiFN%E, ik FEimimfsais:>] MAC k.

“Listening” (filF) — LAG Hurkb THiVrisst. LAG Rigfeimidfs,
HAREESE ] MAC Hidik o

[e]

o “Learning” (%3]) — LAG ikt TH# M. LAG Reeteiimfs,
R BAZ: 21 MAC itk

o “Forwarding” (&%) — LAG MuiibF1&4missl. LAG W LMEHEE,
WAT LA ST ) MAC Hudik.

1 “Speed” GEZ) — M LAG [ #ER.

1 “Path Cost (1-65535)" (B&RHK A [1-65535]) — Hiril LAG 7EMRERAR AT & (b B4R AT LA B g v s AR 0 11

T BRI 15 e 2 F e R R P B AR e B BR AR BR AL A . BRARAUATT LA 1 & 65,535 ZIAIfIfE.



“Priority (0-255)" ({R%:% [0-255]) — i LAG ML iE.

Mikee. MRAERMENT 0 F 255 Zjil.

EAE LAG LRHA] STP, i:

“Default Path Cost” (BRINBRRAE) — RERINMERA. LAG MERINEERARN 4.

“Designated Bridge ID” ($§@&MiF 1D) — FRIREMBIIIELM MAC il
“Designated Port” (&% A) — FoRikEs O esM MAC Hitl.

“Designated Cost” (FEHAE) — FIRIBENIHRA.

1. #TJF “STP LAG Settings” (STP LAG ¥&) Tiifi.

2. 1E “STP"7EHik#t “Enable” (JBH) .

3. EX “Priority” (fR5E%4%) . “Path Cost” (BRRA) fl “Fast Link”

CHRIERERED TR

4. i “Apply Changes” (RIHEXD .

M LAG STP 23, i

RGETE LAG LJA A STP, FFEHI#.

1. TJF “STP LAG Settings” (STP LAG #&) 71lifi.

2. B “Priority” (R5EK) . “Path Cost” (&R 4A) fl “Fast Link”

CBREEERR) 7B

3. ik “Apply Changes” (MAEX) -

STP LAG Table

RGUKEH STP LAG 24, Il

Path Default Designated

“Forward Transitions” (fEHiiE#) — FFuH0M “blocking” (FHE) HRAEHN “forwarding” (FHD RARREL.

A ARG OTER — LAN PRy, JReE T THE LAG

Priority ; Designated Designated Forward
LAG STP State Cost Path Bridge s
(0-255) (1-65635) Cost D Port Cost Transitiol
1 [128 [Enable ~| Disabled |4 r
Apply Changes

STP LAG ¥R

fEH CLI 84X STP LAG &#

TRMIE T H “STP LAG Settings” (STP LAG & B ) WHH E/;R1E X STP LAG S4IEIAE 1 CLI fird.

CLI 4

L]

interface port-channel i ifiE 5

HE 3 13 A B A

spanning-tree port-priority {564




| |mE LAG s, |

LT CLI #4525 -

consol e(config)# interface port-channel 1

consol e(config-if)# spanning-tree port-priority 16

Pic B BRIE A= ept

Z IR A T LART IR Sl R R AN T i L2 . (R, REREFE 30 £ 60 . TR RU, REMPIRK.  WRmE 5T
FovF, WUGHTERIES. PO E R P (RSTP) T BTG AR Gt AE e st S & 26t 4t BN Bl @ L fEr e

STP AA LU JURRS FURES :
1 “Listening” (fiifr)
1 “Learning” (#:>])
1 “Blocking” (BHZE)

1 “Forwarding” (f£4)

AGTFT Sty 11 i o 1 AR 11, R AL T He BARRIRAS AR b (B2, i DU TSRS R, S TEVER e 12 R AR, LS 2 4E E i 1. RSTP J#id
W o F A o MRS R &R g Yk in) . A “ Spanning Tree Global Settings” (4 B & B E ) T LUS A RSTP.

4TI “Rapid Spanning Tree (RSTP)” (REA R [RSTP]) Wi, i%:

v ERMPLE T R “Switch” (B2#HL) =>"“Spanning Tree” (A @&#) >“Rapid Spanning Tree” (REAERM) . RGKITIH
“Rapid Spanning Tree (RSTP)” (k&4 @i [RSTP]) Wi,
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176.210.1.1 Rapid Spanning Tree (RSTF)

= Home

- System Rapid Spanning Tree (RSTP)

Switch
- Metwaork Securit

- Ports

- Address Tables Show All

- GARP
Spanning Tree

Print Refresh

Interface © Port IE O LAG IE

Fast Link Enable
- i P Puoint-to-Foint Admin IAuto 'l
- Multicast Suppa Fuoint-to-Foint Operational Status Enable
B Stati_sticsIR‘MQN Activate Pratacal Migration [
B Quality of Serice
Apply Changes

| |
PREERN (RSTP) WE
“Rapid Spanning Tree (RSTP)” ({R#EALBM [RSTPI) Tt & LT 7B

1 “Interface” (¥QO) — £ RSTP MEMHS .

1 “Fast Link” (PRIESEH) — R ® R ARERR.

Ed v PelEBSTTUZE “STP Port Settings” (STP 3 A#E ) Tsk “STP LAG Settings” (STP LAG #E) TR, H5mE
PRIEGERR B EE R, S 8 STP SIS E” 8] “si2 L STP LAG #HE” .

“Point-to-Point Admin” (RX REHE) — & e N EEK BN s .
AR B E AL

o “Auto” (HZN) — RVFE B3I RN SREH
o “Enable” (JEF) — FRVF@ L mxT bRk
o “Disable” (ZF) — Ab st it

“Point-to-Point Operational Status” (EXf HBMRE) — Foran SiETFRE.

“Activate Protocol Migration” CEEWHBGER) — WIS GTR. P BSGTR b aT DO K I 1k 5 M AR M A UL T i, DAY
HRETLIEREE RSTP. RS 7 BHE A

o BBE — HiEHIULE.
o RIBE — LHMHUGLE.

EEHAPGE STP, .
1. 4TJF “Rapid Spanning Tree (RSTP)” ({REAERHK [RSTP]) Hifi.

2. EX “Point-to-Point Admin” (&% E&#) . “Protocol Operation”



(HEFT) I “Activate Protocol Migration” (EHIGTR ) FE.

3. Hili “Apply Changes” (MAEX) . Z4uKEH RSTP, FHEBik&.

Rapid Spanning Tree (RSTP) Table

Unit No. [~

. Point-to-Point Point-to-Point Activate
Helt bl Admin Operation Protocol Migration
1 Enable |Auto ¥ |Disable x| =
Apply Changes

RELERE (RSTP) &

£ CLI v d EXRE STP 2H

FEWHE T 5 “Rapid Spanning Tree (RSTP)” (BREA M [RSTP]) Tl H ER1E L RSTP UKL CLI frd.

CLI 4 L

spanning-tree link-type B BRI A VS A fhom OB TR e ), s bR A= e
{point-to-point | shared} W (RSTP) # RteiiiRas .

spanning tree mode {stp |rstp} fic & M ATIZAT Y RSTP.

clear spanning-tree detected-protocols T = PoIRy NV N L ST

show spanning-tree [ethernet interface | port-channel 7N RSTP BCE.

port-channel-number]

VA2 CLI #545:0:

Consol e(config)# interface ethernet 1/e5

Consol e(config-if)# spanning-tree |ink-type shared

KE VLAN

VLAN 2R (LAN) (24874, eRaE I PR A R I e SR 7 R GURE I . VLAN 7 il ORI I 2 B0 L5 9 S0, TN 18 AT
BERME LAN FIE . VLAN 0 2530 5 7E 720 A AR eI 2. S B PF A 2L VAN AT I/ AT 199 2% 36 S50 7 PR 1]

VLAN T8, AN @d s E 7€ o Bk, VLAN W LA o IR ¥R s
FERFTUS AN E . B % . B SSUE e R A AT A .

VLAN 7E55 2 JZ#efE]. T VLAN KEEEREREE VLAN Wi, JTCAFREEST 3 R 2Rl ¥ BT B th 4 LA VRE(S/E VLAN Zlffm. 55 3
JZEE A VLAN FRIRFIB SRR . VLAN RIS 2 mifkididl. T I 2 G AR IE0ME (LR A BUBAE 1 VLAN i,



VLAN #ric#2 4 T7E VLAN 4Lz 8464 VLAN (581757 VLAN FRicd o] LUK — AN bric 25 B ek, VLAN Frid &5 B AR RN
VLAN. VLAN HRiz i £ 3l S s 2% B & BN A5 B A, VLAN FRidiE il A VLAN I E R fs R . 414 VLAN I GVRP i [ 444 # 5 ] LA
HZ/r# VLAN {5 8. EE/R “VLAN"TUH, iF:

v TEMALE T “Switch” (BZ#HL) >“WLAN”.  REU43TIF “VLAN" T .

Dell OpenManage Switch Administrator

Support | Help | About | Log Out

176.210.1.1 WLAN

VLAN

Click on the Component item to view its details.

Metwark Securit
Ports

Address Tables Component
GARP WLAN Membership
Spanning Tree Pt Settings
VLAN LAG Seftings

Link Aggregatior  GYEP Parameters
Multicast Suppa

Statistics/RMOMN

B Quality of Service

RIS |

VLAN R

“VLAN" B AL £ 58 SCEA TS Bz
1 €Y VLAN R
1 SE Y VLAN S EE
1 3 VLAN LAG % E

1 AiCE GVRP

5E X VLAN H &

“WLAN Membership” (VLAN BB X&)

i

VU2 AT BLE X VLAN 41, ZE4TIF “VLAN Membership” (VLAN R&E X2 ) T,

v ERLE ST “ Switch” (#HL) >“VLAN”>"VLAN Membership” (VLAN R X&) . RZHITTT “VLAN
Membership” (VLAN iR %R)
TUH -



Dell OpenManage Switch Administrator Support | Help | About | Log Out

176.210.1.1 WLAN Membership

= Home )

- Bystam VLAN Membership

Switch -
- Metwark Secorit Print Refresh

Spanning Tree
VLAN

mﬁi?e?sg{?sgua;fu' Show VLAN: AN o1 2] & viaN Namel Finance 7]
[ Statistics/RMON WLAN Mame I
[Eli Quality of Service Status By
Remove VLAN r
Parts
e R - S 1 g 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 G1 G2
Static o | o 0 o oo o o oo s e
Cunent ulr|T|7| r|r|T|T|T| T[r|T|T|T|T|T|T|T[T[T|T| T
LAGs

ke e
static F | T| ﬂ
Current lﬂ ﬂ

fa = )

Apply Changes

Bl 5
VLAN R 5t %R W

“WLAN Membership” (VLAN BR XRE ) T N LT LA
1 VLAN &0 6 R
v VLAN 3t TR B 56 R

1 VLAN LAG % #

VLAN B 5 K& 52

VLAN 572 56 R 4068 T 9 F 40 Bd. VLAN Kk RIS 4. PowerConnect 3324/3348 % X #f 256 /> VLAN.

Ed = FramougiEACEXK PVID, WERRELEH, MR VLAN PVID,

Show YLAN: AN D1 =] & VLAN Namel Finance =]
WLAN Name I
Status Dynamic
Remove YLAN I}
VLAN R} KZR ¥4

“WLAN Membership Section” (VLAN & X&) WHLLNFE:



“Show VLAN" (&7~ VLAN) — #i#E LR A5 HIF BakiE VLAN 5 B
o “WLAN ID”— # VLAN ID 75 VLAN. VLAN 980 ID Jy 1. 8 VLAN {9 1D J& 24505 O fs D80 VLAN ID (PVID), F Hik
ID A R, 5 E PVID Bp BN 1. VLAN 45 1 TiEM KRG MR . VLAN 15EEE 1 £ 4095. VLAN 4095 2 L3
VLAN.
o “WLAN Name” (VLAN &#) — i VLAN ## &R VLAN.

“WLAN Name” (VLAN %) — S/RE X VLAN [ 4.

“Status” CREF) — Fm VLAN 8. VLAN TTELHA e L GRAD , ATBLER GVRP g, WATLUZERAIY VLAN.  FIReM=Biif
£

o “Dynamic” (&) — F/r VLAN il GVRP Zhtlan.
o “Static” (##&) — /K VLAN EHAH) & LM
o “Default” (BRIA) — F/X VLAN ZELAM VLAN.

1 “Remove” (&) — M “VLAN Membership Table” (VLAN R H X&E)
R VLAN. B RER 7 B E AL

o B#H — M “VLAN Membership Table” (VLAN & 3<% HlEx VLAN 4.

o HREH — #H¥ “VLAN Membership Table” (VLAN 755 £%) H1f VLAN 4.
FLRIET VLAN, i

1. #77F “VLAN Membership” (VLAN R X%) Hiif.

2. Wi “Add” (FID . ARG “Create New VLAN” (G % VLAN) .

Create New VLAN

WLAN D |

WLAN Marme I

AUgH VLAN T
3. EX “VLAN ID"# “VLAN Name” (VLAN &%) 8.

4. i “Apply Changes” (MEHEX) . REUEHINFT VLAN, FHEHKHA.

B VLAN ZFR4, i
1. #TJF “VLAN Membership” (VLAN R X&) Wifi.
2. fE£ “Show VLAN” (B7R VLAN) ZEEHiE#F 4 VLAN.
3. &% “VLAN Name” (VLAN &%) 7.

4. i “Apply Changes” (MBAEHRD) . REKEH VLAN B R G R,
IR

ZHBER VLAN, i8:
1. 179F “VLAN Membership” (VLAN R X&) #ifi.
2. fF “Show VLAN” (&7 VLAN) FEHiffE—4 VLAN,

3. JEH “Remove” (MIBR) HikHE.



4. i “Apply Changes” (HEBD . REKMIER VLAN, FFEHB&.

i CLI 74 EX VLAN B XR4A

THERMIETEH “VLAN Membership” (VLAN R KR ) T F SR FIE L VLAN B % RALAE T2 CLI s

CLI fr 4 L]

vlan database AN O E (VLAN) .
vlan {VLAN JiFE}| @& VLAN.

name 7R 4 VLAN iR In4 85

VIR CLI #4524«
Consol e # vl an dat abase
Consol e (config-sw tch)#
Consol e (config-switch)# vlan 1972
Consol e (config-switch)# exit
Consol e (config)# interface vlan 19
Consol e (config-if)# name Marketing

VLAN ¥ O BRR KRR

“WLAN Port Membership Table” (VLAN % 0 REXER) WEFHTHN VLAN 5EEH 1 #5 0%

o JEIETE S O E Z AT U T LU
Wi 40HE VLAN AR FR . i AT BLEAT B A
VLAN 3 O BRR KA E
i P | e X
T B VLAN [RUR . B DR AT 5 B aiitsid. HSEEET VLAN FR.
u O R MR R 0B R S B RRD .
F BT GVRP HiNIEI/E VLAN FI& 5.
=H ORI VLAN [, 5 VLAN AR 1S BA AR AL

Ed 7. JRT LAG BRIk ARE “VLAN Port Membership Table”
(VLAN 3 FUS 5 R 24D iR,

“WLAN Port Membership Table” (VLAN ¥ O REXRER) SR VOGRS, YA LAG.



Ports

3 4 5 6 g8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 29 G1 G2

Static i oS0 i o o |
i 0 o s o e oo e

LAGs

1 2 3 4 &6 6 7 8
Static ﬂﬂ ﬂ
irvant AR AR AN
VLAN ¥ 0B X R R

FHN VLAN ARt 1, i
1. TJF “VLAN Membership” (VLAN KR X&) 1.

2. M “Show VLAN” (E7 VLAN) THig|#E ik VLAN.

3. {£ “Port Membership Table” (%0 RRARRE) HikFm,

4. ik “Apply Changes” (FIFIEX) .

IR VLAN, -
1. {79F “VLAN Membership” (VLAN R X&) Wi .
2. M “Show VLAN” (&R VLAN) FHFIEFEE VLAN.
3. %I “Remove” (M) HikHE.

4. Hifi “Apply Changes” (MEHEX) .

fEH CLI 454~ VLAN #4rmdig o

FHEOE ( “vr. St

“ETE Ty

RSBmO VLAN A, HFEFE&.

REGEKMIBR VLAN 4, FFE i,

FEMAE 75 “VLAN Membership” (VLAN R KR ) T F Sk VLAN 450l L& CLl f4 .

CLI 4

L]

vlan database

BEAFEORCE (VLAN) #is.

vlan {VLAN JE[}

BB VLAN.

interface vlan VLAN ID

BEANFECRCE (VLAN) B IRCEINAE VLAN.

name T4

4 VLAN R4 .

interface range ethernet
Lo YEHE | all}

FEHFFEZ A3 L RN AT a4

switchport forbidden vian {add vlan-list | remove vian-list}

ZR b 5 DRI E VLAN

LR CLI fiv 452l




Consol e # vl an dat abase

Consol e (config-vlan)# vlan 1972

Consol e (config-vlan)# exit

Consol e (config)# interface vlan 1972

Consol e (config-if)# name Marketing

Consol e (config-if)# exit

Consol e (config)# interface range ethernet 1/el8 - e20

%X VLAN i A B

“WLAN Port Settings” (VLAN ¥ D¥ &) et 7 FEHET VLAN 1 D35

“Port Default VLAN ID” (3 %A VLAN ID) (PVID) &[7E “VLAN Port Settings” (VLAN 3 0% &) FH 4T E .

HHIRARC S BEEEH O PVID #HTHRIC. 4TI “VLAN Port Settings” (VLAN ¥ D8 E) Wi, i#:

v AR T “Switch” (Z#HL) >“VLAN"”>"Port Settings”
CGROEE) . RSETIF “VLAN Port Settings” (VLAN 3§ O# 8 ) Fifi.

IEEE-IPEN
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[

#-- Portg

- Address Tables
B GARP

#-- Spanning Tree

YLAN Memb
Port Setting
LAG Setting:
GWRP Paran
- Link Aggregatior
- Multicast Suppo

VLAN Port Settings

Print Refresh

Show All

Port

Port %LAN Made
PYID (1-4095)
Frarne Type

-

General »

Adrnit Tag Only VI

(4095 is the Discard VLAMN)

[l Statistics/RMON Ingress Filteting Enable
- Quality of Service
Apoly Changes
i
VLAN ¥ O3 B )1

“WLAN Port Settings” (VLAN % D#8 ) Hiiia s Ll FrE:

Eq -

“Port” (3H) — FX VLAN HFEEHHS .

“Port VLAN Mode” (3ifA VLAN #BxR) — fREs LAN B, TR BUE B 1.

[e]

o “General” (H¥#) — Fonrui BT —A®EA VLAN, JfHEA VLAN #i A E SO ERRILEARIRE (584 802.1Q i) . R

REAE DAL 1 s A5 PN D i

“Access” (Ji[|) — FKoniiHJET 8BRS VLAN. 536 0 VLAN B2 5E SCh VT 38R D2 BTA Rbrichi, LR FTH & 260
BEEEE PVID [ VID ARCiit. Uy i 1 5 AR 28 Bt ROE IR R G, Rl RAE At U AR A VLAN FRidiy . A DTS
=i

o “Trunk” (EF) — Fusii LB THA WK EARCH VLAN. 78 2P 0 E T BUS N D k.

“PVID (1-4095)"— NARARICHEBASE VLAN ID. R8s s D AT iR E. R BEuEZ 1 & 4095,

VLAN 4095 /%371 VLAN.

“Frame Type” (M%) — Foxum D REZ0E SRR, AR B E 4.

o “Admit Tag Only” (fUEZZHFIE) — Fomui L IGEZ ChRilE B,

o “Admit All” (&FHE2Z) — Fopk DR OAMLE R, W ARMLERE.

' é;ngress Filtering” (ANAf#E) — 7m0 LEAADRIE. ANOREKEEFSAEEANDHEDR VLAN HOEIE 8. TR 7BUE
iz

o “Enable” (JAF) — fEuil1 ERANINEL.

o “Disable” () — fEiH LM AOML.



BT HRE,

Ed ¥ REsEREym il VAN B O EA D ik .
1. #TJF “VLAN Port Settings” (VLAN % O &) .

2. EX “Port Mode” (3H#RX) . “PVID”. “Frame Type” (i2K#) I “Ingress Filtering” (A Ok FE.

3. i “Apply Changes” (BLAAEH) . REGUKE X VLAN iS4, JEHEBR&.

IR VLAN 3%, iF:
1. #T9F “VLAN Port Settings” (VLAN % O &) Tiifi.

2. i “Show All” (£#BR) . RLGKITH “VLAN Port Table”
(VLAN S0 %8) .

VLAN Port Table

UnitNo. [ =]

Port o
Pot  \iaNmoge  PYIP Frame Type Ingress Filtering
1 [Generax] | AdmitTag Only =]  |Enable =]
Apply Changes
VLAN ¥ 13

BT “VLAN Port Settings” (VLAN ¥ B8 ) Wi+ ##B4, “VLAN Port Table”
(VLAN ¥ AR) TUHIE RR LR EE:

v tUnit” GRE)D) — RREERR VLAN s ERAMEERE S

R CLI fr 4~ VLAN #HEE% 0

THEMIE TS “VLAN Port Settings” (VLAN % O#E) TUH N E/R104 VLAN 450 Bo ORI 01 CLI /4.

CLI fr 4 B

interface ethernet 1

HENZ D B AR E BRI R O

switchport mode {access | trunk | general}

ACE o VLAN 5ROk R

switchport general pvid VLAN ID

7R D Ab T R U i 3% 1 VLAN 1D (PVID).

switchport general allowed vlan add VLAN %% [tagged | untagged]

F 5 JSG CTAR I VLAN .

switchport general allowed vlan remove VLAN %1%

MBS EMER VLAN.

switchport general ingress-filtering disable




| [ 3430 A O it

AR CLI 45

Consol e (config)# interface range ethernet 1/el8 - e20

Consol e (config-if)# switchport nobde access

Consol e (config-if)# sw tchport general pvid 234

Consol e (config-if)# switchport general allowed vlan add 1,2,5,6 tagged

Consol e (config-if)# switchport general ingress-filtering disable

EX VLAN LAG # &

“WLAN LAG Settings” (VLAN LAG %& ) T T HTEHEET VLAN i) LAG MIZ%. VLAN H&MHOE LAG 4l%. #A LAG X
WAL R bR iLfE BRI LAG I PVID (482t Thrid. ZFTHVLAN LAG Settings” (VLAN LAG %8 ) Ui, if:

v TEMALE R “Switch” (BR#HL) >“VLAN”>"LAG Settings”
(LAG #E) . ZRSH4ITIFVLAN LAG Settings” (VLAN LAG ®E ) T,
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WLAN LAG Settings

= Home

Metwork Securit
Ports

Address Tables
GARP
Spanning Tree
WLAN

WLAN Memb

<| I

VLAN LAG Settings

Print Refresh

Show All

LAG -
Port Settings
-~ LAG Setting LAG WLAN hode General 'l
- GVRP Paran [f— ; :
PYID (1-4095
il e ( ) . {4095 is the Discard WLAN)
Multicast Suppo | Frame Type Admit Tag Only 'l
- Statistics/RMON Ingress Filtering e ,l
- Quality of Service
Apply Changes

VLAN LAG # B8R

“WLAN LACP Parameters” (VLAN LACP # %) Wi &Ll N FE:

1 “LAG”— %75 VLAN FHE1 LAG 5.

“Port Mode” G AMER) — FoRif MR,  wIEEM 2 BHE 4.
o “General” (¥#) — #K LAG BT —AmEA VLAN, JEHEA VLAN #HH e Oy BRI sARire (E4#% 802.1Q) .
o “Access” (W) — FK LAG BT HAKIFL VLAN.

o “Trunk” (E£F) — F£K LAG J&THIEMECKBFFICH VLAN (RIIESEAEA VLAN BRAM o

“PVID”— NEFMAERESE VLAN ID. N7 LAG AJLASHEL PVID, %4IfE “VLAN Port Membership Table” (VLAN 3 O R
REAR) PH LAG & SUAKRIRL.

“Frame Type” (W& ) — F5 LAG HZHEEEKM. WM FREQHE.
o “Admit Tag Only” (REZHID) — #x LAG U2 Ehsicfs B,

o “Admit All” (£#EER) — £F LAG EEEZOMRICHE A, MiEZRFCEER.

“Ingress Filtering” (A Offi%) — % LAG BAAINME. AOMEEEFALITAOGSOMGEEME. RN FBEETE:
o “Enable” (BH) — % LAG JHHA Ok,

o “Disable” () — 1% LAG ZEH Nk,

ERE LAG WHE, 1H:

#TJF “VLAN LAG Settings” (VLAN LAG &) Tiif.

S “Port Mode” (BEOHER) . “PVID”. “Frame Type” (Bi2K&) 1 “Ingress Filtering” (N HOf§i%) 7B



3. i “Apply Changes” (RIEH) .

B R VLAN LAG %, i#:
1. TJF “VLAN LAG Settings” (VLAN LAG #& ) Tifi.

2. i “Show All” (£#ER) -
(VLAN LAG &) .

VLAN LAG Table

REGHE XL VLAN LAG 28, JFEHE&.

RYHITIF “VLAN LAG Table”

LAG LAG Mode PYID Frame Type Ingress Filtering
1 |Generalj I Adrit Tag On\yj IEnahIe j
Apply Changes
VLAN LAG &

i CLI &4~ VLAN A4 LAG

NERMHE T H “VLAN LAG Settings” (VLAN LAG # &) Wi /R4 VLAN 450 FL LAG MiETE ) CLI fr4 .

CLI #r4

wH

switchport mode {access | LAG | general}

BB 1 VLAN JR 53 % A

switchport LAG native vian VLAN ID

¥ LAG & CHFRE VLAN [, 0K VLAN ID & 30K “ufi FTERIA
VLAN ID (PVID)”.

switchport general pvid VLAN ID

FEEE LT3 MBI AL E 3% 0 VLAN 1D (PVID).

switchport general allowed vlan add VLAN %1% [tagged |
untagged]

A 5 Jt FTAR A VLAN

switchport general allowed vlan remove VLAN %% [tagged
| untagged]

MNH A D MIER VLAN.

switchport general acceptable-frame-types tagged-only TEN A EFEARARL I o
switchport general ingress-filtering off A F i O\ 0 o

AR CLI fir 451

Consol e (config)# interface port channel 1 1/e8
Consol e (config-if)# switchport node access
consol e (config-if)# switchport
Consol e (config-if)# swtchport

general pvid 234

Consol e (config-if)# switchport general

LAG native vlan 123

al lowed vl an add 1,2,5,6 tagged




Consol e (config-if)# switchport general acceptable-frane-types tagged-only

Consol e (config-if)# switchport general ingress-filtering disable

Bl® GVRP

GARP VLAN JEfHMY (GVRP) Hist FI AR5 VLAN FIRIZ 10 314 VLAN AR EE.  GVRP HAHGI VLAN [FIBFAEDS H 22 5]
VLAN 5 Wt DR (i B F @ AN E A MA) I VLAN SRR R .

BUFIZAT GVRP PhllBS [ AR 7 SR/, 75 E4 /N5 AR AR IR N Am A o
1 “Maximum number of GVRP VLANs” (GVRP VLAN I AE E) — SRS 5 GVRP ET GVRP VLAN % H .

1 “Maximum number of GVRP VLANSs after Reset” (E#§ GVRP VLAN K& A$HE) — & GVRP VLAN & H B —ME, HHT
WA WEMNEEENEA AR

GVRP VLAN (i K¥H 825 GVRP B1TH VLAN, TLibHEHSERENE.

B EERSE GVRP VLAN [ KA H KiEE 25 GVRP {1 VLAN [ KECH I, N3 LR R %&:
v T ATERE, BRI GVRP VLAN f k¥ H A 128.

1 VLAN [l K#H GEidiz Kk VLAN MIB BT #D 4R GVRP VLAN HfcKEH .

HiAR GVRP WMIAENS IEHIE4T, BIUH S GVRP VLAN K K% H 3B A AR LR &L FTHIE -
VT AT E B AL B A VLAN [%H .
v FTEA4EERE (318 GVRP VLAN MI¥IGHE N 128) MERENK. 25 GVRP [z VLAN K%H.

# GVRP VLAN K8 B3 n 2k FiR S p Sy, AP n g7 GVRP, JFH B E R A KEGE ) GVRP VLAN.  #lhd, 4
RIEA =4 VLAN, JEHERE B4FA VLAN (VLAN B8 mksh AEmma R , WK ERJS GVRP VLAN [k K3 H % E N 10, Z4THF
“GVRP Parameters” (GVRP ¥ Wi, ii:

v TEMALE T R “ Switch” (B2#bl) >“VLAN”>"GVRP Parameters” (GVRP Z2#) . R4 “GVRP
Parameters” (GVRP ¥ Wi
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176.210.11 GWRP Glohal Parameters
= Home
Bl System GVRP Global Parameters
[l Switch
Metwark Securit Print  Reiresh
Parts
Address Tables Show All

GARF
Spanning Tree
Ll Global Par

- WLAN Memb -
Por Settinge | ©/RP Global Status | Disable =]

- LAG Setting:
- GVRP Parai
Link Aggregatiot Port Parameters

Multicast Suppo l__I' =
Statistics/RMON it CPot]TZ] CLAG ltl

Quality of Service GYRP State Enable |

Dynamic VLAM Craation Disahle |

GYRP Registration Enable |

Apply Changes
[l
GVRP ZH T H

“GVRP Parameters” (GVRP £ ¥ T &L 7 E:
“GVRP Global Status” (GVRP & RRA&) — k& LHH GVRP. AIREM 7 BRIEELEE:

o “Enabled” (BEH) — RRCERK LHEA GVRP.
o “Disabled” (B#H) — FROER# LEH GVRP.  IL7BIENERIME.

1 “Interface” (¥H) — FRERA GVRP MFFEHD.  WAREN 7B H .
o “Port” (WMD) — £FEHA GVRP R EHH.
o “LAG"— TREM GVRP IFFE LAG.

1 “GVRP State” (GVRP R&E) — £RMNLETEHM GVRP. WHHINFBIEEH:
o “Enable” (JEf) — 7E#& I LR GVRP.
o “Disable” () — fE#N L4 GVRP.  HOAMBRIAE.

1 “Dynamic VLAN Creation” (3§ VLAN &) — A¥Fi#id GVRP & VLAN. AREM 7B EEHE:
o “Enable” (JEH) — fuif@id GVRP @& VLAN.
o “Disable” (#F) — #iLilid GVRP fl& VLAN.

1 “GVRP Registration” (GVRP #M) — HH GVRP HEMPIRE .  AlfEH 7 B A 4E:
o “Enable” (BH) — AWl GVRP At VLAN.

o “Disable” (#f) — %k GVRP i/} VLAN.

BAERE LEH GVRP, i#:



1. T “GVRP Parameters” (GVRP ¥ 7.
2. £ “GVRP Global Status” (GVRP & RBR#&) 7R i “Enable” UgH) -

3. i “Apply Changes” (MAER) . REKERK LHA GVRP.

35E X GVRP 31, iF:

1. 17 “GVRP Parameters” (GVRP ¥ 7.

2. #i “Show All” (£¥BR) - A4EITIF “GVRP Parameters” (GVRP £#) 7ii. “GVRP Port Parameters” (GVRP ¥
O2¥0 WEHTFERD EEAH GVRP 5%, LKAV ALY GVRP 25 VLAN FEMKSH. M4k, “GVRP Port Parameters
Table” (GVRP ¥ HSHR ) A EH X VLAN HMHERIER . s nT LABH RS e i VAT FE M ETE VLAN S fi A .

3. PO

4. EN “GVRP State” (GVRP RRZAE) . “Dynamic VLAN Creation” (3)%& VLAN AIZ) . “VLAN Registration” (VLAN #/#)
il “GVRP Registration” (GVRP M) FE.

5. #i “Apply Changes” (AEX) . REukint LM GVRP, & XBH, HHEFd&.

WEIR GVRP MOSHE, if:
1. 39 “GVRP Parameters” (GVRP Z#) Wi,

2. i “Show All” (£BBR) . RS ITIF “GVRP Port Parameters Table” (GVRP 3 AZ#E) .

GVRP Port Parameters Table
Unit No. [~

™ Copy Parameters from 's Portl vl ~ LAGI_;,

Dynamic GYRP Copy to

Interface GVRP State '\ creation Registration Seloct Al
Enable ¥| |Enable x| Enable »| [
2 Enable | |Enable =] Enable ~| L |
Apply Changes

GVRP 4 A3 #R

%7 “GVRP Parameters” (GVRP Z#) 1lifi+ & x7E4, “GVRP Port Parameters Table” (GVRP ¥ 02 ¥#% ) Wit &nx T
FH:

1 “Unit” (EB) — £RZER GVRP GRIMSRKES.
1 “Copy Parameters From” (Z#ISHHE ) — &KpENHEH GVRP SHksE .

1 “Copy To” (R#|B]) — #x GVRP S ELHIF i1 .

fEH CLI ;74 BE GVRP

THEMIE TS “GVRP Parameters” (GVRP £ %0 Wi+ B/RMKE GVRP ML CLI fr4.

CLI 4 VLB




gvrp enable 4 RJAH GVRP.

gvrp enable N EEAH GVRP.

gvrp vlan-creation-forbid

JAHEEEEZE VLAN 4.

gvrp registration-forbid

AT VLAN, R85 1R 0 EEhas VLAN B s it

show gvrp configuration [ethernet #:11| port-channel

Uity 1E 5] IZ1T GVRP [t 0.

/8 GVRP ILEFLR, AN HE. £2ECHH GVRP M3iA VLAN @i, LAk

gvrp max-vlan number

fid &5 GVRP i VLAN [ K%H .

LR CLI %541

Consol e (config)# gvrp enable

Consol e (config)# interface ethernet 1/e8

Consol e (config-if)# gvrp enable

Consol e (config-if)# gvrp-vlan-creation-forbid

Consol e (config-if)# gvrp registration-forbid

Consol e# show i nterfaces configuration

GVRP Feature is currently enabled on the switch.

Maxi mum VLANs: 256, Maxi mum VLANs after reset: 256.

Port(s)Status Registration Dynamic VLAN Tiners (milliseconds)

Creation Join Leave Leave All

2/1 Enabl ed Normal Enabled 200 600 10000

4/ 4 Enabl ed Nornmal Enabl ed 200 600 10000

RE w0

Ui 3R iR — 2L D R TR R R BR  (LAG) SRl 11 () {7

S 171 5 A W] LA % 2 (A0 PR B A 8 s By 1 R T R4



BLEEEE U,  PowerConnect 3324 I PowerConnect 3348 % /541 LAG, JECFEA LAG. AN SN 38 )\ AN .

51 LAG IV IS I AL, JFMID VST LAG PISHOIMTOLEE AL (UTPOLIRIEDLATIN) R EAILLI
CEEEYTS

SRR SCRE R R PR R AP (LACP), ATLLFEh Bk A 3h A Bl R A 4i# . PowerConnect 3324/3348 #R#EJ5 MAC Hhlib Al H fydh
MAC thit$2ft LAG #8114 .

FYG R AR A Z G . WERANERNL, RO AA SR G DR DR, AR A SR R AN TR E A,

PowerConnect 3324/3348 BEZ 745 LAG, WILRHEME GG (LACP) LAG. LACP LAG S5 THE#& 11 LACP & O R &k 1
B, WUREEW RO WE LACP MiE, MRS R & 2 AT LAG.

Xof TR E BB E, R LAG RN C,  s0E LR BRI .
VoS R AR GE U 3 R
v S EAE TAERT VLAN.
v B AR TEMLE LAG.
v AARERE .
v 802.1p fREHEET LAG Iy 802.1p flisEdk.
v E L EASE L ACL.
v EEREEH QoS fFiE.

1 KJHA GVRP.

Ed v (CSHOARBETENRERN LAG B, ALK E SN LACP #ill.

PowerConnect 3324/3348 i FHl #A A bk £ e 76 5K A R M A AR, A SR AL LA G vl 2% 7 2XAE 5 4 B B 1 03 2 1) 14887 47 3
PowerConnect 3324/3348 ¥4 % &5 E 1E AN 2 i 1 o

T RAGER R — DR ARG AL, QS (o ORI 1 e UK 1o B0, 1R A MRS LR, A GRS aEes .
5 R AT BERRIBRIN, 3 OB R G iR B . 2H4TTT “Link Aggregation” (SEBRERA) T, 1:

v ERPLE R R “ Switch” (#Hl) >"“Link Aggregation” (BBEA&) .
RYHATIF “Link Aggregation” (BERES) TM.
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E . Eeneral Click on the Component item to view its details
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Bl P Addressing
- hanagement Se Component
W SHMP LACP Parameters
& File Managemer LAG Membership
= Advanced Settin
---------- General Sett
[ Metwark Securit
- Ports
- Address Tables
B GARP
-~ Spanning Tree
[ WLAN
=+ Link Aggregati

LACP Pararr
LAG Membe
- hulticast Suppo
- Statistica/RMON
G- Guality of Service

EEE s
B RATE

AL PR
1 @ LACP 2

1 BN LAG R KR

EX LACP &3

“LACP Parameters” (LACP ¥ WS &M TAE LACP LAG [Mf58. AU LB HEEEEMREAmOH. FM 0 BAHEERK
ity T2

S I AE R S BERR L B R AR (LACP), W] LT3 B Bl Sh L R A .
BT “LACP Parameters” (LACP &%) Wi, i#:

v ERRLE R “ Switch” (8#:41L) >"Link Aggregation” (8% &) >"LACP Parameters” (LACP 23D . REKITIH
“LACP Parameters”
(LACP %0 .
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LACP Parameters

=Home
Bl

- Management Se
- BNMP

- File Managemer
- Advanced Settin
- (General Sett

LACP Parameters

Global Parameters

Print Refresh

Show All

el LACP System-Priority 1 (1-65535)
Metwaork Securit
- Ports
- Address Tables Port Parameters
e Select a Port 1>
- Spanning Tree :
AN LACP Port Priority 1 (1-65535)
- Link Aggregatior ; =
BRI LACP Tirneout Shaort l
- LAG Membe
-~ Multicast Suppo
Statistic /RMON il Ll

B Quality of Service

[ ——] [

LACP ¥R

“LACP Parameters” (LACP ¥ Wit &L F&ks:

v RS

v

\
¥

L€

v KOS

“Global Parameters” (£ RZH) B&HT/HE LACP eZrER . BEum O PR SNBSS OH, LAG al LUk B/ % e ik
FAREUE, WATLUBEEEMY. LAG [ IS B A1 M (LACP) HEIWHE.
Global Parameters

Attribute Value
LACE System-Priority |1

ERZH

“Global Parameters” (£RS¥) HHLEHUTFE:

1 “LACP System Priority” (LACP RZMEL) — Fox LACP M sekih.
ATRETEEY 1 % 65535. BRIMEN 1.



BHE X ERBH, 1
1. #THF “LACP Parameters” (LACP &) 7.
2. EHWKEE “Global Parameters” (£FRSH) #7.
3. & “LACP System Priority” (LACP R4ifh5%%E) 1 “LACP Timeout” (LACP #@E) FE.

4. i “Apply Changes” (LB . REHENLERSE, k&,

LR e

“Port Parameters” (3 AZ %) @& M T w00 i LACP e SR E 115 &

Port Parameters
Select a Port 1 -

LACP Port Priority [ (1-65535)

LACP Timeout Short vl

OS8R

“Port Parameters” (O HAELLFFE:
1 “Select Port” GEFHmE) — TR 5.
1 “LACP Port Priority” (LACP ¥ B%%&k) — %/~ LACP i e fE. BRIMEN 1.
1 “LACP Timeout” (LACP #@i) — BUEH L LACP . WA T BUE .
o “Short” (J&) — fHEfBEHE.
o “Long” (¥K) — fREkKHNE.

B U OS5, i
1. #TH “LACP Parameters” (LACP 2% Tiji.
2. EHWHWE “Link Aggregation Port Parameters Table” (EREASMOSHER) .
3. JEX “LACP System Priority” (LACP RZMELK) Ml “LACP Timeout” (LACP #E) FE.

4. i “Apply Changes” (MAEHX) . REKE HERRE SRS, HFERKE.

HESR LACP 80k, .
1. #T9F “LACP Parameters” (LACP ¥ .

2. Hifi “Show All” (£#BIR) . ZRLGKITHF “LACP Parameters Table”
(LACP &%) .



LACP Parameters Table

Unit No. [=]

Port Port-Priority LACP Timeout

1 {Short 7]

Apply Changes
LACP %%
kk7 “LACP Parameters” (LACP %) Wi+ 54, “LACP Parameters Table”

(LACP Z¥R) Wit BRbL T 7 B:

1 “Unit” (EE) — BREER LACP SEMMESEES.

fEH CLI 4 ME LACP 35

THRMAET 5 “Link Aggregation” (8B R &) TUHP RRMACE LACP ZHINETIE M CLI fid.

CLI fr 4 L

lacp system-priority {# Be B RGN

lacp port-priority 18 ik 2 P 3 ity 11 PR SR A
lacp timeout {long | short} B LACP M,

show lacp ethernet #:[1 [parameters | statistics | protocol-state] | &R MG 1 LACP {55

show lacp port-channel R FO@IE R LACP {5 8.

[port_channel_number]

LT A CLI fir 452 -

Consol e (config)# lacp systempriority 120

Consol e (config)# interface ethernet 1/e8

Consol e (config-if)# lacp port-priority 247

Consol e (config-if)# lacp tineout |ong

Consol e (config-if)# exit

Consol e# show | acp ethernet 1/el statistics

Port 1/el LACP Statistics:



LACP PDUs sent:2

LACP PDUs received: 2

EX LAG R *E

“LAG Membership” (LAG A X% ) WHHEMKEHRATLCN LAG i H. LAG RZ I LIESE 8 M. TibB& M &8 20T
&, PowerConnect 3324/3348 Hil il ZiFE R4 6 & LAG. “LAG Membership Table” (LAG B RER) B &I FIT:

1 “LACP”— @I o iFih DN LAG B SRR u 1 i 15 A E A o

1 “LAG” [1 LAG NG, FHERRG D RTUEKRE LAG.

HATIF “LAG Membership” (LAG R X&) Wi, i%:

v ERALET R “Switch” (32#BL) >"Link Aggregation” (%% 4) >"LAG Membership” (LAG KK R) K. REUKITIF “LAG
Membership” (LAG BR X&) .
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- Ports
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- GARP

- Spanning Tree Apply Changes
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Quality of Serice

e (|

LAG RR XARTH

[ LAG #nim I, ik

1. #JF “LAG Membership” (LAG BRR X&) T,



2. TR 5 AT YIRS LAG WE MRS .
3. Hif “Apply Changes” (MAEHK) . RASKHORINE LAG, HEFHEE.

ffF CLI 54 LAG 4D

TEBIET S “LAG Membership” (LAG R XER) TUH P EaRNA LAG 4rEli B4 CLl frd .

CLI f1 4 B8
channel-group port-channel-number mode {on | auto}| # I1#t & Jydii 17 i#iH
show interface port_channel BRERE LAG 0.

AR CLI 4501

Consol e# channel - group port-channel - nunber node on auto 1

Port - Channel 1:Port Type 1000 Ethernet

Act or

System Priority:1

MAC Address: 000285: OE1C00

Admi n Key: 29

Qper Key: 29

Par t ner

System Priority: 0

MAC Address: 000000: 000000

Oper Key: 14

EPV i35



L RAERERENME B AT UMM EZ A A . L2 2GR RS T BICE I 3R € 2 s M ME B AN L2 Z2Hbl. 2 sl L@ s
BAERIA, RRIXEE S EEMmEMRIRD.

PowerConnect 3324/3348 3 #}:
1 “Forwarding L2 Multicast Packets” (4£#1 L2 % pfE%EBE) — BB PR T EAPRE .

1 “Filtering L2 Multicast Packets” (ffiit L2 £ S4&&EEE) — AWM VLAN 14 L2 FE86. WREH T 2 mkikmiE, e
LIRS BN 2 A A6 VLAN 3 .

FHTIF “Multicast Support” (2 SEREXFF) Wi, i#:

' éﬂmmqﬂiﬂf “Switch” (Z##Hl) >"Multicast Support” (ZREREZR) . FREHITHF “Multicast Support” (£ EEEX
) BT .
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176.210.1.1 Multicast Support
= Home ;
- System Multicast Support

General

Logs

IP Addressing
Management Se Component

SHMP Global Parameters

File Managemer  Eridge Multicast Graup
Advanced Settin  Bridge Multicast Forward Al
Stk GMP Snoaping

----- Metwark Securit

Ports

Address Tables

GARP

Spanning Tree

WLAN

Link Aggregatior

Multicast Supp

o Statistics/RMOMN

H-- Quality of Service

Click on the Component itern to view its details

B

EEES e
% AP R E

“Multicast Support” ( £ RFEEZR) T LT £ B M.

v EX IGMP I E

v BRI 2 R AR R R
1 BUEREE AR SR

v JdH IGMP BN

EX IGMP W38



BONHOLT, 8 2 RAZHHLEFTHAMK VLAN i D52 mifeid G 88, RESRENS AfeaF RO,  HISHEEm T LIER T, (E2A
GEESIE RPNV ETE ARSI N
T 5 5000 205 30 5 B4R«

HWILTE IGMP WA, AR 2 2 fi kB 2R A AT IGMP T, IGMP 5 AT LA BR A i B 10 2 mif a8 0815

2SR 1GMP IR, 24 ASIC i ik B i CPU 4T IGMP Wi, CPU Mt NI, I8e BINAZ stk 4 1 AR
;;_BQI\AP B2 R 3R 1, BLR AR R BB Z R EE IR . ZMAREE 2 nUE R A TR R IGMP iy, DURIIZ S nifk
&

“Multicast Global Parameters” (£ E& X4 RSH) TRH MBS R A ER% F&REH IGMP WAL fifkikific. 4TI
“Multicast Global Parameters” (Z R &R 4 R/SH) WM, iE:

v ERLEAR R “Switch” (32#HL) >“Multicast Support” (£ E£%EXHF) >"Clobal Parameters” (2R . RIGKITIH
“Multicast Global Parameters” (£ S#i%4& RS Wi,
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= System Multicast Global Parameters
S Print Refresh
Logs

IP Addressing
Management Se
SMMP

File Managemer | Bridge Multicast Filtering Dizable |
Advanced Settin | |GMP Snooping Status Digakble x|
Switch

Network Securit

Ports

Address Tables il Lt
GARF

Spanning Tree

WLAN

Link Aggregatior

- LACP Pararr

- LAG Membe

Multicast Suppo

- Globhal Para

- Bridge Multic

- Bridge Multic

.......... IGMP Snoop

- Statistics/RMON

----- Table Views

RMOM

Charts

Guality of Service

Global Pararnete

Mapping to Glue

El ] 3|
EPipr=yop 2 U]

Multicast Global Parameters (ZRERERS L) TWHE S LN 7E:
1 “Bridge Multicast Filtering” (P S ERERER) — RRREE RS LEAMGL SEEmHL. WREMZBUE A
o “Enabled” (BRF) — H&& LEHMKL fifkiifik.
o “Disabled” (B2H) — 1ER& RASHMMNE SAEIHIE. VBRI

1 “IGMP Snooping Status” (IGMP BIIRE) — RREEERL LEH IGMP G, AR 7 BHEwE:



o “Enabled” (BEH) — 745 E VLAN FEH IGMP i,

o “Disabled” (T.2EMH) — 7EHE VLAN LEFEA] IGMP Hill.  MOERIAE.

BAER A bR M2 sk ifiiE, .
1. 4TJF “Multicast Global Parameters” (£ E4%4ARSH) TH.

2. 1 “Bridge Multicast Filtering” (R#f% SAERTER) T B ikfF
“Enable” (BH) .

3. i “Apply Changes” (MAEHD . REKERE LB
“Bridge Multicast” (F#% RE%) .

EAERE LJGH IGMP 5, i
1. #I7F “Multicast Global Parameters” (£ A&EL RS 7M.

2. £ “I1GMP Snooping Status” (IGMP BIURA) FEHik#E “Enable”
(B .

3. il “Apply Changes” (MAER) . REKIERE LA 1IGMP 1.

&R CLI & £ EER IGMP W

TRMFE T 5 “Multicast Support” (£ BRI T RN KEH L SEER IGMP ML 1 CLI f 4.

CLI #r4 B
bridge multicast filtering | j& H £ stk ik bk i ik .
ip igmp snooping JEH Internet B EE MY (IGMP) il

LAUF A CLI %541

Consol e (config)# bridge multicast filtering

Consol e (config)# ip ignp snooping

TINPBE 2 AR LA R R

“Bridge Multicast Group” (RI#f% S4ERHA) THE “Port” () Ml “LAG” R SR E £ SRS A DM LAG. MM LAG
LA DU 8 LAG AL sl 0. o D] LR INE B 4L, Wn] LR INE B2 steig ks 4l. 76 “Bridge Multicast

Group” (MMFL BAEEE) TR IR HN L SE%IRS 4.  “Bridge Multicast Group” (FI#FE AAEREH) UL AT DA 52 £ k%
BR 45 bk 0 B . Z4TJF “Bridge Multicast Group” (R#HF£ S48 & H) WH, i4:

v ERLE P “ Switch” (32#bl) >"Multicast Support” (£ mf£EX#) >"Bridge Multicast Group” (ML mfERE4H) .
REGHITIF “Bridge Multicast Group” (M Z SM4ER4A) T,
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- WLAN : Parts
Link Aggregatior 3 45 6 g 9 10 11 12 13 14 15 16 17 18 18 20 21 22 23 24 61 62
R s s| | e T

LAG Membe
- Multicast Suppo  Curent

] il |
s|pjo/p| o|p|o|p|p| op|o|p|p|o|p|ojo|piD|DjD| D

- Global Paran
Bridge Mult
Bridge Multic LAGS
IGMP Snoop S Enionis
- Statistics/RMON Static JJ J

Current J£| £|

El Qualny of Service

Apply Changes

-~ Mapping to Que

B ]

P % RARIA 4 TE

“Bridge Multicast Group” (RI## mAFEH) A& LT 7B
1 “WLAN ID"”— #5il VLAN,
1 “Bridge Multicast Address” (£ ki) — FRiRZ SrEE4 1P sk,
1 “Remove” (M%&) — MERfbHEIEE P2 Lk .
o THEM — MIBRML sifhidibhl.
o REE — REMIFL sk,
1 “Ports Table” (MgHE) — FIH AT LAGINE S LIRS 15 H .

1 “LAGs Table” (LAG &) — FIHATLLRME £ SIEERST LAG.

The “IGMP Port Members Table” (IGMP 3 0 R&E#) /" IGMP LAG Members Table” (IGMP LAG B R#%&) KZ R T IGMP i
1/LAG FLGVIRES .

Parts
) er L) e § 9 10 11 12 13 14 15 16 17 18 18 20 21 2z 23 24 &1 G2

static i S S = S S Al
Curent s|iofofp| ofojo|o|p| ofpojojo|ofoin|ofojo|o|p] b

LAGS

NS A B B T O
Static S|J J
CurrentJJ M

IGMP ¥ H/LAG B R %



IGMP 3 O/LAG BREFFIRERCWEATEHE IGMP 3 TR LAG KA B E .

WO |EX

il

D Fori /LAG &M “Current”
CHRED AT Z 4.

S Fui ER “Static” (BA) ITHIESRTOERE L ffbikEd . Forum/LAG ESfA A “Current” (HET) 1T MZ k%
4.

F E R RPN EFC 3o

ZH TR N ARG 2 SRR

IGMP i H/LAG B AR EHRE

B S H AR S s IR RS, 1
1. TJF “Bridge Multicast” (M#f% SfE3%) k.
2. EX “VLAN ID"#l “Bridge Multicast Address” (% S4EEHHE) 7B,
3. KO Yy “ST LMER DL E ML SRR, Bekm DY)y “ R RIER R OIS SRR .

4. i “Apply Changes” (BLAEH) . RIS NN E L sifbxd,
FEE B

BHEL LAG AR Z AR RS, -
1. 77F “Bridge Multicast” (FI#F%£ SR Tilk.
2. JEX “VLAN ID"#l “Bridge Multicast Address” (M S4&%Hak) 5.

3. 1 LAG Uil “S"LMl LAG MAGLE R 2 sk, sifsimOvify “F”
LA I3 PN 2 mif&is 4

4. g “Apply Changes” (MHEHD) . RESH LAG 4 E S fifkikdl,
R

R CLI & BB L R EE RS R A

TEMIE T E “Bridge Multicast Group” (WBF S RAERH) T T B E B2 fAL 6 AR & B IR S 20 CLI f 4.

CLI frd PiE
bridge multicast address {MAC % fifkitihlt | IP £ Sfti%hit} {add | remove} F MAC B % Stk bhbE i 2L, If
{ethernet #M%% | port-channel i [1i#iE 5 5%} A o DRI 2 4 .

show bridge multicast address-table [vlian VLAN ID] [address MAC % d&if&i%ithit | IP SR% sifEIE MAC Ml R
Z pifLi% ] [format ip | mac]

LA CLI #4524 -

Consol e (config)# interface vian 8

bridge multicast address 0100.5e02. 0203

bridge multicast address 0100.5e02. 0203 add ethernet 1/el, 2/e2




Consol e (config-if)# Exit

Consol e # show bridge nulticast address-table

VI an MAC Address type Ports

1 0100. 5e02. 0203 static 1/el, 2/e2

19 0100. 5e02. 0208 static 1/el-8

19 0100. 5e02. 0208 dynami ¢ 1/e9-11

For bi dden ports for nulticast addresses:

VI an MAC Address Ports

1 0100. 5e02. 0203 2/e8

19 0100. 5e02. 0208 2/ e8

WEEH L REESH

“Bridge Multicast Forward All"” (RAFAHE 2 R4EE ) TUHE R4 B A 0] oo D el LAG 8 A4 2 AL 8% B 2%/ 3 LA Hz 1 30 4
Blo JEF 1GMP WG, 2 Stk s B vt i 2 S 3 88 VLAN .

v ERLE R “Switch” (F#HL) >“Multicast Support” (£ &% 3#) >"Bridge Multicast” (M¥i% K fEi%) >"Bridge
Multicast Forward All” (FIBF& L R4 ) HTik. RAS54TIF “Bridge Multicast Forward All” (MAF4 3£ S &%) .
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£

Refresh

- Ports R N - R s e R~ Y L KB 13 14 15 16 17 18 19 20 21 22 23 24 25 26
D e el L T
"R  slolojo] o]o[o[o[s] olofo]s[o[o]o]o[o]o]s]s| D]

e YLAN
S Link Aggregatior
LACP Pararr L—Afﬁg e
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Global Paran c.mentﬂﬂ M

Bridge hultic

Bridge Mult

IGMP Snoop
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RIAF 43 2 AR R TR

“Bridge Multicast Forward All” (MiF&#E m4EE) THEs T 7B
1 “VLAN ID”— #iflii VLAN, FR&4 562 stk bl (15 2.
1 “Ports Table” (i AR) — FIHn] LGNS 2 sAL1E MRS s 0.

1 “LAGs Table” (LAG &) — FIHATLLUFEME L SIEEMRS T LAG.

“Bridge Multicast Forward All” (FIAF &% mAEE) TUIE & F T8 E A LR 105 B A 1 .

Wi D | 52 X

D K A B2 1 2 AR I AR B L
S K A i s I R B 2 ARk I i 3R S b
F FOREEIRI UM 2 Ak 154 .

A FIRI R 2 2 pi A IR I R 8% B b

PR 4 B 2 R AR IR BR th 38 /0% O 4R B

FLHG S P A 2 A ph B B, 1
1. #TJF “Bridge Multicast Forward All” (R4 £ S44E2E) M.
2. EX “VLAN ID"FE.
3. fE “Multicast Router Port Table” (£ MR HBROR) bk, FHREm .
4. i “Apply Changes” (SFIEX) . ALUKHHEHHERE L AMEEH b8 s 50,

s LAG EEE D miLR R h 3 s, 15




1. T “Bridge Multicast Forward All” (R#fF& 3% 453D Ui .

2. EX “VLAN ID"7E.
3. fE “Multicast Router Port Table” (£ 545X ¥ BB OR) FikiF—1 LAG, HE¥E LAG M1HE.
4. Hiif “Apply Changes” (MHAEH) . REKTEHEEE L LB B AN LAG,

M CLI & BRERZ L RARBBBEK LAG M%D

THEMIE T 5 “Bridge Multicast Forward All” (BRI L mFER) Tl DR B BEER S 2 SR MM LAG Rl D REHSE M CL fy
Lo

CLI 4 P& B9
show bridge multicast filtering VLAN | D

BIRE REARE .
é%‘ﬂ:?iﬁﬁ H EAE 2 nAEk(E B

bridge multicast forbidden forward-all

bridge multicast forward-all {add | remove} {ethernet interface-list | port-channel port- FVFEN D LT E 2 mifEiE(E
channel-number-list} B,

LR CLI i 45zl

Consol e # show bridge nulticast filtering

Filtering: Enabled

VLAN: 1

Port Forward-All

Static Status

1/ el Forbidden Filter

1/e2 Forward Forward(s)

1/e3 - Forward(s)

B IGMP



“IGMP Snooping” (IGMP MBiill) TUMAEMZE LA AT LRI IGMP . E4TIF
“IGMP Snooping” (IGMP EJ) T, if:

v ERHFLE S € Switch” (32#Hl) >"Multicast Support” (£ R ZH) >"IGMP Snooping” (IGMP BBl . REUKITH
“IGMP Snooping”
CIGMP WD T
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IGMP Snooj
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[ e 2l

IGMP % 3 i

“IGMP Snooping” (IGMP BE#lD wHif & LA ERE:

“WLAN ID"”— 485 VLAN ID.

“IGMP Snooping Status” (IGMP JiJlRRFE) — 7E& LEH IGMP Hill.
A BE ) T B 4

o “Enable” (BH) — ##%& LI IGMP 5.
o “Disable” (ZH) — {E¥#& L45H IGMP 15,

“Auto Learn” (HFI%N) — RFEINZIH L fEHRR. WK T BE O

o “Enable” (JEH) — RVFHINF¥IIHZ stk gl it .
o “Disable” () — #ILANEIH L mtEEMRRA.

“Host Timeout (1-3600000)"” (EH.#EK [1-3600000]) — Fx IGMP Ml HitIRiHmtiF . BRIARS RN “150"8.

“Multicast Router Timeout (1-3600000)"” (% sk BB BB [1-3600000]) — Fn% AfEikktassk Hidinrima. 2
MEN “300"F)

“Leave Time Out (1-3600000)” (EIF#R [1-3600000]) — f&EAEWIH O BITER G & ik 6 gmtiE LRy
) o AIRRH T BE A4

o “User-Defined” (FIFRX) — o & s i B .



o “Immediate Leave” (SLEFEEFF) — &5 LI B FFREI I B

BEIR IGMP I, i#:
1. #THF “1IGMP Snooping” (IGMP M3 Wik,

2. #ik “Show All” (£FER) . RGEITH “IGMP Snooping Table”
(IGMP | .

IGMP Snooping Table

YLAMW ID IGMP Auto Host MRouter Leave
Status Learn Timeout Timeout Timeout
1 [Enable »| |[Erable =] |
Apply Changes
IGMP il

ffH CLI 4 EE IGMP Bl

TEMFET S “1IGMP Snooping” (IGMP B #lD TURNERIMACE 1IGMP B RIFIEIE XY CLI f14 .

CLI f1 4 L

ip igmp snooping {fif Internet AL EEPMY (IGMP) Malll5E VLAN.

ip igmp snooping mrouter learn-pim-dvmrp JAFREE VLAN B85 rh 22 s AL 30 1 el 3500 101 1) E 8% > Thisk
ip igmp snooping host-time-out “p+ fic & F AR o

ip igmp snooping mrouter-time-out “p+ ML B 2 UL 1% h B I .

ip igmp snooping leave-time-out { "p+ | immediate-leave}| At & &R .

show ip igmp snooping mrouter [interface VLAN | D] BRA KRB EANE SR BB ONEE.

LR A& CLI Ar 454 :

Consol e (config)# interface vlian 2

Consol e (config-if)# ip ignp snooping

Consol e (config-if)# ip ignp snooping nrouter |earn-pi mdvnrp

Consol e (config-if)# ip ignp snooping host-tine-out 300

Consol e (config-if)# ip ignmp snooping nrouter-time-out 300

Consol e (config-if)# exit



Consol e (config)# interface vlan 2

Consol e (config-if)# ip ignp snooping | eave-tinme-out 60

Consol e (config-if)# exit

Consol e (config)# exit

Consol e # show i gnp snooping nrouter interface 1000

VLAN Ports

200 1/e1, 2/el

3R [8] H ¢ 5L
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v ERE ST “System” (REE) >“General” (—f) >"“Asset”
CGEF®) . REUEATIT “Asset” GBS Tl .
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Multicast Suppo

Global Paran
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Bridge Multic 1

IGMP Snoop

Statistics/RMON

Table Views

RCH Telnet - Connect to textual user inteface

Charts

- Cuality of Service

Gloybal Paramete Apply Changes
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[ i
- faby )

“Asset” () WHME T TE:

1 “System Name” (RZLHKR) — & HEHERE LK.

“System Contact” (RZEBKRAN) — HMEBRAMLEA.

“System Location” (RAME) — KRR UMHEITIIMNE.

“MAC Address” (MAC #ihlk) — #5258 #AL MAC Hiutik.

“'Sys Object ID” (RZEXNR ID) — H#i MIB i) OID.

“Date (MM/DD/YY)"” (H# [MM/DD/YY]) — Fa4uiHM. BRI, B, 4 i, 11/10/02 7% 2002 4 11 J1 10
He

“Time (HH:MM:SS)” (B} il [HH:MM:SS]) — f8Emf . ik A/,
YR BB Biltn, 20:12:03 FoR AT HE=F.

“System Up Time” (REEBFEITM M) — o8B LRB& ERJE I,
ARG ERE AN R BB MBRIRY . B, 41 R 2 /AN 22 43 15 Fb.

“UnitNo.” (BES) — RRHEERES.

“Service Tag” (RFERE) — L4 &R IRS S5 55,

“Asset Tag” (E=#H%) — el e XME&s%.

“Serial No.” (FH5) — FREENFHS.

BENRGREL, W
1. #TJF “Asset” (FF2) Tilf.

2. EX “System Name” (RZ£L#H) . “System Contact” (RLBKRAN) « “System Location” (R4ALE) . “Date” (H



) . “Asset Tag” (BEF=HE) Ml “Time” (B ) FE.
3. i “Apply Changes” (BB . REUKEXRESH, HFEHEE.

A5 Telnet £xifi, i#:

1. 79 “Asset” (%7 Wi,

2. i “Telnet”. HRGK)E3) Telnet &ifi.

fEH CLI 4 EREBERERFE R

TRMIE T HT AR “Asset” () UM SR FBISH CLI .

CLI 4 i B

hostname &% HE B B B TR

snmp-server contact XA | %EARGHKAAN.

snmp-server location X7 | MARKAEGE.

clock set #f:7+:# H H 4 | FahixERGHBRIH. 5 H KA.

show clock IR R GER B R ) A0
show system id BRIRES R R

show system RRRGELR.

asset tag BN B RRAS

VLR A2 CLI %54

Consol e (config)# hostname dell

Consol e (config)# snnp-server contact Dell_Tech_Supp

Consol e (config)# snnp-server |ocation New York

Consol e (config)# exit

Consol e # exit

Consol e (config)# asset-tag | qwepot

Consol e> cl ock set 13:32:00 7 Mar 2002

Consol e> show cl ock



13:32: 00 7 Mar 2002

consol e# show system

System Description: Ethernet Stackable Switching System

System Up Tine (days, hour:mn:sec): 0,00:30:58

System Contact: Del |l _Tech_Supp

System Nane: dell

System Location: New_York

MAC Address: 00: 00: bO: 22: 33: 44

Sys Cbject ID: 1.3.6.1.4.1.674.10895. 3004

Power supply Source Status

Internal Power Supply Internal redundant OK unitl

Ext ernal Power Supply External OK unitl

I nternal PowerSupply Internal redundant OK unit2

Ext ernal Power Supply External OK unit2

I nternal PowerSupply Internal redundant OK unit3

Ext ernal Power Supply External OK unit3

I nternal PowerSupply Internal redundant OK unit6

Ext ernal Power Supply External OK unit6



BERGBITRIUE B

“System Health” (RGBTRW) WHAEYEELHEEEE. B “System Health”
(RGBATRI) T, i&:

1 ERE ST “System” (R4 >“General” (—f&) >"Health”
(BATRM) . RGIEITIT “System Health” (REBTFRE) Tl .
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176.210.1.1 System Health

»

= Home 1
B System System Health
General :
- Asset Erint Refresh
- Health

: \R/z;i:?ns Unit Main Power Supply Status Redundant Power Supply Status

Logs 1 & ®
- |P Addressing
hanagement
SHMP

File Managen
Advanced Se
Switch

Metwork Sect
Ports
Address Tabl
GARP
Spanning Tre
WLAN

Link Aggrega
- LACE Par
- LAG Mem
hulticast Sup
- Global Pa
- Bridge Mu
- Bridge Mu
- IGMP Snc
Statistica/RMON
Table Views
RMON —
Charts

|'_—‘| CQuality of Servici«
Bl B

REBITRATE

Aok

“System Health” (R BATRIM) T a5 LN FE:
1 “Unit” (EB) — BrfERES.
1 “Main Power Supply Status” (EBREHRBRE) — FRERBFRLIIRES.
AT 6 1 B A R4
o W o BN SRR

o B _ rmanm R aEERER,
o “Not Present” (RELE) — Fonihids B A HETE.

1 “Redundant Power Supply Status” (JTREERERE) — LRIIRBERSIRE. TR ZRACHE:
o ¥ o R A AT

o ® — FORRE R E N IUAR BRI SBTAER .
o “Not Present” (REFE) — FonfiEitEA RFER%.



R CLI #4EFE RABITRIGER

NRSE T HTER “System Health” (REEBATRIL Wikih BR0T B CLI 4.

CLI 4 P8

show system| BRASER.

LR A CLI 454 -

Consol e> show system

System Description: Ethernet Stackable Swi tching System

System Up Tine (days, hour: mn:sec): 0,00:08:56

System Contact: Del | _Tech_Supp

Syst em Nane: del |

Syst em Locati on: New_York

BARWARM

“Versions” (BRA) T & A KD HTZ TR AR ARE S .  ZHIT “Versions”
CRRAR) T, i4:

1 ERE S BT “System” (R4 >“General” (—#&) >"Versions”
(BA) . RE44TTT “Versions” (JRA) T .
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176.210.11 “ersians
= Home i x
= System Versions

- General Print Refresh

®- Logs Unit No. Software Yersion Boot Version Hardware Version
B P Addressing 1 730
[#- Management
Bl SNMP
[#- File Managen
- Advanced Se
- Switch
-~ Metwork Sect
- Ports

- Address Tabl
- GARP

- Spanning Tre
- WLAN

- Link Aggrega
b LACP Par
LAG Mem

- Multicast Sug

- Statistics/RMON
Table Views

- RMON —

- Charts

- Quality of Serici»
: e _>I_I

PR AT T

“Versions” (JRA) TUHEE LA FE R
1 “UnitNo.” (BES) — rHBEES.
1 “Software Version” CBRERA) — LRfEEdse s FAarig A,
1 “Boot Version” (Bl RR#&) — WIRFEE SR E YRS FIRA.
1 “Hardware Version” CB#RA) — ZafreiiditE LU aRs T ek A,

i CLI BRi&MRA

TR T HTEE “Versions” (JRA) Wl BRMTBIE CLI 64

CLI 4 LB

show version| &R RGRAER.

LR A CLI 454 :

Consol e> show ver si on

SWyversion 1.0.0.01 (date 14-Feb-2003 time 14:42:16 )




Boot version 1.30.11 ( date 27-Jan-2003 tine 10:06:02 )

HW versi on 01.01.01

HRZE

“Reset” (B3 WHMM I LLEREHZBA. ZITIF “Reset” (EREF) WiH, iif:

v TEMAILET R “System” (R4 >“General” (—f) >"“Reset”
(BRI . RGETT “Reset” (BB 3h) Wi,
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176.210.1.1 Rasat
= Home 1=
S System Reset

=] General

Asset

Health
-~ Varsions Reset the switch by selecting 'Reset'.
.......... Reset

LU =3

IP ?&ddressing —

- Management

SHMP

- File Managen
Advanced Se

Print Refresh

Metwork Sect
Ports
Address Tabl
GARP
Spanning Tre
WLAN
Link Aggrega
LACP Par

i e LAG Mem
Bl Multicast Sug
.......... G'Dha| Pa
Bridge Mu
Bridge Mu
IGMP Snc
- Statistics/RMON
Table Views

RMOM —
Charts

=l Quality of Servicis

1 B »
-9 =i

Ei % #iﬁfsﬁiﬁ%'éﬁiﬂ) HIRAE X IEFERBAT MR BT EM AT B, DB RIS E. AR E MG R, S0 <8
HICE
WEE &, 1
1. 1T)F “Reset” (ER 3 T,
2. i “Reset” (EE3D . ZFEKERHIAMER:



Microsoft Internet Explol x|

@ Do wiou want ko reset the switch?

|

REERIHNE R
3. ik “OK” () - WalEHE). WHANREE, RIEKRRH P HMNE A,

R CLI ER#RE

TRMETHTEE “Reset " (ERF0) WHTRRMF RIS CLI &4

CLI 4|98
reload | SEm#EElER%.

BLF A& CLI #4524 -

Consol e >rel oad

This command will reset the whole system and di sconnect your current

session. Do you want to continue (y/n) [n] ?

FEAE

“Logs” (H®&) WHEEHM&MHETHEE. I “Logs” (HE) Wi, i¥:

v ERPES ST “System” (R4 >“Logs” (A&E) . RZGKITIT “Logs” (AE) Tiii.



Dell OpenManage Switch Administrator

Support | Help |

About

| Log Out

- RAM Log
- Log File

.......... Remote Ll
- IP Addressing
- Management
B SNMP
- File Managen
- Advanced Se

o Bwitch

Metwork Sect
Ports

Address Tabl
GARP
Spanning Tre
WLAN

Link Aggrega

- LACP Par

- LAG Mem
Multicast Sup—
Global Pa
Bridge Mu
Bridge Mu
IGMP Snc
= Statistice/RMON +

4 B »

Rernote Log Server

176.210.11 Logs
= Home B
T s Logs
General Click on the Component itemn to view its details
- Asset
- Health
- Wersions Component
- Resst Log Parameters
Logs BAM Lo
- Global Pa Log File

H&ER®E

“Logs” (A &) T &4 m LU T DU 4

1 EXERHESH
1 B2n RAM HER

v R HAESER

v AR H AR A B T

X &R HESH

AGH EMET LIS A RS, TFCRIZEHF UERRAE . SLD el I TI0 R B A LR AR S R

FHE ERA Mg , B SYSLOG RFC (5 BAS Ak & ITA SR, i, R&HEMAM B &MY .

—MEEENERE, T AR A S S IR R AR
BGERINFMHL R RIE.  FTREEHEEEY:

15 BRI R B A S P BEAT 9

FRE KRR | FEE A | P

22 0 FRRRTEIET .

R 1 FORRG T E LM G AR .

TR 2 FRAGAL TP EIRE -

R 3 TR BT RGUHR.

ik 4 FoR I T RAES.

EE 5 FoR RGBT IR, (LA GEREE.

NS

A E AR, Jf
R T ARG SR B A S K



|58 6 RERAER.
|ﬁw 7 ST H AR E.
EESZ L]

“Global Log Parameters” (2G5 HESHD T {#&r] UL SCRMRLL SR o LBk H & .
A S 2R HHEN TR AT LHESHWS . mEEHEE R B NS EMRT 5. 24T “Global Log
Parameters” (&R HESH) v, i#:

v ERPLET R “System” (R4 >“Logs” (H#E) >“Global Parameters” (£RZ&$) . A4 K “Global Log
Parameters” (£RHEZ ¥ Wiik.
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176.210.1.1 Global Log Parameters
= Home =
G- System Global Log Parameters
S Ggrfg:!gt Print  Refresh
- Health
- Wersions
.......... Reset
Bl e Logging IEnabIe j
.......... Global P;
- RAM Log
- Log File .
e Severity q
: Console RAM Logs Log File
- |P Addressing E W v Iv!
(- hlanagement MEigRnGY
e SHMP Alert 3 ¥ ]
- File Managen Critical v ~ o
[]S f\dr:uanced S Errar T3 T4 ke
it .
Metwork Sect Sl o e L
Parts Motice F# 4 L]
Address Tabl Infarmational ' ¥ r
GARF Debug - [ r
Spanning Tre
WLAN
meggr%g:r' Apply Changes
- LAG Mem
Multicast Sup—
- Slobal Pa
- Bridge Mu
- Bridge hMu
.......... IGMP Sne
S Statistics/RMON »
; e
£RAXSHAE

“Global Log Parameters” (&R HES ¥ WHE & LA N FE:

' rLogaing” (R — IR, CIFRRGBHIERARE SRS, RS T, FHO IS TRARE, FHLARRS. ik
45 o

o “Enable” () — RVERELZES (RAM). X1 (FLASH) FIAMHAR S & b7 H &,
o “Disable” (M) — #ILMRFHE. AReZEHEHGaHE.
1 “Severity” (REEM) — U AW HMMEEHE:

o “Emergency” (BEfR) — RpimPEd. WMPERKFHBEZITAIESR,
BEREMIER M B ERHEER.

o “Alert” (¥iR) — FRH Y, WURRG NIV EME, R REER O, G, WRITHE BRI ST,

o “Critical” (JPE) — FoRH =S, WORBH DU EEE, KR E L fl, AR DRRE T, MR O
ATLAET .

o “Error” (458 — LRI B, S O BAL.



o “Warning” (B%) — FREFEGES . REWTLUTE, (HHIETHE,

[e]

“Notice” (JER) — JMZEH AFRMBEEER.

o “Informational” ({58) — HEKER.

[e]

“Debug” (GRR) — REAXRHEWHFMEL. WRHIFREHR,

W5 Dell fE£4H A (www.support.ap.dell.com/china.com) (& .

Ed . e mEMEARE, FUA T IGO0 E AR S E .

“Global Log Parameters” (£&JR HES ) THIEA IR T S AMOR RGN IEHE:

1 “Console” (£l G) — FoRREBH=HI G 8 O SREAG™ EEZN .

1 “RAM Logs” (RAM A &) — £FKIEF] RAM GEIEZEAE) HRAFM B E I B S 1 i fl™ B .

1 “Log File” (A&BEIXMH) — FmRIEF] FLASH TR0 a5 shRAE I H 3300 B 25 1 7 200 o

ERMAL, #:

1. #I7F “Global Log Parameters” (&R HE&%) 7.

2. # “Logging” (iBR) FHyE+itik “Enable” (JBH) -

3. £ “Global Log Parameters” (£&FHZBSH) FiEME ik H 800 1 E ™ E 1.

4. il “Apply Changes” (MR . AL HERE, JFEHL%,

EH cLi®4BEAHE

TRMIETHTEE “Global Log Parameters” (£FHES ) T ERMFBINSER CLI d .

CLI 4

|

logging on

ek SRS

logging IP #tiit[port 3 O] [severity & 3] [facility #%]
[description X 4]

G BILRFIRGHEMESAE. AR BEIFIRNEL,

HEER .

ZE A IRE

logging console % %l

AR ™ 2 A PR 0 % B ) B 1S S

logging buffered % %)

AR ™ E AR N X (RAM) BRINRGHEER-

logging file £ %l

R 7 7 A R ) Rk 2 S R S H S B

clear logging

HERH &,

PLF A& CLI ir 454 :

Consol e (config)# |ogging on

Consol e (config)# | ogging console errors

Consol e (config)# | ogging buffered debuggi ng

Consol e (config)# logging file alerts




Consol e (config)# clear |ogging

B8 RAM HER

“RAM Log Table” (RAM H#&ER) @& AKX RAM PREMHEFXHNEE, GFHEMANE., HE"EHULHERH. ZTF “RAM
Log Table” (RAM HER) Ui, ik:

v ERILET R “System” (R4 >“Logs” (H#&) >“RAM Log”
(RAM H&) . R4KTIF “RAM Log Table” (RAM HER) 1.
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176.210.1.1 RAM Log Table
= Home =
H- System RAM Log Table

Asset Print Refresh

Health
Yersions

oy Log Index Log Time Severity Description
Logs 1 10:12:56 Informational

Global Pa

RAM Log

Log File Clear Log

Remate Lt

File Managen
Advanced Se

LACF Par
LAG Mem
Multicast Sup—
Global Pa
Bridge Mu
Bridge Mu
IGMP Snc
== Statistics/RMON «

4 i »

RAM H & RKH

“RAM Log Table” (RAM HER) TS T 7E:
1 “Log Index” (HE&3) — %= “RAM Log Table” (RAM BER) HiHEHS .
1 “Log Time” GEFEED — W HEHA RAM H BRI .
1 “Severity” (EEEE) — YHHGEME.

1 “Description” (¥ — SRAFEXHIHERY.

EMEEHER R, i
1. TJF “RAM Log Table” (RAM HER) Tifi.

2. il “Clear Log” (GEBRH®E) . ZAZUEM “RAM Log Table” (RAM H#&ER) /"Log File Table” (HEIXA4R) FMkHEEE,
FEEHR




fEH CLI 7 4EEF RAM HER

TEWE T HTEE “RAM Log Table” (RAM HER) 1+ SR M TBI%% CLI 4.

CLI #r4 B
show logging | E/RigsRSFAEETE I X I RS HEE L.

clear logging | Bk HE.

LA CLI fir45e4i -

Consol e # show | oggi ng

Consol e 1 oggi ng: |evel debugging. Consol e Messages: O Dropped (severity).

Buf fer 1ogging: |evel debugging. Buffer Messages: 11 Logged,
200 Max.

File logging: level notifications. File Messages: O Dropped (severity).

Sysl og server 192.180.2.27 logging: errors. Messages: 6 Dropped (severity).

Sysl og server 192.180.2.28 logging: errors. Messages: 6 Dropped (severity).

2 nessages were not | ogged (resources)

Buf fer |og:

11- Aug- 2002 15:41:43: %I NK-3- UPDOWN: | nterface FastEthernet0/0, changed state

11- Aug- 2002 15:41:43: % NK- 3- UPDOMN: | nterface Ethernetl/e0, changed

11- Aug- 2002 15:41:43: 9% NK-3- UPDOMN: I nterface Ethernetl/el, changed

11- Aug- 2002 15:41:43: 9% NK-3- UPDOMN: | nterface Ethernetl/e2, changed

11- Aug- 2002 15:41:43: 9% NK-3- UPDOMN: | nterface Ethernetl/e3, changed

state

state

state

state

to up

up

up

up

up



11- Aug- 2002

11- Aug- 2002

11- Aug- 2002

11- Aug- 2002

11- Aug- 2002

11- Aug- 2002

Consol e # clear

15: 41:

15: 41:

15:41:

15:41:

15:41:

15: 41:

43:

39:

39:

39:

39:

39:

Y8YS-5- CONFI G_| : Configured frommenory by consol e

%.1 NEPROTO- 5- UPDOMN:

%.1 NEPROTO- 5- UPDOMN:

%.1 NEPROTO- 5- UPDOMN:

%.1 NEPROTO- 5- UPDOMN:

%.1 NEPROTO- 5- UPDOMN:

| 0oggi ng

clear | ogging buffer [confirn]

Consol e #

Consol e # clear

clear |ogging buffer

Consol e #

BB EXMHE

logging file

[confirm

Li ne

Li ne

Li ne

Li ne

Li ne

prot ocol

prot ocol

prot ocol

protocol

prot ocol

on

on

on

on

on

Interface

Interface

Interface

Interface

Interface

Fast Et hernet 0/ 0, changed state to up

Et hernet 1/ e0, changed state to down

Et hernet 1/ el, changed state to down

Et hernet 1/ e2, changed state to down

Et hernet 1/ e3, changed state to down

“Log File Table” (HEX#H#R) WEHX FLASH HEXHHRENHEXHGEE, GEHERARE., HE"EEULHEGEEHH. BT
“Log File Table” (H&EX#HR) Wi, if:

1 ERE BT “System” (R4 >“Logs” (H&) >"Log File”
RGUHHITT “Log File Table” (B EIC#HK) .

(BEXH .
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176.210.1.1 Log File Table

= Home 1= "
E- Bystem LOg File Table
General Brint Refresh

Yersions
Reset

- Logs

Global Pa
RéAM Log
Log File Clear Log
Remate Li

Log Index Log Time Severity Description
1 23:46:37 Warning

- [P Addressing
- Managerment
B SNMP

[#--- File Managen
B Advanced Se

Switch
-~ Netwark Sect
- Ports
-~ Address Tabl
- GARP
-+ Spanning Tre
- WLAN
- Link Aggrega
LACP Par
LAG Mem
Multicast Sup—
Glaobal Pa
Bridge Mu
Bridge hu
IGMP Snc

- Statistics/RMONN ~|
!I I »

B &R

“Log File Table” (H#EX#R) WHLFFE:

“Log Index” (H&EZE) — #7% “Log File Table” (AEXH#HE) PIHHERS.
“Log Time” GEXMH) — W HEMA “Log File Table” (HEXHR) M.
1 “Severity” (REM) — UHHE™EAE.

1 “Description” (8D — R HEERE XA,

£ CLI 4B HEXHR

TEREETATER “Log File Table” (HEICHR) T Box 7B CLI /4.

CLI # 4 B9
show logging file| S RitFoREMEMEHEXEHHRGEHERER.
clear logging TEBRETAE H &S

LA CLI i 454 :

Consol e # show |l ogging file




Consol e | oggi ng: |evel debugging. Consol e Messages: O Dropped (severity).

Buf fer 1ogging: |evel debugging. Buffer Messages: 11 Logged,
200 Max.

File logging: level notifications. File Messages: O Dropped (severity).

Sysl og server 192.180.2.27 logging: errors. Messages: 6 Dropped (severity).

Sysl og server 192.180.2.28 logging: errors. Messages: 6 Dropped (severity).

2 nessages were not | ogged (resources)

File |og:

11- Aug- 2002 15:41:43: 9% NK-3- UPDOWN: | nterface FastEthernet0/0, changed state to up

11- Aug- 2002 15:41:43: 9% NK-3- UPDOMN: Interface Ethernetl/e0, changed state to up

11- Aug- 2002 15:41:43: 9% NK-3- UPDOMN: Interface Ethernetl/el, changed state to up

11- Aug- 2002 15:41:43: 9% NK-3- UPDOMN: Interface Ethernetl/e2, changed state to up

11- Aug- 2002 15: 41:43: 9% NK-3- UPDOMN: Interface Ethernetl/e3, changed state to up

11- Aug- 2002 15:41:43: %8YS-5-CONFIG |: Configured from nmenory by consol e

11- Aug- 2002 15:41:39: 9%. NEPROTO 5- UPDOAN: Li ne protocol on Interface FastEthernet0/0, changed state to up

11- Aug- 2002 15:41:39: 9%. NEPROTO 5- UPDOAN: Li ne protocol on Interface Ethernetl/e0, changed state to down

11- Aug- 2002 15:41:39: 9%. NEPROTO 5- UPDOMN: Li ne protocol on Interface Ethernetl/el, changed state to down

11- Aug- 2002 15:41:39: 9%. NEPROTO 5- UPDOAN: Li ne protocol on Interface Ethernetl/e2, changed state to down

11- Aug- 2002 15:41:39: %. NEPROTO 5- UPDOMN: Li ne protocol on Interface Ethernetl/e3, changed state to down

EREEHERFFRERE



“Remote Log Server Settings” GG HHEMGSREE) WS HTEENHHERSBFE.  Moh, ErTLUE SCHI HE MRS 2800
MRS EIEHE™EME. EITJF “Remote Log Server Settings” GZEH ERESHEE) 7w, i%:

v ERPLE ST “System” (R4 >“Logs” (A&) >"Remote Log Server” GEEHAERER) . AL “Remote Log
Server Settings”

GZREH & RS HBBE) wm.
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176.210.1.1 Remate Log Server Settings

= Home

S System Remote Log Server Settings
General .
e Brint Befresh
- Health
.......... Varsions Add Show All
Reset
e LUgS
- Global Pa
! E;‘\gMthg Auailable Servers =

- Remote L UDP Port (1-85535) 514
Lﬁa':::’;;z:f Facility Locald =
- File Managen
-~ Advanced Se
Switch
Metwark Sect
Ports
Address Tabl I Emergency
GARP W Alert
\5/61?\]“'“9 Tre F Critical
Link Aggrega: Severity to Include A Error.
- LACP Par " Warning
- LAG Mem " Mote

Multicast Sup— [ Infarmational

- Global Pa
- Bridge hMu I" Debug i

- Bridge Mu
.......... ‘GMP Snc
Eleo Statistice/RMO & Delete Server m

: o ! »
mEHE MRS S RER W

r
|»

Description

L

T
(£ e T

“Remote Log Server Settings” GZEHHERFR/EE) WiHwE T 7E:

“Available Servers” (7] RE3) — A& LA HEMARS 3151E .

“UDP Port (1-65535)"” (UDP ¥ H [1-65535]) — R/ NEEME#KIXHEM UDP ilH. ®EEEEDy 1 & 65,535, BHAMEN
514,

“Facility” (F4&) — FoREERS RO AWS LA BIMEHN “Local 0”
CAH 00 o TTREMIMEELHE:

o “Local 0” (&H#k O0) = “Local 7" (&XH#s 7) .
o “No Map” (REeS) .
“Description” ($8) — S e RS 31 .

“Delete Server” (MEMREFEE) — M “Available Servers” (FJHRREFAR) FIEFMIBR M AE e MRS WAREN 7~ B E -

o BEH — M “Available Servers” (FJH MR8 5K MRS 3.
o KBE — HH “Available Servers” (T FR&5) s RE 5.

“Remote Logs Server Settings” G2 HEREFHBWE) imd s mEdsR. EME S AR HEZHUR” o E e CHETE .



EHHERIER RS, 1
1. 1TJF “Remote Logs Server Settings” GEE 0 EREEE) 7.
2. 1 “Available Servers” (W FHR%#) FHolEPIEERS .

3. &N “UDP Port” (UDP %) . “Facility” (%) 1 “Description”
(BB 7B

4. {£ “Severity to Include” (BER&KZEM) Sk EEHE™E M.
5. i “Apply Changes” (BMLAEH) . REGKMHRGFHEERE, HFHEHRA.

HE LRSS, 1
1. #I7F “Remote Logs Server Settings” GZREHHRHRERE) Wil.

2. Hif “Add” (R . RGBT “Add a Log Server” (FinHEMREHE) W,

Add a Log Server

Mew Log Server IP Address I (HHH R
UDF Fort (1-55535) 514

Facility Lewvel 0 'l

Description

Lol

" Emergency
I Alert

™ Critical

" Error

I Warning

" Mote

" Informatianal
™ Dehug

Severity To Include

Apply Changes

SiHEREB/IE

%7 “Remote Logs Server Settings” GufeHEREBERE) T+t T7ES, “Add a Log Server” (Fh0H ERS2) T4
NFB:

1 “New Log Server IP Address™ (# H&ERFH 1P Hibk) — fHEH AERSEHN 1P M.

BNMH SRS &, -

1. EX “New Log Server IP Address™ (¥THZEREE IP #1hk) . “UDP Port” (UDP $H) . “Facility” (¥ &) Al
“Description” ($iB]) 7B, ik “Severity to Include” (BEREKZE ) SikHE.

2. Hifi “Apply Changes” (BHEX) . REUKEE RS #HIPEILARINE “Available Servers” (W] 538D 5%,

BRNHEMRSEE,
1. #IJF “Remote Logs Server Settings” GEEHHRFBRKE) Wil.

2. Hifi “Show All” (&FRIR) . FRGUKITIF “Log Servers Table”
(HERFHBR) Wm.



Log Servers Table

Refresh
Servers UDP Port Facility Description Mini Severity Remove
1 L
Apply Changes
H & R S RIm

M “Log Servers Table” (HEREBER) vl HERS &, .
1. #77F “Remote Logs Server Settings” GZEH SRR E) W,

2. i “Show All” (&#BIR) . FREHEITH “Log Servers Table”
(B EMREEBR) Him.

3. % “Log Servers Table” (HEREBE) %H.
4. iEHL “Remove” GIHIBR) 5EAE LU BRI 55 2% o

5. Hifi “Apply Changes” (MHEXK) . ZH4EME “Log Servers Table”
(HEMERR) %H, HEHFUL.

EX W& IP Hht

“IP Addressing” (1P @ht) W& T VRMEBHAM S 1P MihlrosEs:, LARGE B ARP fl DHCP Z3Eis:. BTIF “IP
Addressing” (1P ghk) T, i#:

1 ERE ST “System” (R4 >“IP Addressing” (IP SE#k) . REUKITHF “ 1P Addressing” (IP Sg4k) T .
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IP Addressing

Click on the Component itermn to view its details
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OHCE 1P | IP Interface parameters
ARP DHCP P Interface

-~ Managerment ARP
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1P & k3

“IP Addressing” (1P E#ik) T &4 1f LA R DU 5%
I 3 NINLES
v X IP L
1 £ _DHCP IP £

' BiLELARP
58 SUBRIA P 5%

“Default Gateway” (BRIAFIE) TUIE M4 E A AT LA DG4 KU SR FEM N, {5 BB EMmBIBAN 1P, FIRCER 1P i
W FUE FHA A P EEORE— IP bl M .,  ZITIF “Default Gateway” (BRIARIZR) Tiifi, i4:

v ERLE ST “System” (R4 >“IP Addressing” (IP k) >"Default Gateway” (BRINMX) . REKTIF “Default
Gateway” (BRINMIR) T .
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Logs
IP Addregsing
- Default G Add Show All
- P Interfac
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= e Default Gateway [172118.48.60 =]
- File Managen Active [ 1

- Advanced Se
- Switch Remave -

[ Metwork Sect
[]. F'DI’TS
- Address Tabl Apply Changes
[ Spanning Tre
B WLAN
-1 Link Aggrega
- LACP Par
- LAG Mem
Multicast Sug
- Global Pa
- Bridge Mu
- Bridge Mu
.......... IGMP Snc
= Statistics/RMON
] Table Wiews
RMON —
Charts

= Quality of Semici
. b ol = _>I_I

BRI W% T

“Default Gateway” (BRIAFISR) TUH A H L FFE:
1 “Default Gateway” (BRIAMIK) — FoRMKBEE 1P k.
1 ;Active" (WE3h) — #R “Default Gateway” (BRI THiIFR P BRI LR & LT B it sk, TREM 7B EE
iR

o TMEHL — FRMIGEE LT TRHBPRE.
o REE — FIRMIFULHFIARL THERE.

1 “Remove” (BB) — M “Default Gateway” (BRINFISE) 11512 dMBR 5 % % .
o B#&M — M “Default Gateway” (BRI i3 -l Rk & 1 L B4 o
o REH — E “Default Gateway” CERRIARZ) FHIIRFHIMALEE.

TR, i
1. 3TJF “Default Gateway” (BRI Tiifi.
2. 1F “Default Gateway” (BRIARISK) FHzIRPEE 4 P Hihk.
3. L “Active” (¥E3)) HikiE.
4. i “Apply Changes” (MAEX) . REEEEMKERE, HHLRESERE “Active” (iFF1) FBH.

BRI KB, 1
1. #T9 “Default Gateway” (BRAM%) Fifi.

2. i “Add” (GBI . R “Add New Default Gateway”



GRS BRI RISE) T

Add New Default Gateway

Default Gateway |P Address I
Set Default Gateway As Active u

Apply Changes

VIR ENNE S

3. JEYX “Default Gateway IP Address” (BRIAFIE 1P #iHk) FEBL.

o 1o TS AN T O P S B E AR SIPIRAS
4. ik “Apply Changes” (MAEBD - R E LRI L, HFEHEE.

BRREIAM IR, 1.
1. #TJF “Default Gateway” (BRIAMR) T .

2. i “Show All” (&#EBIR) . REHEITH “Default Gateway Table”
CBRINMSEE) Tl .

Default Gateway Table

Default Gateway Active Remove

1 u

Apply Changes

BINPI SRR

BMIBRERIAN B &, 1
1. {7 “Default Gateway” (ERIAME) T .

2. Hifi “Show All” (&¥EIR) . FGUKITIT “Default Gateway Table”
CBRIANMIRR ) T .

3. %HFE—4 “Default Gateway Table” (BRIARMXHE) %H.
4. EI “Remove” (BHIBR) SIEHELUHBRERA R G
5. Hifi “Apply Changes” (MHEK) . REKMGBIRINMALLLH, HEHEL.

fEH CLI r 4 EX KRB A

TEMETHTAS “Default Gateway” (BRIARR) Tl RRMFBINEX CLI 4.

CLI #r4 B
ip default-gateway IP Hili: 1 [IP Huht 2.7| & LERINRI%.




| no ip default-gateway [IP Hfifit] I VHIES SINCE I

LT A CLI fir 452 -

Consol e (config)# ip default-gateway 196.210.10.1

Consol e (config)# no ip default-gateway 196.210.10.1

EX IPED

“IP Interface Parameters” (IP #O2%) WHASTH T NEDSE IP kiS5, F4TH “IP Interface Parameters” (IP 02
O T, i

v EMPLEF R “System” (R4 >“IP Addressing” (IP k) >"IP Interface Parameters” (IP BOZ¥) . RSHITT
“IP Interface Parameters” (IP & O&%) Wifi.
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.......... Global Pa
Bridge Mu
Bridge Mu
IGMP Snc
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IP NS ¥ H

“IP Interface Parameters” (IP # OZ¥) WA &L FFEK:
1 “IP Address” (IP #ilik) — FoR#E0 1P hhkiF)%.

1 “Interface” () — e L THE 1P Hubkfd O,
AT 6 ) B A B



o “Port” (M) — Fix IP bk B F £ .

o “LAG”"— Fir IP MO EHEHE AN (LAG).

o “WLAN"— F/x IP Hili: O/ % VLAN.
1 “Type” (KR — L5 P bR TFahE O 1P ik, &8 DHCP A3)wE L.
1 “Remove” (BB — M “IP Address” (1P #thk) FHisil2 bRk & 1% 1 .

o BB — M “IP Address” (IP #ilk) FHizlRHMERE,

o RIEH — F “IP Address” (1P #ilit) FHizlgpRIH,

AP O, i
1. T “IP Interface Parameters” (IP #O2%) 1.

2. il “Add” (WD . RZEUEITIF “Add a Static IP Interface”
(ﬁﬁﬁuﬁ% 1P ﬁu) U

Add a Static IP Interface

& Patwaork Mask [EE & &4
[ (LX)
 Prefix Length (e

Interface  Port I_LI ©LAG I_LI © WLAN I_LI

IP Address

Apply Changes

wINBES PEORE

3. EX “IP Address” (IP #ifit) . “Interface” (EEHO) . “Network Mask”
(MEHIL) 5 “Prefix Length” (B KE) F&.

4. EBENHE P O,
5. i “Apply Changes” (MAER) . REKMBINHED, HEHRE.

HEOR P EIOE, i
1. {THF “IP Interface Parameters” (IP # 02 %) Wik,

2. Hiifi “Show All” (&FRIR) . RGBT “IP Interface Table” (1P #HOXK) T,
MBS« P FE T i B AL

IP Interface Table

IP Address Prefix Length _ Interface  Type Remove
1 Static [T

Apply Changes

IP BEORTHE

MR 1P Mk, i
1. 79 “IP Interface” (1P 80O) T,

2. Hiid “Show All” (£FER) . ZR%HITIT “IP Interface Table” (IP £ O3%) W,

“IP Interface Table” (IP #0%&) W&



3. £ “IP Interface Table” (IP #£0O%X) HikHF—1%H.

4. EH “Remove” (IBR) SOEHELUHER 1P M.

5. i “Apply Changes” (BLAEBD . REUEMIER 1P Hhht, IFHEH%&E.

fEH CLI 4 EX IPED

THRESE T HTAE “IP Interface Parameters” (IP O %) Wi+ SR 7B CLIl 4.

CLI fr4 ]

ip address IP il {#Y | AIZKEY WE P Mk,

no ip address [IP #i#k] B 1Ptk

show ip interface [ethernet #1175 | vlan VLAN ID | port-channel 51| S/RECE T IP fI3 O RIERPRE .

LT CLI #4521 -

Consol e (config)# interface vian 1

Consol e (config-if)# ip address 131.108.1.27 255. 255. 255.0

Consol e (config-if)# no ip address 131.108.1.27

Console (config-if)# exit

Consol e# show ip interface vian 1

Internet address is 10.7.1.192/24

consol e# show ip interface vlan 204

| P Address Directed Broadcast

146. 1. 0. 132/ 29 di sable

consol e#



FEX DHCP IP &M

“DHCP IP Interface” (DHCP IP #0) UiifiH T4 8 1482 &1 DHCP %/ i i .

v ERES RS “System” (R4 >"IP Addressing” (IP j&ik) >“DHCP IP Interface” (DHCP IP £0) . ZR4HITIF
“DHCP IP Interface” (DHCP IP £ 1) T.
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“DHCP IP Interface” (DHCP IP # 1) T &L F7E:
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“VLAN"— JEE#H NEAN VLAN, JiHEE LR DHCP % i B INFHE VLAN 5.

1 “Host Name” (EW LK) — BRRLELK

1 “Remove” (%) — M “DHCP IP Interfaces Table” (DHCP IP #O%) Pl EE L DHCP %/ i sefil.
o T#%M — M “DHCP IP Interfaces Table” (DHCP IP #1%) &,

o REH — ~¥ “DHCP IP Interfaces Table” (DHCP IP #O®) H\#M.

ZLR N DHCP IP £:11, if:




1. 4TJF “DHCP IP Interface” (DHCP IP #O) T,

2. i “Add” (ORI . RGKHTHF “Add DHCP IP Interfaces”
(& Hn DHCP IP #0) T,

Add DHCP IP Interfaces

Interface = port |1 =] CLac| 7| Cwean| T
Host Mame ISystem Name
Apply Changes

#n DHCP IP 1O
3. &} “Interface” (D) , }#E X “Host Name” (EHLK) -
4. #ik “Apply Changes” (MAIEBD - REKFINFIY DHCP IP B0, JFEHi .

LY DHCP IP #: M, i
1. 4TJF “DHCP IP Interface” (DHCP IP # M) Wi,
2. &% “Interface” (¥0) FE.

3. i “Apply Changes” (MAER) . REKBHFKH, HEHRE.

IR DHCP IP #:M%, i#:
1. #TJF “DHCP IP Interface” (DHCP IP # M) Wijfi.

2. Hid “Show All” (£HBR) - RS ITIF “DHCP IP Interfaces Table” (DHCP IP #03%&) 1.

DHCP IP Interfaces Table

Interface  Host Name  Remove

1 [

Apply Changes

DHCP IP 0 X®H

R DHCP IP #2101, i%:
1. #TJF “DHCP IP Interface” (DHCP IP #M) Wiffi.
2. i “Show All” (&FEIR) . RLHEHTH “DHCP IP Interfaces Table” (DHCP IP #O%®) .
3. k¥ DHCP %/ ik H .
4. kI “Remove” (HIBR) SiEHELUMNER DHCP %/ sk H.

5. i “Apply Changes” (MAEX) . Z4uk#MER “DHCP IP Interfaces Table” (DHCP IP #HX) %H, JHFHE#ks.

fEH CLI 4 X DHCP % /¥

FEWIE T HTHE “DHCP IP Interface” (DHCP IP #0) W H SR 15 B CLI @b .



CLI fir 4 P B

ip address-dhcp B DHCP KHXLAKME ) 1P Hbhk.
[hostname EHLAHK]

AR CLI 45

Consol e (config)# interface ethernet 1/e8

Consol e (config-if)# ip address-dhcp hostnane narketing

BEE ARP

MBI (ARP) S&—F TCP/IP thil, FITH P Hubt o miiht. FTUZE ARP RhE LA E&H. EHELAN, BRA A KA
HaRH, UHTK IP kA MAC thik.  ZFTFF “ARP Settings” (ARP %8 ) Ui, if:

v AERLE ST “System” (R4 >“IP Addressing” (IP k) >“ARP”. ZR4EITH “ARP Settings” (ARP % &) 1.
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1 “ARP Entry Age Out (0-4000000)” (ARP 4 H it [0-4000000]) — #7~ ARP %4 H it 2 s ZE M 18] (CAR AL o

UL A B 2 JG, %ok B AR P MR,  BRiMiiA 60,000 .

o “None” (&) — ErAHEHKR ARP %H.

o “AN" (i) — RRWERITH ARP kH.

o “Static” (B&) — T REMRES ARP %H.

o “Dynamic” (F1#&) — RHHERHE ARP %H.

“Interface” (M) — EFHEOBBARFERIS. WHKNTERHECHE:

o “Port” (¥H) — MEFEL ARP [ 5IE.
o “LAG"— @& EN ARP [ LAG %%,
o “WLAN"— @& L ARP ff] VLAN %1%,

“IP Address” (IP #ilit) — &£ 54 @8 ARG 1P Mk,

“MAC Address” (MAC #ihit) — fREHHCE MAC Hidik.
1 “Status” CR&E) — 1EE “ARP Table” (ARP R) % HIPRE. TWHEN 7B fiE:
o “Other” (XE) — F£& ARP %k HIEA @AY RGN, WARHERE.
o “Invalid” (%) — #a ARP % H L.
o “Dynamic” (Fj#&) — F/R ARP % H &l sha 2% I3k 51
o “Static” (#&) — £/ ARP K HEHERKH.
1 “Remove ARP Entry” (Jllfx ARP %H) — M “ARP Table” (ARP %) il ARP %H.
o BHEE — MBRFFE ARP %% H.
o REM — fRE ARP %H.

BRI ARP R4 H, iF:

1. #T9F “ARP Settings” (ARP #®&HE) .

2. i “Add” (B . RGKHITIT “Add ARP Entry” (3 ARP % H ) Tiii.

Add ARP Entry

Interface  Port I_LI O LAG l_;l AN l_;l

IP Address I B

MAC Address I (R0A R R W

Apply Changes

Wi ARP ZE M

3. A “Interface” (EQO) , HEXH “IP Address” (1P #thk) i
“MAC address” (MAC #ht) FE.

4. i “Apply Changes” (MAEX) . REUEHN “ARP Table” (ARP R)
FH, HEHEE.

TR ARP £, 1:

1. #TH “ARP Settings” (ARP #E&) i,

“Clear ARP Table Entries” ({§% ARP R£KH) — RGN ARP ZHIIKM. AL 7 Boi fuim:

1E



2. ik “Show All” (£FBR) - RLEITIF “ARP Table” (ARP &) Tijf.

Refresh
ARP Table
Interface IP Address MAC Address Status Remove
1 Dynamic |
ARP EWE
R ARP R H, i
1. #H “ARP Settings” (ARP #&) .
2. i “Show All” (ABWEBR) . ZRLHE4TIF “ARP Table” (ARP &) Hifi.
3. EPE-AREKH.
4. %l “Remove” (HIE) SikiE.
5. Hifi “Apply Changes” (MHEX) . FH4UKMEk “ARP Table” (ARP %)
H, JEEHRE.
£/ CLI & dmE ARP
THRMAE T HTAS “ARP Settings” (ARP HE) Fif T SRl TBRIN&% CLI fird.
CLI #r4 BH
arp IP it Al {ethernet #1015 | vlian vian-id | port-channel 53} | £ ARP iR 7 ik AL H o
arp timeout # Mt B4 HE ARP il 47 T i (R B I 1) o
show arp IR ARP Rl H.
no arp M ARP FHlHER ARP %4 H .

AR CLI 45241

consol e(config)# arp 146.1.0.131 00-00-55-66-77-00 ethernet 1/el

Consol e (config)# exit

Consol e# arp timeout 12000

Consol e# show arp

Interface | P address HW address Status



1/el 10.7.1.102 00: 10: B5: 04: DB: 4B Dynani c

2/e2 10.7.1.135 00: 50: 22: 00: 2A: A4 Static

HHEERERY

il “Management Security” CEEZRARY) TURTT LAV 2 AR U0, R4S AT IR ERD . B&EETE APMRS S eR
Pz, BT “Management Security” (BB Z 24P i, if:

v ERLE T “System” (B4 >“Management Security” CFHEZ4FF) .

RYHTIT “Management Security” (BFH
ZAELRI) T,
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Jf “Access Profiles”

(Y7 Ime B 3> I

Dell OpenManage Switch Administrator Support | Help | About | Log Out

176.210.1.1 Access Profiles

o System Access Profiles

2 Print  Refresh

- Logs

- IP Addressing

-~ Management £ Add Rule to Prafile Add Profile Show All

- BNMP

- File Managemer

- Advanced Settin

Switch

- itaate Socdiit Access Profile State IEnabIe j

- Ports

- Address Tables

- GARP

- Spanning Tree p -

VLA Access Profile IDeII List J
Link Aggregatior Current Active Access Profile

""""" LACP Parar | gat Access Profile Active [

; LAG Membe

- Multicast Suppo

Global Paran

Bridge Multic =~ Remove [

Bridge Multic

IGMP Snoop

atistics/RMON Apply Changes
Table Views

Cuality of Service
- Global Paramet:
-~ Mapping to Que

[ | i

Vi AR B SO



“Access Profiles” (¥ WEEICH) TUHAE S TFE:

1 “Access Profile State” (Jj AEECARE) — Ll )8 AV R E .
A eI 7 BUE AL

o “Enable” (JBR) — fEiR& bHFV) I E A2 ey E B

o “Disable” (ZF) — fER& LAV MR E A2 R E . WERASH T U5 R E SO 22 R I, BT B T
o

“Access Profiles” (1j (EEXH#H) — O&—RIH w0V M EXHFIR.  “Access Profile” (V5 MEE M) 5RO LT
BRIE:

o “Console Only” ({XEHI &) — XAVHELZHI G . #EFE “Console Only” (L#ZH#IE) KWiTF HTTP M Telnet 21 (Hi%#: .
EANERME, IF AR .

“Current Active Access Profile” (HR] &3 AR ECH) — S Aldb FimshRA i vy in i 8 S0tk
“'Set Access Profile Active” C#7 R B SCAFR B WERAD — Wik e (¥ 9 e & S0k

1 “Remove” (B&) — M “Access Profile Names” (¥ MEREXHEZH) dIsL e (K15 17 L 8 S pk.
o CLEE — MiIERUE i C E S
o REHL — (REAVIIRECE SO

Ed i EEMIBRAE TR SRS MR B S

BRI E S,
1. #TJF “Access Profiles” (i REEEICH) T,
2. fE “Access Profiles” (i WEE M) FBo ik e—A Vi i E At
3. ML “Set Access Profile Active” (H1)j IFIFS B SCHER B ORESIRA) SILIE.
4. i “Apply Changes” (MBER) .  REUEHIE V)b il E SO,

TS0 1A T S

U B SRie 2%, Pl TR UMAR 62k . WA FR vk, Be 2B, R 1P Stubik AR 440805 L S U 4 A B [0 B T DA b R ARV P AT 5 B
o HUNMRSER S E T B E SR B IG -

L5 SV v e SO, 1
1. #FF “Access Profiles” (i REEEXCH#E) .
2. Hiifi “Add Profile” (GRIMMEXH) . R4UKEITH “Add An Access Profile” (¥R WECE X)) T .
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Apply Changes
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“Add An Access Profile” (Zmis @EECH) il a7 E:
1 “Access Profiles Name” (V5 HELE X HEAHR) — & e 37 HUUH Uy il e B S0

1 “Rule Priority (1-65535)" (FLMWHiAkHK [1-65535]) — Fn#llfkiedk
CEADL S TEBTC B SO P AT i 28 — 20D o

1 “Management Method” (BFBIF¥E) — R e T VI B S k. RIS BUE G-
o “AI” (i) — XK B ks R & Vs IR &S
o “Telnet”— F/WKHI Telnet 214 Bl 2 17 1 e B S04
o “Secure Telnet” (&4 Telnet) — F/Ri§%4 Telnet 2154 £ Vs 1) AC & SC 4.
o “HTTP"— FiR¥ HTTP &ifis e 2 v i e H 3.
o “Secure HTTP” (%4 HTTP) — FRpii4a: HTTP iH7Ro 2 Vi i F B 3.
o “SNMP”— £k SNMP £:ifi4ric % U il fic & S0 -

1 “Interface” (BH) — feERAMMMEEN. TN TBREQHE:
o “Port” (WA — RGN, JHHRAHE LT 5 R HC B SRR E i .
o “LAG"— FR¥EIN LAG, JFHZANME LTV RIRLE CAFIAE LAG.
o “VLAN"— R0 VLAN, JHRRHGE T ViR B SRR E VLAN.

1 “Source IP Address” (J§ 1P #isk) — FoR{E S RMITA B R 1P k.

1 “Network Mask” (R&EH#G) — R R TTACIHEE 1 25 HERD .

1 “Prefix Length” (B KE) — Fx{ERANITR MRS KE.

1 “Action” (84E) — & ER RS IMNEIE. RN FBUEEE:
o “Permit” (%) — FVFXE Lk AT E .
o “Deny” ($E4E) — ELARSE LAHE DT E YT

3. EX “Access Profile Name” (i HE2 B &5 TE.

4. EX “Rule Priority” (BUINUME%EZK) - “Management Method” (B FE:) « “Interface” (¥O) . “Source IP” (¥
IP) . “Network Mask” (M#&#) . “Prefix Length” (BT KE) fl “Action” (#4E) FE.

5. i “Apply Changes” (MAER) . REFRNBTHIVIHCE A, HEH &,



BRI A U7 R E SR,

Ed . WZ0E B — S MNA REFF R A5 5 U i e BB SO (R DT R
1. #JF “Access Profiles” (3} HEE3C:) T,

2. Hii “Add Rule to Profile” CHHMBMEBRE M) . REHKITIF
“Add An Access Profile Rule” (¥Rini5 IHERE SCAH N i .

Add an Access Profile Rule

Refresh

Access Profile Mame

Priority {1-85535)
Management Method All J

[ Interface " Port I_L’ CLAG l_;, AN I_L,

- 0.0.0.0 e
™ Source IP Address | [ X) HEORC sk ( )
 Prefix Length I (4

Action IPermit 'l

Apply Changes

Ty 16 il B SRR U TR

“Add An Access Profile Rule” (Zn7 FEE AU TS LT 5B
1 “Access Profile Name” (Vi IR B X4 — £oRV7IReE 4R,
1 “Rule Priority (1-65535)" (AMMREH [1-65535]) — KMk,

1 “Management Method” (BRJIE) — R hIe L1 Ui B SO B,

A REM T BB B

o “AI” (Fif) — XK ITAEE LSRRV B E SR, A ey 1A EC B SCAR I mT LGP P A B3 1R B

o “Telnet”— F/rffir Telnet 2R EVI MR E . A MY IR ESCIFRI /T AEH Telnet & 7417 Il B4

o “Secure Telnet” (%4 Telnet) — K z4e Telnet LG ECE VT IFECE SCIE. AT 7 il B B SO F P mT LA A 22 4

Telnet & 71k Vi 0 &%

o “HTTP"— /¥ HTTP &ifisrFe 2 v il B B S0k A ey 1) i B SCHR P el DU HTTP 3 85V ) ¥ 4

o “Secure HTTP” (&4 HTTP) — Fl%sd: HTTP 0B A U LB SCfE.  HA Uhvs il B SO a DU 22 4 HTTP &

BEIT VTR B

o “SNMP"— Z/x SNMP il BB V7 MIBCE M AF. AT Uy RS E S A AT BLE . SNMP 7 HIL5 7 1R BE o

1 “Interface” (BH) — fREENANNMIED . WTREMTBUE A

o “Port” GfiO) — TR g, I HRENIE T U E SRR E i .
o “LAG"— RN LAG, FFHiEKNHE LT Vil & CHREE LAG.
o “WLAN"— F/REMN VLAN, I H & 35e 3T U5 i fl B SO 42 VLAN.

1 “Source IP Address” (J& IP #ihk) — Fopfs S AMILE R CE 1P Mk,

1 “Network Mask” (FY4H885) — o fe B R ITECAHE 1 2 Y .



1 “Prefix Length” (BIZKE) — (s B RMITE M AT K .
1 “Action” (BAE) — EUEHL ARSI ERE. RN FBIERRE:
o “Permit” (W) — FuVrExhE I OB TE ET I o
o “Deny” ($E4) — JHExE Lk AT E 1.
3. &N “Access Profile Name” (i A& X#£H) FE.

4. EX “Rule Priority” RN %SK) - “Management Method” (FEF¥E) .« “Interface” (DN) . “Source IP” (|
IP) . “Network Mask” (M#&#m) . “Prefix Length” (RIZ&KE) fl “Action” (#E) FE.

5. i “Apply Changes” (LI . REKHMMN, FFEHBAE.

EHEERE RN, -

Ed #: “Profile Rules Table” (BEEITHFIIZR) oML SR My JEH H 0. 5 BLAL 75 DU AL A6 MU 4 1 B 38— A N o

1. #7F “Access Profiles” (35 FIEE 30D T,

2. Hifi “Show All” (&FRR) . REUEITI “Profile Rules Table”
CHE & AR R T

Profile Rules Table

Attribute Value
Access Profile Mame

Interface Rule Priority Manageme Source Prefix Action Remove
Method IP Address Length
1 A =l |Permit =] T
Apply Changes
e B SO R T

3. i “Apply Changes” (MAEXK) .

FEMERFR, 37

Ea v SR TR, NITC R SOM AL BR AR R

1. #JF “Access Profiles” (3§ HEE B34 T,

2. Hik “Show All” (£FBR) . RYKITH “Profile Rules Table”
(EEE SCARA IR T

3. fE “Profile Rules Table” (FgE XM M) TE ks — &Ml
4. EH “Remove” (IR ) SikHE.
5. Hili “Apply Changes” (RMAEXD - REMMIBRMN, HEHLE.

R CLI fir & s XV L B 30 fF

NRMAE T HT&E “Access Profiles” (P BB 30 T R BRI CLI wd.



CLI 4

BB

management access-list %45

SR TEBRIVIR IR, FFEAATRE
I I S RIS

permit [ethernet 15 | vlan VLAN ID| port-channel 5] [service JIi%]

N RS 1 51 B B i 1 S VR A

permit ip-source IP itk [mask # | #1441 )¥] [ethernet #1105 | vlan VLAN ID |
port-channel 5] [service fik%]

A BV 1] B 3 132k 5 PR B 9 1 i )
KA

deny [ethernet #1105 | vlan VLAN ID | port-channel %5 ] [service JIt%]

SRR TRV 1) B 3 R S FR A B 9 L o
FIEE PN

deny ip-source IP Htht: [mask #i5% | #i%K %] [ethernet #1%5 | vlan VLAN ID |
port-channel 5] [service fik%]

DN BV 1] B 3 132 5 R R 9 1 e )
4

BRI

management access-class
{console-only | %/}

SE SCHEBAN U 17 51 2 FIAE i s A BRI 2 -

show management access-list
475

SORTE BN BT [ 13K

show management access-class

SR R IR R HIE R

VLR CLI %54

Consol e (config)# managenent access-list mist

Consol e (config-macl)# pernmit ethernet 1/el

Consol e (config-macl)# pernmt ethernet 2/e9

Consol e (config-macl)# deny ethernet 1/e2

Consol e (config-macl)# deny ethernet 2/el0

Consol e (config-macl)# exit

Consol e (config)# managenent access-class nist

Consol e (config)# exit

Consol e# show managenment access-1i st

nist

permt ethernet 1/el

permit ethernet 2/e9




I (Note: all other access inplicitly denied)

Consol e> show managenent access-cl ass

Managenment access-class is enabl ed, using access list nlist

5E LB AERS B SO

“Authentication Profiles” (HiFHE2E SCAR) THIE W 458 B ] DO BB A P SAIET 7. P SRIEn] i LR J7 30T
" N: ]
v BN AR S5 A%

Al LR P BHIE R E 9 “ None” () .«

PP B IR T e BB AT . BN, SR “Local” (A#s) 1 “RADIUS" &I LS, MSEEAMBEAT U IAE. W S AH 300 A
%%, M RADIUS R4S #%#E4T H 2 B0AIE

AR IR AR P IR, A P — Nk k. EHHF “Authentication Profiles”
(B EME B 304D U, i

v R T “System” (RSE) >“Management Security” (S %4 {F{) >"Authentication Profiles” (BiFEEE M) .
REG44THF “ Authentication Profiles” (WEREEE X #F) Til.
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176.210.1.1 Authentication Prafiles

= Home =
- System Authentication Profiles
General

Logs

IP Addregsing
Management Add Show All
- Access P

- Authentic
- Select A
- Local Use
Line Pass

rint Refresh

Authentication Profile Mame MNetwork Defaultj

S_NMP Authentication Method
iléiahr':?;;g;; Optional Methods Selected Methods
Switch

Metwork Sect
Ports
Address Tabl
GARF
Spanning Tre
WLAN

Link Aggrega Remove [

Laocal

1

i

Multicast Sup
Global Pa

- Bridge Mu—

- Bridge hu

- IGMP Snc

Statistics/RMOM

Table Wiews &

> L <
6 e B 3O 44 T

Apply Changes

“Authentication Profiles” (I FERE SCH) TS LR k55 %

1 “Authentication Profile Name” (¥ UERC B CHAHR) — SoRH € UIRIE VAR, SHF LT E:
o “Network Default” (% ERIE)
o “Console Default” (%4 R\E)

1 “Optional Methods"” (FI#EF¥E) — FIH T HFARIE . ATREMEIEES:
o “Local” (M) — FIRTEARMBATIONE . VAWK A 4R DO ATI00E .
o “None” (&) — FRAUEATH FEIE.
o “RADIUS"— #/R7E RADIUS IR%5# 1347 HI F10E .
o “Line” (£RE) — TRl LR EGUEATINE.
o “Enable” (BH) — FRMEHEHEMHHTINE.

1 “Selected Methods” G k) — FoRiksE M5IE % R .

1 “Remove” (JIE) —M “Authentication Profile Name” (I ERE B SCH:GFR) 5113 P i ik 52 (0 36 E e 8 S0 1
o BHEEL — MERIGIER B .
o ARIEEL — TREFIGIEACE M.

LR PRISUFRC B, 1
1. #TH “Authentication Profiles” (MiER:E ) .

2. fF “Authentication Profile Name” (XiEft B X)) 7B G — i E et



3. Sk BRI AT TV
4. #ili “Apply Changes” (EFTER) . I/ IUERCE AT BT B % 4

B INGEUE BT B S, 1
1. 4TJF “Authentication Profiles” (HiFA 8 ) T .

2. i “Add” GBI o RTINS R 2 B SRR U

Refresh

Add Authentication Profile

Frofile Mame |
Apply Changes
I AT SR &L ]
TH B B A% iR B e -

1. 4TI} “Authentication Profiles” (MRt B CH:) TH.

2. Hif “Show All” (£BBR) . RLKITIT “Open the Authentication Profile” ($TFFIFR & SC ) Tif:

Show All Authentication Profiles

Profile Name Methods Remove
1 MNetwork Default  Local =
2 Console Default  MNone i
3 Dl Radiug; Local; Mone |
Apply Changes
B UF A B SO TH
T R 6 T B SO

1. #TJF “Authentication Profiles” (HuFft 8 XfF) Wi .

2. i “Show All” (&¥BR) . RLHITIT “Open the Authentication Profile” ($TIFRIFELE X ) Wil .
3. SRBRIATRE B SR,

4. kI “Remove” (MIER) SEikHE.,

5. #Hili “Apply Changes” (BAEXD . REUKMBREALELR & .

fEF CLI 4B iFm B S04

TERMIETHTAES “Authentication Profiles” (I6iFREE 3C#4) i R 7Bk CLI .

cLI % B




aaa authentication login
{default | FIRLHT 4k 1 [k 2.]

LU= Reemd Sall

no aaa authentication login

{default | 7E 4K

T3k 2 S B I P L S

LA CLI i 454 -

Consol e (config)# aaa authentication |ogin default

radi us | ocal

Consol e (config)# no aaa authentication |ogin default

2 B UE RS B SCAF

FE SCHAIEBC BSOS, TR LR 56 IR G B SRR B L IR vk .
. BT “Management Authentication” (EHEIGUE) Ui, i#:

Dell OpenManage Switch Administrator

= Home =

176.210.1.1

Select Authentication

enabl e none
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Bln, ATRVHIIE kAR 1 RIEER G R, RRIETESIR 2 R Telnet

MK BE “System” (R4 >“Management Security” (FHZ£F1) >"Select Authentication” GEBERIE) . R4
EATIE “Select Authentication” GEEWIE) i .

- System

Authentice
Select Au
Local Use
Line Pass
Enable Pz
RADIUS

- Advanced Se
Swi

Global Pa
Bridge Mu—
Bridge Mu
IGMP Snc
Statistics/RMOM

: - Table Wiews |+

EFERAE WH

“Select Authentication” CGEBRIE) T &L 7B

Select Authentication

Print Refresh

Console

Console Defaultj

Telnet
Secure Telnet (35H)

Metwark Default =]

Metwark Default =]

HTTP
Secure HTTP

Local

Local

Apply Changes

Lelle

“Console” (#E#&) — LMTRIERHG M NRIERE M. 78 “DRESIERCE A" AR T RIERCE KA. AP LU



RIS IR B SO e T Bl (HARBEM B AT SR . T XA B AR A 4%
o “Network Default” (/% B3RI\E)
o “Console Default” (¥4 & BRiAME)

“Telnet”— S R FIAE Telnet HF (EOIFACE SCIF. 76 “APRCIGUERC E A" AR T 3R UERC B SO e AR R AR R 3t e
WG B SO TUE SCFBUE . (AR REMBRIX P T0E SO TE U5 BUE A48 -

o “Network Default” (FERA{E)
o “Console Default” (4|4 SRi\E)

“Secure Telnet (SSH)” (%4 Telnet [SSH]) — &M TWIE SSH A/ MIRIERCE S F. “ahA BT (SSH) R4t T 54
M A e, SSH i SSH & P i il AR 5B & Mg AN i, 18 “ IR0 b e & 0" A T SRAE RS R I 4T .

“HTTP”— SorflT HTTP UiRIINIRIE k. FTREM B -
o “None” (F&) — FRBEAMT HTTP U5l 150 UERC & 01
o “Local” (&M) — FRTEAMIELT HTTP 4k,
o “Radius”— F/s{E RADIUS Jlg s LitAT HTTP Wik, JEH ARV HTTP i

o “Local, None” (FM#, F6) — FRSFErEAMBEST HTTP WiE. WA RMURIE S, WA HEER 2, JF ARV HTTP U
7o

o “Radius, None” (Radius, &) — FRJ7E RADIUS fi4sas Liktr HTTP $ik. R HIRIE 7, WASRED Ml RADIUS %
o

o “Local, Radius” (4#i, Radius) — FpRGAEARMBET HTTP I6iE. Wt RADIUS RS A$IGIER /7, MIASHFH /- ot e R4S o
WA RADIUS IRF#AREIIEEH L, W HTTP ik piak k.

o “Radius, Local” (Radius, A1) 6 &/R57E RADIUS k454t LitAT HTTP B0iE. WRAREVIH RADIUS flig54%, HTTP & iH7E
AHFATIOUE . R HTTP SUEAREEAMIGE, W HTTP &1k pizkil.

o “Local, Radius, None” (##h, Radius, ) — F/RGIAEAMBEAT HTTP 31E. WURAMEHRPE N2, N RADIUS %5 25K 50IE
7%k, WRAREVT RADIUS fi%54%, W AYFET HTTP &if.

o “Radius, Local, None” (Radius, &, T.) — #/R5E7E RADIUS 4548 1T HTTP BiE.  WRAAEV I RADIUS %5 %¢,
HTTP S1EMEAMBTIUE . WURAH B o, W ARVFET HTTP 1.

“Secure HTTP” (%4 HTTP) — fREM T%4 HTTP Uil M IERC 8 CF. W REN FZ B AH 45
o “None” (o) — FRAH T %4 HTTP Vil SR UERC & SCAF
o “Local” (AMh) — FRTEAMMEAT %4 HTTP IiE.
o “Radius”— FFfE RADIUS i % 1 #H47424 HTTP Wi,

o “Local, None” (A, Jo) — FRFGEAMBMITZA HTTP Wik, WRAMBIEE A=, WARMHIIET %, IFRVFE#TE4 HTTP )
8

o “Radius, None” (Radius, &) — H/RJE1E RADIUS flRés#s kAT 24 HTTP Biif. WGV RADIUS R4, WISRAEH 5HE Ty
%, JERVFIT 24 HTTP Vi,

“Local, Radius” (A, Radius) — FRGFEAMMITZE HTTP Bk,  WRAEIRFE N, WH RADIUS IRS#IEM . Wik
RADIUS k4528 AN BESRAE T HE 7, M4 HTTP il adtit.

[e]

“Radius, Local” (Radius, 4#l) — F/R5EFE RADIUS fRj45#: EitAT %24 HTTP 5iif.  WREAREVIR RADIUS %5 8%, KTEAHIGIE
A HTTP i, WR%e4 HTTP LU ARETEAMIGIE, W24 HTTP Sk piztil.

o

“Local, Radius, None” (i, Radius, J&) — R/RGIEARMPITZ4E HTTP 5iE.  WRAMBIEE A7, W RADIUS Mg A4 50 0E
M. WA RADIUS RS2 AREV AR EE, W VT 24 HTTP &if.

[e]

o “Radius, Local, None” (Radius, A, o) — F/R%G1E RADIUS K% 5% FidkiT4¢4 HTTP BiF. WHERAREV M RADIUS RS 2%, 4%
FEAMIGUE 224 HTTP 216, WERAMEGE A=, WRVFIET 24 HTTP &if.

B IAE YIRS T4l & 21, 1

1.

2.

{TIF “Select Authentication” (EFERE) 7.

7t “Console” (&Ml &) FBAiES— /NG IER & S



3. Hifi “Apply Changes” (MHEH) . =il &S\ — AN RIES % .

FURIIERCE SO T Telnet 24, 1
1. TJF “Select Authentication” (GEFERF) 7.
2. 1 “Telnet” 7B ik — A0 IERC & 0.

3. Hifi “Apply Changes” (MHEH) . Telnet £ifH /il —MNMRIESI K.

EGITERC B SN %24 Telnet (SSH) 41, ih:
1. #JF “Select Authentication” GEERIF) T .
2. f£ “Secure Telnet (SSH)” (&£ Telnet [SSH]) FB A iLE#HF—NRIER B 1.

3. Hifi “Apply Changes” (M ERK) . %4 Telnet (SSH) 15l o Bt — NSk id & 0

BN HTTP 2 iE 5 BLsEIi T, -
1. {TJF “Select Authentication” (GEFEERF) 7.
2. fE “HTTP"FB ik — MNIEIT .

3. Hifi “Apply Changes” (MHEH) . HTTP Lifa /il — AN IRIENT .

BN L HTTP 2 1E S BLSAEIY, 1.

1. {TJF “Select Authentication” (GEFERF) 7.

2. 1f “Secure HTTP” (&4 HTTP) FE ik —/MRiENF.

3. i “Apply Changes” (MHEE) . %4 HTTP Silig4i /il — N IET .

fER CLI <4 Be Vs 5 3 UE R B 3O A 503 UE IR

RS T HTAE “Select Authentication” GEBERAE) Uil R 7 BRI CLI .

CLI 4 L]

enable authentication [default | ZIF& 4] | e NZFE Telnet S Hil &GV 1) 58 mBUR % 3 A 56AIE 75 22514 o

login authentication [default | 7% 4 7] R Telnet Bl & 18 S IIE LS.

ip http authentication € HTTP RS EMIRIET 2.
ik 1 [ 2]

ip https authentication FRE HTTPS RS & MRHIE 7% .
ik 1 [k 2.]

show authentication methods R RIGIE T EIE R .

LT A& CLI #4525 -

Consol e (config-line)# enabl e authentication default

Consol e (config-line)# | ogin authentication default



Consol e (config-line)# exit

Consol e (config)# ip http authentication radius |ocal

Consol e (config)# ip https authentication radius |ocal

Consol e (config)# exit

Consol e# show aut henti cati on et hods

Logi n Authentication Method Lists

Def aul t: Radius, Local, Line

Consol e_Logi n: Line, None

Enabl e Aut hentication Method Lists

Def aul t: Radius, Enable

consol e> enabl e: Enabl e, None

Li ne Login Method List Enable Method List

Consol e Consol e_Logi n Consol e_Enabl e

Tel net Default Default



SSH Default Defaul t

HTTP: Radius, |ocal

HTTPS: Radi us, |ocal

RE LA Hi P 09 R

“Local User Database” (AP EARE) TUHAE MGG LUE SCH . ZEMyRgal. FnR2aasd 16 M ERF.  ZE4TIF “Local
User Database” (Z<#if ) $#E B wiifi, i#:

v ERFLE ST “System” (R4E) >“Management Security” (B %4£FH#) >"Local User Database” (A HiFE) .
ZE44THF “Local User Database” (Z&# /A #HI\BE) Wi,
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176.210.1.1 Local User Database

= Home =

H Local User Database

Print Refrash

IP Addressing
anagem Add Show Al
Access P
Authentics
Select Au
Local Use
Line Fass
Enahle Pz Access Level 1 vl

RADIUS : P ——
B SNMP Passward (Alpha Murmeric) {1-18 Characters)

[ File Managen Confirm Password I

Advanced Se

User Marme hd

Remove [ |

Apply Changes

Global Pa
Bridge Mu—
Bridge Mu
IGMP Snc
Statistics/RMON
- Table Wiews +

4| I *
23 PR e PR T

“Local User Database” (A< Fi /" 548 BE) UL & LT B
1 “User Name” (FIF &) — G&HFMHIE.
1 “Access Level” (FRZHD — #HEA OV RSN . THREAERE:
o 1E 15— RpHAPMUIHG.  “1"RREARKIH U5 200 .

1 “Password (Alpha Numeric)” (B [FREFE]D — BEHIEW. FBERHK *xxxxex,



1 “Confirm Password” (BAER) — FAf @ XFEE. FRAEIDRRN *xxxrxx,
1 “Remove” (HKB) — M “User Name” (AP E) FIEFMERH .
o B#HL — M “Local User Database” (/S %o B ThmiBskEs e .

o RikHL — {#¥ “Local User Database” (A #idiii) FIfH .

TN P T AR, i
1. #TJF “Local User Database” (A= 4% %) .
2. fE “User Name” (FIF &) FRHIEFE— M.
3. EX “Access Level” (JiHZH) fl “Password” (HBE) FE.

4. Hid; “Apply Changes” (HERD .  REuH e ST P U5 I ARAIZERS, JESEHTR 4.

ShE i
1. #TH “Local User Database” (AHuFH P $3#EEE) 1.
2. B “Add” GFMD . RGBT “Add User” (FFRMMA S TUH:

Refresh
Add User
User Mame
Access Level (0-15) 0 'l
Password

Confirm Password |

Apply Changes

&R W

3. EX “User Name” (FIFF4) . “Access Level (1-15)" (Vi &%) [1-15]) - “Password” (&) 1 “Confirm
Password” (BINEB) 7B, e MR

4. Hdi “Apply Changes” (MIEBD - ARG e SCHM, JFERdH.
BRORAMAI AR, i

1. 4TJF “Local User Database” (AH:F P $iEE) TiiH.
2. Hi; “Show All” (&WBR) . RLHITIF “Local User Table” (A#F %) Wif.

Local User Table

User Name Access Level Remove
1 L
Apply Changes

3 R T



BMBRA T, i
1. #7F “Local User Database” (AHiff /) Wil.

2. ik “Show All” (£#ER) . RZEHTIT “Local User Table” (AMI %) Hiik.

3. EE-HPE.
4. EHL “Remove” (HIER) HikHE,

5. Hiifi “Apply Changes” (RIFIREH0) . REUKMER, FFEHBE.

M CcLI & EMS

RS THTAE “Local User Database” (Z# I #3#EE) Tiifi b Los 7B CLI .

CLI 4

W

username ## [password #i4] [privilege %il] [encrypted]

HALET P AR RS-

DL A& CLI #ir 454 :

Consol e (config)# username bob password |lee privilege 15

5 LR TG

“Line Passwords” (ZRB§&H5) Tl /9244 45 H0E 3 AT LASE SR FE 5 VA IR 28 26 5

Passwords” (Z§#B) i, i4:

v ERPE ST “System” (&) >“Management Security” (S %4 {F$) >"Line Passwords” (R #G) .

“Line Passwords”

(REREW) T,

EiEREZAAE 16 N FF. EHTIT “Line

RYUHATIT
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176.210.1.1 Line Passwaord
= Home = .
B System Line Password

General Print Refresh

Access P Password ICunfirm Password

Authentics Line Password For Console |

Sellmi Line Passward For Telnet I
Local Use
Line Pass Line Passward For Secure Telnet I

Enable Pz
RADIUS
SHMP Apply Changes
File Managen
- Advanced Se
El- Switch

Ha GARP

Global Pa
Bridge Mu—
Bridge Mu
IGMF Snc
Statistics/RMOM

Table ¥iews |«
: Lk _>l_|
2R B R TUTH

“Line Passwords” (###/) it 4ol FFE:
1 “Line Password For Console” (¥#l & MIGE BIL) — 10 iliik bl G 2 i i AR,  BIE Rl *xorser,

“Line Password For Telnet” (Telnet ¥ L) — i@ Telnet £ ifVin WAL R, BIGEIRA *rxrtrx,

“'Line Password For Secure Telnet” (&4 Telnet M&KHEE) — Tl c4e Telnet 5V B A NLHEL, HHERN

kok ok kKKK

B R B SRR IR TR, 1
1. #7F “Line Password” (£ %85) .
2. EX “Line Password For Console” (i & LR ®E) 7K.

3. i “Apply Changes” (MAEMR) . RGUFE Lk 621G LH %,
FFE B

HE X Telnet & iKMIZ& I HI, 1.
1. {TJF “Line Password” (B2 Tl .
2. &3 “Line Password For Telnet” (Telnet & %15) 7B

3. i “Apply Changes” (MAER) . FREukE X Telnet £ifi Lk %1,
FEFRAE.

B X4 Telnet £if ML, i:

1. #JF “Line Password” (£ %8%) Wi .



2. X “Line Password for Secure Telnet” (‘&4 Telnet (£ 3E) Fk.

3. Hifi “Apply Changes” (MHEK) . R4UKE %A Telnet SiGHILHBFEN, FHEHE.

fER CLI fir &80 % £ 3 Bh5

THRMETHTHEE “Line Password” (LH#H) T SR K 7B CLI @4

CLI 4 P B
password %1% [encrypted]| #§& 4% L.,

PLTF A CLI 54 sz .

Consol e (config-line)# password del |

5 X JE G

“Modify Enable Password” (&5 Bi5) Tl LA B A # Y, DAEshix . RyemeRmiEniin. 4 “Modify Enable
Password” (#&EUs i &) W, ib:

v ERHLE ST “System” (REE) >“Management Security” (B#%4£FH) >“Enable Passwords” (JEH%E) . REHIT
F “Modify Enable Password” (&3R8 A %E) 7.
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176.210.1.1 IWodify Enable Password

»

= Home ]
- System Modify Enable Password

- (3eneral

- Logs

- P Addressine

Management

e
=

int Refresh

Authentics Select Enable Access Level o -
Password
Local Use
Line Pass Canfirn Password I—
RADIUS
FH-- SNMP Apply Changes

- File Managen
B Advanced Se
Switch

- Metwork Sect
- Ports

- Address Tabl
- GARP

- Spanning Tre
- WLAN

- Link Aggrega

- Table Yie

WS e
13

& WU P RS TTE

“Modify Enable Password” (B8 &) T & LR 7B:
1 “Select Enable Access Level” GRS — $8E 5)8 FHBTEARRB U7 7 205 -
1 “Password” (FHE) — FRHMAEM, BGERN wrxxxxx,
1 “Confirm Password” (FHAEE) — MHKE %M. MIAEEERN *eexx,

TLSE SCHT IR A S, 3 -

1. #79F “Modify Enable Password” (&858 F#H) b .
2. EX “Select Enable Access Level” GEFEBAMEZLED . “Password” (#E) il “Confirm Password” (HIAEL) T&.

3. Hid “Apply Changes” (BB - ARG E SCHIN G #65, HFEH&.

iR CLI fr &8 B H %Y

TR THTEE “Modify Enable Password” (&8s B 15 ) Tl S i 7 B CLI 4.

CLI # % L
enable password [level %51] %14 [encrypted] | 8 A<t 5% LAzl FH - AUBRR 25 5 i 05 0 o
show users accounts TR A I PE S B




LA CLI fir 4524 -

Consol e (config)# enabl e password | evel 15 dell

Consol e# show users accounts

Username Privil ege

Bob 15

Robert 15

B E RADIUS 2RS¥

EFEAER A RS (RADIUS) AR4S#5 MR AL T BN ze 4 f97.  RADIUS Mi45#5 UL FiRAES T 88 A 2N B0 AIE J7 7«
1 Telnet Vi
1 Web i1

v A A AL

ZHHF “RADIUS Settings” (RADIUS #8) Ui, i#:

v TEMPLET R “System” (R4E) >“Management Security” (B Z4{#H) >"RADIUS”. ZZ4H4TIT “RADIUS
Settings” (RADIUS #8) Hif.
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176.210.11 RADIUS Settings

= Home =]
- System RADIUS Settings

General Brint Refresh
Logs
IP Addressing

htanagement Add Show All
- Access P

- Authentice
- Select Au

- Local Use
e IP Address hd

- Enable Pz Friarity (1-65535)

- RADIUS I—
SHME Authentication Port 1645
B File Managen Mumber of Retries (1-10) |3
He- Advanced Se :
& Switch Timeout for Reply (1-30) |3 (Sec)
- Metwork Sect Dead Time (0-2000) IEI (Sec)
Fort :
Azd:sess Tabl Key String (1-16 Characters) I {Alpha Numeric)

GARP Source [P Addrass o e
Spanning Tre
WLAN

Link Aggrega
. LACP Par Default Parameters

- LAG Mem Default Timeaout for Reply (1-30) |3 (Sec)
Multicast Suf

Glohal Pa Default Retries (1-10) |3
- Bridge MU Default Dead time (0-2000) ID (Sec)
- Bridge Mu

IGMP Sne Default Key String (1-16 Characters) I
B Statistics/RMON Source P Address I AR [

L Table Views «
: _>l_| &

r
| »

w
A

et

o P T P
{Ef Rl R R RS,

RADIUS B WA

“RADIUS Settings” (RADIUS #8) Wit &l FFE:
1 “IP Address” (IP Hilit) — FREHEMRS A IP HibkislE.

“Priority (1-65535)" (4% [1-65535]) — FRMEHMMMLILH. FEEMHEN 1 £ 65535, i 1 Ropfmfied. Wik
T A 0 e 55 25 BT

“Authentication Port” (HiE¥ 0) — ARiRIIER . 363N 1 H T3IE RADIUS A 4% 235010 .

“Number of Retries (1-10)"” (E#XK$ [1-10]) — FREERMATLIEE RADIUS JIR% S MERIEMI L. wWREMFBUE N 1
% 10, BIMEN 3.

“Timeout for Reply (1-30)"” (E&EME [1-30]) — fREEEREREYIRE F— MRS BRI, BA5AF RADIUS AR5 % 5] & (¥ A
(DR AEAD o wIRERIFBIE N 1 & 30, BHAMEA 3.

“Dead Time (0-2000)"” (ERAK ) — fHERZEL RADIUS R ST RS R (B AL o JEEJY 0 £ 2000,

“Key String (1-16 Characters)” CGRBEFEME [1-16 MERKF]D) — KA TRIEMINZ %% RADIUS %5 %2 AATH RADIUS
BEFRBTARASR. T agons.

“Source IP Address” (¥ 1P #alk) — FoR&#& Vi RADIUS % #3mf A 1P dhhk.

DI 7Bs B T RADIUS [BRIAE :
1 “Default Timeout for Reply (1-30)” (BRRI\NEIE@IT [1-30]) — 5E@N 2 iii&5 RADIUS 5% %% 015 (0 BRA IR 18] CLARD J9 8
) .
Ed 7. tnEkiss “Host Specific Timeouts” (EFEEMN) . “Retransmit” (EFERXE) . “Dead Time” (& fr ) 5k
“Deny” (34 O, W4 REENHBEAFHL.

1 “Default Retries (1-10)” (BRAERUKHE [1-10] — HEAKKETEET RADIUS IR 38 1015 Kl te i A0 BRI KL



“Default Dead time (0-2000)” (ERI\fZ I [0-2000]) — fHEAZIE RADIUS 5% 28147 IR 55 R A BRI 18] CLARD A i
f7) . JEMlX 0 & 2000.

“Default Key String (1-16 Characters)” (RAXRBT TS [1-16 AT — XA TRIFAINZY%S RADIUS i %# 2 17
fiiH RADIUS A5 BRI RBE =7  i . hoRt = Ol

1 “Source IP Address” (¥ IP Hisk) — FRE& Vi RADIUS 45 A EAE I AIERA 1P ik,

#5E X RADIUS S48, if:
1. TJF “RADIUS Settings” (RADIUS # &) 7.

2. EX “Default Timeout for Reply” (BRINEIEMEI) . “Default Retries” (BRIAERKE) - “Default Dead Time” (BRilEH
R F1 “Default Key Strings” (BRIAREFZR#8) FE.

3. Hili “Apply Changes” (R . RADIUS ¥ E R4 EH 14 .

PN RADIUS k%545, -
1. #1Hf “RADIUS Settings” (RADIUS # &) 1.

2. B “Add” (D) . RGUKITHF “Add RADIUS Settings” (¥l RADIUS #8 ) Wifi:

Add RADIUS Server

Refresh

IP Address | (HKHA X
Priority (0-65535) |

Authentication Port |1645

Number of Retries {1-10) |3 (Sec)
Timeout for Reply {1-30) |3 (Sec)
Dead Time {0-2000) |0 {Sec)

Key String (1-16 Characters) |
Source IP Address |

Apply Changes

%N RADIUS [R& 2R E
3. EX “IP Address” (IP #iit) . “Priority” (fR5E£&) - “Authentication Port” (iEHR ) - “Number of Retries” (&
w¥) « “Timeout for Reply” (ER#H) . “Dead Time” (EAKED) . “Key String” (CGREFF /&) M “Source IP
Address” (3R IP Huht) FE.

4. il “Apply Changes” (BB - REKEFINHIY RADIUS R%5#, IFEH & .

R RADIUS R4 8ssl%, if:
1. ITJF “RADIUS Settings” (RADIUS # &) 7.

2. i “Show All” (&#BIR) . FREHKETH “RADIUS Servers List”>
(RADIUS BRE&8BFIR) V.



P Authenticati Humber of Ti Dead Priority Remove
Address Port Retries for Reply Time
1 | | I
RADIUS R %4 5 KW

EAE RADIUS & 3R HE, iF:
1. TJF “RADIUS Settings” (RADIUS # &) 7.

2. i “Show All” (&FER) .
(RADIUS FR&#5IK) T,

A5G44TIT “RADIUS Servers List”

3. &% “Priority” (%R .
M) 7B

“Number of Retries” (ERKE)

4. #i; “Apply Changes” (MBEK) . FREukiEik RADIUS 44 E, HEHEE.
FMBR RADIUS % 2351 % 1) RADIUS fli%s 3%, i4:
1. TJF “RADIUS Settings” (RADIUS # &) 7.

2. M “Show All” (£FEBR) -
(RADIUS FR&#5IK) T,

ZA4H4TIF “RADIUS Servers List”
3. 7 “RADIUS Servers List” (RADIUS fR%-835138) ik RADIUS li%5%%.

4. EH “Remove” (MIFE) HiktE. ZREKM “RADIUS Servers List”
(RADIUS fR&#5IEK) HlF: RADIUS %53

£ CLI #r4 EX RADIUS %3

TR THTAE “RADIUS Settings” (RADIUS #E) T+ S/RFBMER CLI /4.

“Timeout for Reply” (EZ@EH) =k “Dead Time"” (&t

CLI 4

L

radius-server timeout

Kgﬁﬁiﬁi%%%HE%%&EME’Eﬂ‘]%ﬁi}xﬂﬂ‘[‘ﬂl‘ﬂ

radius-server retransmit i3

TR A% RADIUS 55 28 EHLFIER B
IEL

radius-server deadtime &I [d]

e B LA s RS T P BRI AR 5545

radius-server key KHFEFFF

NS RADIUS IR A1 RADIUS
A5 B B BRI IR AE AN S8 7

radius-server host IP #ili [auth-port %ilFii [15] [timeout #i] [retransmit Hikk
%] [deadtime Z I A] [key K77 H] [source Ji] [priority /4]

%Ei RADIUS %% %% EHURBTA JEBR N 1%

show radius-servers

7% RADIUS R4 E .

VAR CLI #545:81:

Consol e (config)# radius-server timeout 5

Consol e (config)# radius-server retransnit 5

Consol e (config)# radius-server deadtine 10



Consol e (config)# radius-server key dell-server

Consol e (config)# radius-server host 196.210.100.1 auth-port 1645 tineout 20
Consol e# show radi us-servers

Por t

| P address Auth Acct TinmeQut Retransnit deadtinme Priority

172.16.1.1 1645 1646 3 3 0 1

172.16.1.2 1645 1646 11 8 0 2

EL SNMP &%

i B2 P BP0 (SNMP) -6 T —FhEFBRRZE BRI V. SCFF SNMP I8 Ak fF (RED)

SNMP ARERZES ] T BB A AR AR . RS RAEFPE U (MIB) HE L. MIB #2481 fREZHI AL . SNMP M 3UE LT MIB #US 1
M DA B T 383 0 2% 75 17 £ B Rk

%1 SNMP AL YT I AURR E 7 ) A A B A2 N SRR BTN, IRA Web [R5 SEHRACH RN 14k 577 8 DLESIE.  Z4TIT “SNMP" T,

TH:

v EMPLET T “System” (REE) >"SNMP”.  RLGUKITIT “ SNMP I .
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176.210.1.1 ShMP

SNMP

Click on the Component item to view its details.

IP Addressing c
Management Se ompongnt
SHMP Communities

Communities  1aps

File Managemer
Advanced Settin
Switch
Statistics/RMON
(R Cluality of Sewice

LT

SNMP I 1H

AAEEHTER SNMP IEE UGS, FaHFHT 8.
v E XA

v
5E X Hifg

RGUEH FOB AR AR R R s LA AR E B AR GRS MRS o SR E R,
ViR R . EITIF “SNMP Community” (SNMP Blfk) W, iF:

v ERER RS “System” (R4 >"SNMP”>"Communities” (Bf) . FREK4TIF “SNMP Community” (SNMP BfE) 5t
[118
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176.210.1.1 SHMP Community

= Home

B System SNMP Community

rint Refresh

IP Addressing

hanagement Se Add Show All
ShiMP

- Communitie
- Traps
Eéi;:ggjg;m: SNMP Management Station %

Switch Community String
Metwork Securit ﬁ
Fi Access Mode Fead Only
Address Tables
GARP
Spanning Tree Remove m
WLAN
Link Aggregation
- LACP Pararr
- LAG Membe
hulticast Suppo
- (5lobal Paran
- Bridge Multic
- Bridge Multic
- |IGMP Snoop
Statistics/RMOM
Table Views
RMON
Charts
Quality of Service
Global Pararnet:
- Mapping to Que

[ | 3|

Apply Changes

SNMP Hl% R H

“SNMP Community” (SNMP Bf&) G & LT 7B

1 “SNMP Management Station” (SNMP &#5K) — SR8 HEN 5 IP HhE51£.

1 “Community String” (BAERE) — HEMTHD, T 50000% 5 5 04 Rk i s .

1 “Access Mode” (¥j EER) — & LEAIYTEAR.  ATEEM = BRIE Q.
o “Read Only” (R#E) — FoREMVI RGN R 5, AGext FIASET .
o “Read Write” (£5) — FpREEY RGN, AU AR BT ES, EARGER BAIET .
o “SNMP Admin” (SNMP #&H) — KM P A VI I BT A B4 BRI L A2 2 1A AR o

1 “Remove” (BB — MEREIA. WRENZBE G
o BHE — MIEREIK.
o RIEM — {REBIA.

B SUHT AR, i
1. #TH “SNMP Community” (SNMP Hfk) .

2. i “Add” (MDD . RZGUKITIF “Add SNMP Community”
(B SNMP B .




SHNMP Management tanagement Station I O AID.000)
Comrunity String

Access Mode Fead Only vl

m SNMP Fit R i
k2T “SNMP Community” (SNMP Bif&) Tt 7B4r, “Add SNMP Community”
(B SNMP H#) TS5 LT 7B
1 “SNMP Management” (SNMP &) — 5 SNMP FRIE SUREARF e MG &, TR A I A, FRNFRERS:
o “Management Station” CEE¥E) — FoREHIA IP ik, {4 0.0.0.0 K8 fird & B .
o “AI" (BT ) — FRRERX T E B sUE X SNMP 4k

3. EX “SNMP Management” (SNMP & #) . “Management Station” (ZFH¥ES) « “Community String” (Bl/f&E&F&8) fil
“Access Mode” (JF AR FE.

4. i “Apply Changes” (MBAEXD . REKRAEHEIA, JFEHREE.
LR NTR BE,

1. 4TJF “SNMP Community” (SNMP B&) Tifi.

2. i “Show All” (&#ER) . REHETH “Community Table” (F##) Wik,

Community Table

Refresh
Management Station Community String Access Mode Remove
1 Read Only j u
Apply Changes
B 4 R T
MR, 1

1. 4TJF “SNMP Community” (SNMP Bl%) T .

2. i “Show All” (&FRR) . REHETHF “Community Table” (B#%) Wi,
3. {£ “Community Table” (H#&R) $ikfFE— Rk,

4. W “Remove” (JE) SitHE.

5. i “Apply Changes” (MAEBR) . RIMMIREIAKH, FHEHRE.

fEH CLI 4 EER &

FEME T HTEE “SNMP Community” (SNMP B4 ) 54 SR 7 B2 CLI fird .

CLI x4 VLA
snmp-server community F£F . [ro | rw | su] [IP #iht] | 3 & Bk R 755 5 LU vt SNMP B k47 i il




show snmp #E SNMP EEIPRE.

VLR 2 CLI #545:8:

Consol e (config)# snnp-server community public su 0.0.0.0

5E I B

7E “SNMP Trap Settings” (SNMP (BB ) TUEH, ol DUS A EEE B &K% SNMP [EEFEGEMITIRE.  Z4TIF “SNMP Trap
Settings” (SNMP BBFRE) Tm, i#:

v TEMLET T “System” (R4E) >“SNMP”>"Traps” (F&BF) . Z%¥%3THF “SNMP Trap Settings” (SNMP MBF#%E ) 7.

3 Graham Web Management Interface - Microsoft Internet Explorer - [Working Offline] ‘» = | Ellll
J File Edit Wew Favorites Tools  Help |
J GBack + = - ) 7t | Qhsearch  [GElFavortes £ #History | BN S B | |JLinks 2%
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176.210.1.1 SHMP Trap Settings
= Home
- System SNMP Trap Settings

Print Refresh

IP Addressing

Management Se Add Show All
ShMP

unities

File Managemer  ope T, P
Advanced Settin e nahle x|
Switch Authentication Trap Enahle x|

Statistics/RMOM
B Quality of Senice

Select Recipient IP -

Traps ShIkP %1 'I

Community String

Remove [ |
Apply Changes
Fi—— B
|@ Cone ’_l_lg My Computer i
SNMP F& B B R

“SNMP Trap Settings” (SNMP [gBF&E ) 74 LN 7B
1 “SNMP Trap” (SNMP F&BE) — BHK SNMP FEBFa SNMP 381 AS 3 bL &% 3 O I FEPHEZIE & TRER T BE s
o “Enable” (FH) — RWRIE SNMP [EFE SNMP @41,
o “Disable” (Z5H]) — {FILRIEFTH SNMP FEBk.

1+ “Authentication Trap” (BUEFE) — BAERIEAIINE SNMP BB ISE] CoE SRR . PTRER S B B 4%



o “Enable” (GH) — RVFERIERMIS KL SNMP [EH.
o “Disable” () — ZSILFERIERMES K% SNMP &
1 “Select Recipient IP” GEFERE % IP) — fHEMPIAERIN 1P Hhll.
v “Traps” (B&BF) — 58 Ri& 3% E RO & MIEBEET.  FTRem 7 BUE A4
o “SNMP V1"— FIRJik SNMP A 1 Ff.
o “SNMP V2c”— K% SNMP hiiAk 2 KBt
o “Disable” () — #ILIRPIGERI B % .
1 “Community String” (BfEFRFE) — FRIRFEPHE LSS EA T /8
1 “Remove” (&) — Mk “Trap Manager Table” (MEBFEFHEBER) M%H.
o BHEEL — M “Trap Manager Table” (JEBHSHEE) 4H.
o REHWM — {£¥ “Trap Manager Table” (MHHEFHBHR) &H.

BAEW A LA SNMP BaBE, -
1. TJF “SNMP Trap Settings” (SNMP B E ) 1.
2. {t “SNMP Trap” (SNMP KaBf) THizl& ik “Enable” (B »
3. JEX “Select Recipient IP” (FE#FBEUER L IP) « “Traps” (F&BE) #1 “Community String” (BIEFRE) FE.

4. #id “Apply Changes” (AR . REWERHE LEMH SNMP Bk,

BAE WA L FHREREEE, 1.
1. #77F “SNMP Trap Settings” (SNMP F&EBF & ) 7.
2. fE “Authentication Trap” (BEREBE) FHislEF & “Enable” (BH) .
3. EX “Select Recipient IP” GEFEWRE IP) . “Traps” (JaBF) A1 “Community String” (BUAFRFH) FB.

4. i “Apply Changes” (BEFIEB) . REUKAE B L8 FIRAERHE.

TEANINHT B R R A, T
1. #T9F “SNMP Trap Settings” (SNMP B&BE#HE ) 7.

2. i “Add” (B . RS “Add Trap Receiver/Manager”
G In DR Bk & 78 388 .

Add Trap Receiver/Manager

Refresh

Recipient IP Address |[]_[]_[]_0

Community String

Trap Enable SNMP V1 vl

Apply Changes

I Ve ik &/ BT



3. JEX “Recipient IP Address” (% 1P #ilk) . “Community String” (B#F 8 ) 1 “Trap Enable” (FaBHEA) 7
B. GfER 0.0.0.0 Fom “Fr” , I HHEB. O

4. i “Apply Changes” (MAEHD « REKEHMAEBHER R &/ G, HFEMRRE.

ERREPHE AR, i

“Trap Managers Table” ([EBHEREER) @& M T EFHBFEEM 7B .
1. 79 “Traps” (FEBF) WiH.

2. i “Show All” (£¥EIR) . RLGHEHTH “Trap Managers Table”
CHABHE B8R T

Trap Manager Table

(o]

RecipientIP Trap G ity String
1 | EXEa ]

Apply Changes

G- ki)

EMERIEPF AR A E, 1
1. #7F “SNMP Trap Settings” (SNMP (B &) 7.

2. i “Show All” (EHBR) . FREHKHTIF “Trap Managers Table”
CREpHE AR T,

3. % “Trap Managers Table” (FEBFEBEER) 4 H.
4. %I “Remove” (JK) HikiE.
5. #Hili “Apply Changes” (MAEX) - REKMBREIHTIER, JFEHR&.

fEF CLI 4 H & MB

A

FREES THT AR “SNMP Trap Settings” (SNMP BB ED Tl SR 197 B9 CLI .

CLI 4 E

snmp-server enable traps RV HALKIE SNMP [EFEE, SNMP J@ 41,
snmp-server trap authentication FOVFAS WM LAE B AE T K2 1% SNMP [k«
snmp-server host LMt FEFRE [1 | 2] | e &% 5% E IS G REEE
show snmp 7’ SNMP SEEIRAS .

AR CLI 74524

Consol e (config)# snnp-server enable traps



Consol e (config)# snnp-server trap authentication

Consol e (config)# snnp-server host 10.1.1.1 trapRec 2

Consol e (config)# exit

Consol e# show snnp

Communi ty-String Comunity-Access | P address

public read only All

private read wite 172.16.1.1

private read wite 172.17.1.1

Traps are enabl ed.

Aut hentication trap i s enabl ed.

Tr ap- Rec- Addr ess Trap- Rec- Conmuni ty Version

192.122.173.42 public 2

System Cont act: Robert

Syst em Locati on: Marketing

A



“File Management” (CHEE) T E M 45 B HE AT DVE BRI R4 A BMESCIFRITC B SO/, SCEFRTAN TRTP S5 28 T #k.

SCAE EAR

Fic B SO £H AR SO AR

' [Jﬂzﬁ?ﬂfﬁiﬁ — (ERABTHEE G B RS E . B B R E A A, I HAIEAESAT MG E SO L E A A R LR A
F R B

v BB THREME — SRS R AT AR SRR M @ 4. BT RE R G SIS, BT AE R IE RS AT L E S
PR @3 TR RBNIR, R B SCPE A PTAT i AR B EIEARIEAT (A E SRR, JFRIH T B, UL AT R A

WINEIEAEZAT T E S P A & b @ ARl ZEHRSISUE, WA IEAEIZAT I B SO E B R S E ok, SRUE %
WIOT e (1 IR R . TOREHTA BB RT,  IX e -4 AR SIIC B S i B IEAEIZ AT M RC B

Ed % BEGSKSIEESTHEEXEIR, IR TR

1 %T’u\ﬂaﬁiﬁi - u%@ﬂﬁﬂ’]%ﬁmﬂﬂ% IEAEIZAT I TE B SCAF 808 B SCAER BB SCIFIN, s SO AT B, SR B % 0 SO
Aol BB SO R IR 7. T LR 0830 0 4 4 ) B T2 7 O LS P o 20 LS

v OBMESUE — RGWUGARAE B AFOAMME (MR 1 RIBYR 2) [ FLASH SUfEd. SESIBUR RS SIRIAS, B — B AR REIAS . R
MIEZBGEATEI SIFEIT.  WARESIMREIR, RG0H AN ARESIMEHEATS T . XA 2 nRe T AT B b3 TH o R b e B e

EITHF “File Management” (CHE& ) T, i

v FEMLET R “System” (R4E) >“File Management” (XH&E#H) .
RE44TIF “File Management” (ST 7M.
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176.210.1.1 File Management
QHome -y .
B Bystem File Management
Eeneral Click on the Compaonent iterm to view its details.
0gs
IP Addressing c
Management .omponent
SPMP File Download
File Manage File Upload
File Down Active |mages
File Uploa Copy Files

Active mz
- Copy Files
Advanced Se
itch

Metwork Sect
Parts
Address Tabl
GARP
Spanning Tre
WLAN

Link Aggrega:
LACP Par
LAG Mem
Multicast Sug
Global Pa
Bridge Mu
Bridge Mu
IGMP Snc
Statistics/RMON
Table Views

Charts

El-- Quality ofSenri_clnLI
3

IR S|

SO T

RMOMN -




“File Management” (SCH-E ) TUHA SR LN P2 10 BE%
v RESUE
v Bt
v B EEEIE

v SRR S

TR

“File Download from Server” (MR8 FEIXH) TUHE S A TIEWUZ OIS TN TFTP IR %4 FE IS 7B, ZH I “File
Download from Server” (IR %-8% FHEICH) Wi, -

v ERLE S R “System” (R4E) >"File Management” (B E) >"File Download” (XXHTH) . REEITIF “File
Download from Server”

CAFR 2548 FEOCH:) T .
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176.210.1.1 File Download from Server
= Home it y
= System File Download from Server

General

Logs

IP Addressing
Management
SHMP

s
=

Refresh

File Managen Firrmware Download &
File Dow Configuration Download -
File Uploa
Active Imz
Ad\gEEZngzs' Firmware Download
- Switch TFTP Server IP Address ID.D.D.D [
Estn“;mk Secl Source File Mame /Directory/File Name
Address Tabl Destination File Software Image vl
GARF
Spanning Tre
VLAN Configuration Download

Link Aggrega
LACP Par TFTP Server IP Address | [ES 8]

o I%AG {“189”1 Source File Name I

Uéfuabsm pL;F Dastination IRunning Configuration 'l
Bridge hu
Bridge Mu
IGMP Snc Apply Changes
== Statistics/RMOM
Table Views

RMON —
Charts

Bl Cuality of Senvici

1 | »
MR %35 FESCHATE

“File Download from Server” CAR%88 FRRICH) Wi wE T 7E:

1 “Firmware Download” ([E#TF&R) — Fx FHEEMGCH. @HREET “Firmware Download” (E#T#) , Ml “Configuration

Download”
(ME TR FBREEKE.

1 “Configuration Download” (RE F#H) — R FHEE M. WHiEE T “Configuration Download” (EEE FH) , U

“Firmware Download”
(EHETR) FBIGER A,



1 “Firmware Download TFTP Server IP Address” (B4 T8 TFTP & 1P Hidk) — TR FHICHERIER TFTP 5543 1P i
k.

“Firmware Download Source File Name” (E# FRFEXHEL) — e E PO

“Firmware Download Destination File” (B TR BFR3CH) — Fom0F N3N BAR SO W REN 7 BUE 4
o “Software Image” (FREBE) — FHBUEM: .
o “Boot Code” (5|8AE) — TF#HII T it.

“Configuration Download File TFTP Server IP Address” (FRETRX M TFTP JH4&%8 1P k) — Fon THME CrEpr i
TFTP fR%4% IP Huti.

“Configuration Download File Source File Name” (B & FEICHESIHL) — J8E% FEmieE .

“Configuration Download File Destination” (EL& FRICHFH ) — FoRBLE T T EBIMH bR, ATREM 7 BUE B
o “Running Configuration” (EfEBTREE) — a4 FEBIEEST IR E .
o “Startup Configuration” (BIEE) — THENEESCHFFHHHES.
o “Backup Configuration” (ZGEE) — FHAMEECAIHEER.

BENECC, i
1. 1T “File Download from Server” (AHRE-#S TERXH) WiH.
2. B LCETRENSCHESEAL.

3. &N “TFTP Server IP Address” (TFTP JR&#: IP #ilit) . “Source File Name” (JE3C#£4) 1 “Destination File” ( B#53C
#) FE.

4. i “Apply Changes” (AHEBD . A FRBI®R&.

Ed . ERiSmEmmgoot, WEERsRE. HRERDRENELE HSNH
“HERHRE” .

R CLI 4 TEXX

TR T HTAE “File Download from Server” (AR FRICH) Wi+ BoR7 BN CLI @4 .

CLI fr4 UL
copy ¥ URL HIf#s URL [snmp] | K SCiE I 62 H .

PLF A2 CLI 4 sz .

consol e# copy running-config tftp://11.1.1.2/pp.txt

Ed = 84 RCRIER MG R A,

Accessing file 'filel" on 172.16.101.101.

Loadingfi|elfr0m172_16_101_101; trrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrnd



RN RN RN RN RN R R R R R RN RN R R RN R R R R R R R RN N R R R RN N R RN RN RN RN RN RN R RN

Copy took 0:01:11 [ hh: nm ss]

S

“File Upload to Server” CHICHMRERER) TUHAEHTERAMN TFTP IR 2 E #4107 8. @il “File Upload to
Server” CREICHIERZE R TR AT LUINEMAE S
EHTFF “File Upload to Server” CHICHEMERE RE8) T, i:

HEMIE T “System” (R4 >“File Management” (L&) >“File Upload” (CHME) . RLUKTH “File Upload
to Server” CHICHMRZE ML) TUM:

Support | Help | About | Log Out

Dell OpenManage Switch Administrator

176.210.1.1 File Upload to Server
= Home i
El- System File Upload to Server

General Print Refresh
- Logs

IP Addressing
- Management
-~ SNMP
Firmware Upload (o
Configuration Upload -
g Software Image Upload
Switch TFTP Serer IP Address |D non (AN
[ Metwark Sect ; 7 -
: B Destination /Directony/File Name
[ Address Tabl
B GARP
[~ Spanning Tre Configuration Upload
53' TFTF Server P Address [ LXK
Destination {DirectondFle Name
Transfer file name Funning Configuration 'l

Apply Changes

Statistics/RMON

- Table Views
- RMON b
- Charts
Bl Quality of Servici
i E
B IR E RS BT

“File Upload to Server” CRCmEERSF ) WA ST T7E:

1+ “Firmware Upload” ([EFm#E) — FoRm@Ecr:. WmiiEe 7 “Firmware Upload” (Efm#) . 1 “Configuration
Upload” (ERBM#E) FEig 2K,

1 “Configuration Upload” (EEEBNE) — £oRMEEE . WiRiEE T “Configuration Upload” (EREIER) , W “Software
Image Upload”

CRAFBBRINERD 7Bt A

“Software Image Upload TFTP Server IP Address” CREFBEINER TFTP R&E8 1P #udl) — RRHAWUZE MM TFTP
M558 1P Huht.

1 “Software Image Upload Destination” CRR#FBRINER B ) — 85 SC-Z B A W oSk iz .



1 “Configuration Upload TFTP Server IP Address” (REEm# TFTP MRk4-8 1P duht) — FORME CHZmMERN TFTP k%4 1P
Hohk.

1 “Configuration Upload Destination” (EEEN#E M) — & & InFCCHH-EH i & o142

1 ° x Configuration Upload Transfer file name” (2B IR &3040 — FonM B ZmEIWHM M. w R 7 BUE -
o “Running Configuration” (EEBTHEE) — MMEIEEETHRE 0.
o “Startup Configuration” (JEZIELE) — N shiic & fk.

o “Backup Configuration” (ZGEE) — & Cit.

BINESCAE, i
1. #JF “File Upload to Server” ({30 miZE RS WM.
2. SESUCEMEMSCERAL,

3. EX “TFTP Server IP Address” (TFTP R4 IP #hk) . “Destination”
CHH) #1 “Transfer file name” (E8ISCE4) FEL.

4. il “Apply Changes” (MHEXB) o  BAEHHMERI%% .

M CcLI 4 e

TRMFE T HTAE “File Upload to Server” CRESCHFINERZE BR$-38 ) wlifi b BoR 7B CLI @4

CLI w4 YL B
copy ¥ URL H KM URL [snmp] | o IR #IE) .

PLR A& CLI ir 454 :

consol e# copy tftp://16.1.1.200/filel inmage

RN R R R R N N N N RN
2883576 bytes copied in 00:00:10 [hh: mm ss]

HRESIBRE

“Active Images” (GEFIBLAR) T 4 E H 51 Al LGSR B SRR SCPE . T DAy B HE S C B P A2 Bk B sh g o k. BT
“Active Images” (iFZhBE) T, i:

v ERHLE ST “System” (R4 >“File Management” (A& #) >“Active Images” (BB . REKITH “Active
Images” (FEFHBAE)D Vi .
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176.210.11 Active Images

|»

=Home
Eles

Active Images

g
IP Addressing

g‘l;rr:dapgemem Unit No. Current After Reset

Print Refresh

File Managen Image 1 =]
File Dowen

Image 1 =]
File Uploa
Active Im
Copy Files
1 Spply Lhanges
Advanced Se Apply Changes

Metwork Sect
Paorts

Address Tabl
GARP

Spanning Tre
WLAN

Link Aggrega
LACF Par
LAG hem
Multicast Sug
Glaobal Pa
Bridge Mu
Bridge fu
IGMP Snc
Statistics/RMON

Table Views
RMON TE
Charts
Bl Cluality of Servici«
. Ll_l

B BRI

“Active Images” (FEBIBLEB) TR E UL T 7 BE:
1 “UnitNo.” (BES) — Spklike TS E S .
1 “Current” (HHI) — SR3E LT TSRS HBGZ .
1 “After Reset” (ERF)F) — FnR&HEFERE LT IEIIRESMBUE A

TR, 1
1. #7F “Active Images” (EZIBLZ) Tii.
2. {£ “After Reset” (EREBNE) FE I I —Hh e 2 Bk Hug .

3. il “Apply Changes” (BMAHER) . RGMILEWEIMF.  UE T —IRE R G4 EHINEMZ 0.
17, HET - RGEEZ. FXREFDREOUD], HSE CEHaing” .

5 CLI fiy &AL 3353 B4R SC

THEMETHTATS “Active Images” (EFIBREB) TUHH RN CLI .

CLI fr4 B

boot system [unit | unit ] {image-1 | image-2} | 8E & & 53 MK REHUE .

ELipiVH PR SRR b oo



LA CLI fir 454 :

Consol e# boot systeminage-1

51 A Ik S A

@it “Copy Files” CEHISCH) TUH W LLZHIMMERF.  ZITHF “Copy Files” (ZHISTH) T, i:

v ERBE ST “System” (&4) >“File Management” (A% E) >"Copy Files” (Z#I3X#) .

Files” (&#I3CH) v,

RYKATIH “Copy

Dell OpenManage Switch Administrator

176.210.1.1

= Home
B System
General
Logs
IP Addressing
Management
SHMP
File Managen
- File Down
- File Uploa
— Active Imz
- Copy File
Advanced Se
Switch
Metwork Sect
Ports
Address Tabl
GARP
Spanning Tre
WLAN
Link Aggrega
- LACP Par
- LAG Mem
Multicast Sug
- Global Pa
-~ Bridge Mu
- Bridge hu
- IGMP Snc
Statistics/RMOM
Table Yiews

Charts

=l Quality of Servicis
¢ by bt _>I_I

Support | Help |

Copy Files

About

| Log Out

PowerConnect 3324

|»

RMOMN —

Copy Files
Prrint

Source | Software Image ¥ Destination Unit |2 *

" Copy Master Firmware

" Copy Configuration Source |Running Configuratian jDestinatign |Stanup Configuration j

" Restore Configuration Factory
Defaults

Apply Changes

Refresh

S SR

“Copy Files” (&304 TS T FE:

1 “Copy Master Firmware” (E#EE M) — HGHAWAZA/ 5] TG0 E3 B G Bt e S E.

o “Source” (JR) — FHHIFMARSCIFEF] FARS SO Bk e R A E .

o “Destination Unit” ( HFF3E) — FpRHANGEE] SN 2B BN ERKEE.

1 “Copy Configuration” (EHIBE) — KIEFEETIMECE M. JA3hECE SCFEAR 03 B B SIS 3R ShBe E SO el tric 2t

o “Source” (J{) — FoR Tk e T B M IEAEZ AT MRCE SO R BOlE E SO sl i B

o “Destination” (H#) — FREHEMIE VI ERNZNILE) .

1 “Restore Configuration Factory Defaults” (/K& H) BN ED — @ kR B sl &30, E W) BRIARC E SO .

THER, HHHEL




TEREMIGR . T REM 7 BB B
o BH — WA ERINFE.
o KRB — REUATMEKEKE.

BRI,
1. TIF “Copy Files” (E#|3C#) TiH.

2. i&F “Copy Configuration” (KH#IEE) 5 “Copy Master Firmware”
(EHREEHF) 7B

3. AVHFE X “Source” (JE) Ml “Destination” ( HIKH) FE.

4. il “Apply Changes” (M) . ARGKEHISMF, HFHEHR#.

TR W BRABE, 1

1. 4TJF “Copy Files” (E#|3x4) Wi,

2. % “Restore Company Factory Defaults” (#REH ) BRIABRE) FE.

3. il “Apply Changes” (BAEH) . RGEMIKEH BINBE, HFEHLE.

A CLI iy &5 il A B X4

TRMIETHTHE “Copy Files” (R#I3CHF) T R/RINTBUNAER CLI fir ks

CLI %4 VL]
delete 5z E I i3 B S
copy 5 URL Hfih URL [SNMP]| #3ci WIS H1 2 H .

LR A CLI fir 454 -

Consol e# del ete startup-config

This command will reset the whole system and di sconnect your Tel net session. Do you want to continue (y/n)
[n]?

Consol e # copy tftp://172.16.101.101/filel image

Accessing file 'filel" on 172.16.101.101.

Loading filel from
b T o B o b R O O A

[

Copy took 0:01:11 [hh: mm ss]
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BT IRE T T e B th &Rk h R R R R B UEE R SRR A REL DS, ZHTIT “Tuning” GEFY) W, #:

v EWPLET R “System” (R4) >“Advanced Settings” (B&&E) .
REGHEATIF “ Tuning” G .
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176.210.1.1 Tuning
= Home .
Bl System Tuning
E Eenera' Click on the Component item to view its details.
0gs
B P Addressing c
B htanagement Se omponent
B SHMP General
£ File Managermer
B Advanced Sett

witch

Metwark Securit
Ports

Address Tables
GARP

- Spanning Tree

WLAN

Link Aggregatior
LACP Pararr

- LAG Membe

Multicast Suppa

- 5lobal Paran

- Bridge Multic

- Bridge Multic

- |GMP Snoop

Statistics/RMON

Table views
RROMN

Charts

Quality of Serice

Global Paramet:

Mapping to Gue

0 P o e e e
{5 )

it 3|

W Wi

“Tuning” A3 TUHEE LR

LN R B W

ER &N ENRATSH

“General Settings” CHMEE ) T M EH R0 LLE LR NHRSE. EITIF “General Settings” CHEHBE) Wi, iF:

v TERMPLET R “System” (R4E) >“Advanced Settings” (B&Z&E ) >"General” (F#M) . R4KITIF “General
Settings” (EHBE) 7.
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176.210.1.1 General Settings

= Home
S System General Settings
General
Logs
IP Addressing
gﬂ;aﬂapgement b Attribute Current After Reset
- File Managemer Max RAM Log Entries (1-400) IZDD
- Advanced Settin Max WLANS when GVRP is enabled (1- 128 56
---------- General Set | 255)

== Switch

- Metwork Securit
Forts Apply Changes
Address Tables
GARP
Spanning Tree
WLAN
Link Aggragatior

LACP Pararm
LAG Membe

- Multicast Suppo

Global Paran
---------- Bridge Multic

Bridge Multic
.......... IGMP Snaop
=l Gtatistics/RMOMN
Table Views
RMON
Charts
Guality of Service
Global Pararnete
Mapping to Que

A s | i
EARERW

Brint Befresh

“General Settings” (HEMEE) T L F5:
1 “Attribute” (B — WHIRERE.
1 “Current” (R — H#ifH.
1 “After Reset” (ERZE) — ¥k (EEFE) ME. WL “After Reset” (BFFHFE) FIhMNE, TN FEERE B

EHPHLE LG LN 7B

1 “Max RAM Log Entries (1-400)"” (5 X RAM H#%H [1-400]) — Fxi Kk RAM HELXH%H. WHROELHCOWH, HEEE
Bk, It HHE R ER RS .

1 “Max VLANs when GVRP is enabled (1-256)"” (5 GVRP K& KX VLAN #H) — & XEH GVRP Iif VLAN [f1E4.

Ed #=: GVRP VLAN Mg k¥ HAKEHH S5 GVRP E/T VLAN, LENTEHE VLAN B2E4 VLAN,

fEH CLI fr&&E RAM B B4 H i %

TEWMRE THTEE “General Settings” CHEHMBE) Tl EnmFEBNEM CLI 7%

CLI #r4 BLEA
logging buffered size #(H | WEAFHENTZHIX (RAM) T RZHEE BIEH.
gvrp max vlan BB A GVRP I VLAN [ KEH .




LT A CLI fir 452 -

Consol e (config)# |ogging buffered size 300

AR IRl
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Status Utilization Received Packets Received  Received
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A5 P 498 B T

“Utilization Summary” (fEAHE) W&l 7E:
1 “UnitNo.” (BES) — FORIRHOZGIEERMEES.
1 “Port” (BEH) — FREHS.
1 “Port Status” GRERZE) — FoRii O HRE.
1 "% Port Utilization” (% % BfEH) — o HEH .
1 "% Unicast Received” (%6 BB RAEE) — Fomui I IR 5 ik ib (5 B amE 4 .
1 "% Non Unicast Received” (%6 8B I8 pife%) — Fomim 0 LB E B lcE.
1 "% Error Packets Received” (%6 I3 45 RE BA) — Fmum 0 BRI a &R I BB i,

EF MRS, i

1. 479 “Utilization Summary” (fHRBE) 7.

2. fE “Unit” GRE) FROEE-AKE. RO ERLE R EREH SR

BEREITHSHE

“Counter Summary” GHE8EE) TS m D8 g0t Edn s af, mMARE . ZHHF “Counter Summary” GHESB#HER
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1 “Transmit Non-Unicast Packets” (RIZNIIEEGAERSEBA) — RR M HRIEHIE S L4 B .
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2| | »| | Discarded Packets

BOS SRR E

I Interface Statistics” (D4 R THw &L T FE:
1 “Interface” (BH) — HEERRGHHEIENED KRGS .
o “Port” (M) — R H 4.
o “LAG"— FRIR LAG Ziil Bk,

1 “Refresh Rate” (RIBTE) — FaMIHH OG- BdE 2 A2 g ).
A REMN T BUA B

o “15 Sec” (15 #) — FREAGITEIRE 15 BERIH—K.
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1 “Total Bytes (Octets) Received” (CEWIHFH [JAAA] S8 — WRiteEsn Bl 714
1 “Received Unicast Packets” (ZBIRIE GAZREBA) — S/RikEs N B i i me b5 B a s HioE.



1 “Received Multicast Packets” (W ZIMERERERE) — DRikEHRO BRI D mLd s B am .

1 “Received Broadcast Packets” (BREM #5840 — Surikesn LRSI HE S e .

1 “Received Unknown Packets” CERZIKRAMGEBE) — SdeEsn LEl@mRmE S anicE.

1 “Received Discarded Packets” (BKBIMEF{EBM) — Soide sk DERUE T B E B0,

1 “Received Packets with Errors” (B ESH RIERE) — WoRfeile i LRI s # koG e .
1 “Total Bytes (Octets) Transmitted” CRZEREH [NAAA] BHO — SRMEe 0 REN 74

1 “Transmitted Unicast Packets” CRi% S REREBMA) — TR ke B DRI L4 (5 B s,

1 “Transmitted Multicast Packets” (REMEREZMEBR) — DoRMilke i D RIEI L Lk E B O .

1 “Transmitted Broadcast Packets” (R M BB BM) — WomIalisE & MRk #(E B a o,

1 “Transmitted Unknown Packets” CRIZHIRAMGEE) — SRk ik fARmE B am .

1 “Transmitted Discarded Packets” (R KIEFEBM) — Rtkesk IR T EHIE Q.

1 “Transmitted Packets with Errors” (REMAEHERNGERE) — SRk RIS R I A S IR0 E SRR EE.

BRI 08 D g R, i
1. #7F “Interface Statistics” (3 0% H34E) Wii.
2. fF “Interface” (¥M) FEHiERE “Port” GgO) .

3. i “Reset All Counters” (BERFTATEMR) - RGUK SR O OG- HdE.
TR LAG MO GiH 4R, 4.
1. #I7F “Interface Statistics” (3 H0%iH34E) Wii.

2. ff “Interface” (EQO) TETiE#HF “LAG".

3. i “Reset All Counters” (ERFTAESR) . REKER LAG MO SR .

ffH CLI & EFE DGR

HEEHTEEREOSUEEN CLI @4,

CLI fr 4 W

show interfaces counters [ethernet interface | port-channel port-channel-number]

SR ZE R A .

AT A CLI 4541

consol e# show interfaces counters ethernet 1/el

Port InCctets InUcastPkts |InMastPkts |nBcastPkts



1/el 1717 0 326 26

Port QutCctets QutUcastPkts Qut Mcast Pkts CQut Bcast Pkts

1/el 21845 0 326 26

Alignment Errors: 0

FCS Errors: 0O

Single Collision Franes: 0

Mil tiple Collision Frames: 0

Deferred Transm ssions: 0O

Late Collisions: O

Excessive Collisions: 0

Internal MAC Tx Errors: O

Carrier Sense Errors: 0

Oversi ze Packets: 0

Internal MAC Rx Errors: 0O

Synbol Errors: 0

Recei ved Pause Franes: 0

Transmitted Pause Franes: 0O
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“Etherlike Statistics” (B ARME G HEE) HHE & U T FR:
1 “Interface” (¥H) — R T E/RGHEER H2TL,
o “Port” (1) — FoREoRuOSHEHE.
o “LAG"— FRELR LAG ZiilHif.

1 “Refresh Rate” (RIBTE) — FaRIFH OG- HdE 2 a2 g i) .
AREN T BUA B IF

o “15 Sec” (15 ) — FRLLKMAEG RS 15 B RlE—k.
o “30 Sec” (30 ) — FRLLKMAEGHEIEE 30 FOEMHlH—ik.
o “60 Sec” (60 #) — FRLLKMAES T 4dER 60 FahlFi—ik.
o “No Refresh” (FRIF) — RBAEBRIHT LKL G Hids .
1 “Alignment Errors” (R IR) — Sonika s 0 BB R R EE .



“Frame Check Sequence (FCS) Errors” (WIRZERF [FCS] &%) — SR FBale s i ik 205 e 4 1R i s
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“Multiple Collision Frames” (£#WRM) — Eoacife g8 0 B i 2 o mis iR 5 .

“Deferred Transmissions” CGERMAEH) — Womike e O EabB A4 it 50 .

“Late Collision” (F#ERMWR) — EoRike sz BRIl R bR 0 .

“Excessive Collisions” (FEEMZ) — EorideEd N ERE 0™ HEph 58 e .

“Internal MAC Transmit Errors” (A# MAC RE#R) — SoRikEsED LNH MAC RIFHHRMHE .
“Carrier Sense Errors” (BEAMITHEIR) — Somifie i r B minr R e .

“Oversize Packets” GBAfE BE) — S/RikEED i KR,

“Internal MAC Receive Errors” (A MAC BB R — SRkl i MAC Bt 4 .
“Symbol Errors” (fF54R) — SoRikeE 0 B SaRnEee.

“Received Pause Frames” (3 KEEW) — ERiEEHD (IEEE 802.3X) LIRS .

“Transmitted Pause Frames” (K MEFEM) — S/RikEsO (IEEE 802.3X)
ERIEEAE IR

BTN RIIPUNEESS o (ST TR

1.

2.

3.

#TH “Etherlike Statistics” (ARSI HHIE) 7.
7E “Interface” (¥MO) FEHiEHF “Port” GFO) .

Bl “Query” (E#]) . RYUK DR H LUK MG TR .

EERIR LAG IILLRMAES 4R, 1F:

1.

2.

3.

#TJF “Etherlike Statistics” (PAKMRSE T8 ) i .
# “Interface” (#0) FERFEFE “LAG”.

Bl “Query” (HH#) . FREKIER LAG BILLKMAS .

EE GVRP Giit##E

“GVRP Statistics” (GVRP 4 I-##) WHME GVRP Mk&FiHE. I
“GVRP Statistics” (GVRP &%) T, i#:
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Statistics” (GVRP 4 i+##&)
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Join Empty
Ernpty
Leave Empty
Join In
Leave In

Leave All
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GVRP 4 #H¥45 K i

“GVRP Statistics” (GVRP 4 I ) Tt & LT B
1 “Interface” (¥H) — & ER RGN K8,
o “Port” Gf0) — FoREIRH DS,
o “LAG"— FRER LAG Giil#u.

1 “Refresh Rate” (RIFE) — L/RRlH GVRP GiitHdh 2 mi &t itmt ).
AT 6 B A LA

o “15 Sec” (15 #) — F/;*X GVRP Giit#difs 15 BEhRH—X.
o “30 Sec” (30 #) — F* GVRP Liit#dits 30 BEhH—Xk.
o “60 Sec” (60 #) — F/xX GVRP Fiil#diifs 60 FEMIH—X.
o “No Refresh” (RRiF) — FKAEAAZNFH GVRP Grit#dl.
1 “Join Empty” (JIAZ) — SRE%M GVRP AT St 4k .
1 “Empty” (%) — SRE&N GVRP 4t .
1 “Leave Empty” (RE%) — WoR¥AH GVRP &4t 4.
1 NJoin In” (JIAD — BREEMN GVRP IIAG .
1 “Leave In” (ffE) — ERE&N GVRP {RESHEE.
1 “Invalid Protocol ID” (G ID) — SERE#AK GVRP LAY 1D G4 .
1 “Invalid Attribute Type” (EZBRERR) — SIREAN GVRP TR 1D SiitHdn.
1 “Invalid Attribute Value” (BRBH#E) — SRR &MN GVRP LAURIEM St il .

1 “Invalid PDU Length” (E% PDU KE) — S #%&M GVRP ik PDU K St Hidi.



“Invalid Attribute Length” (BXEHEKE) — SRREN GVRP LUK E SR,
1 “Invalid Events” (BHEM4) — SR%1 GVRP AL 4l .

BRI O GVRP Ziit B, i:
1. #I9F “GVRP Statistics” (GVRP 4 H4iE) 7.
2. 1£ “Interface” (#0) FE & “Port” (3H) .

3. ik “Query” (EH#) . RGUHERE I GVRP SiilHidki

IR LAG [ GVRP Siit %, if:
1. #79F “GVRP Statistics” (GVRP 44 ) 7.
2. 1 “Interface” (#0) BTk “LAG”.

3. il “Query” (E#) . FR4KER LAG GVRP il %k .
£ CLI ®%#4E%F GVRP 4iit##E

AR L AR GVRP UiMIRIE R, 52 W “Port Statistics” (3 D4 iR
ViiH.  FERUHT CLI 4.

CLI 4

show gvrp statistics [ethernet #11 | port-channel i [1i#i& 5]

B

28 GVRP il #d.

show gvrp error-statistics [ethernet #/1| port-channel i (1]

W GVRP SRS .

AR QL fiy 4 sedi

Consol e# show gvrp statistics

GVRP statistics:

Legend:

rJE: Join Enpty Received . : Join In Received

rEnp : Enpty Received rLIn : Leave In Received




rLE : Leave Enpty Received rLA : Leave All Received

sJE : Join Enpty Sent sJIn : Join In Sent

sEnp : Enpty Sent sLin : Leave In Sent

SLE : Leave Enpty Sent sLA : Leave Al Sent

Port rJE rJIin rEnp rLIin rLE rLA sJE sJIn sEnp sLIn SLE sLA

e e et et e ee ei il i .. .22 1/€1000000000000

1/e2 000000000000

1/e3 000000000000

1/e40000000000O00O

1/e5000000000000

1/e6 000000000000

1/e7000000000000O0

1/e8 000000000000

B#E RMON f§ &

EAEWEI (RMON) {25 8 B 53 ] AR A B B A 2%l (5 RE 2. 24T “RMON”
NI

v ERLE R “ Statistics/RMON” (4 #-4# /RMON) >"RMON".
AEGHATIF “RMON" T »
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“RMON Statistics Group” (RMON £ #E4H) e s U FEE:
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o “Port” (MHA) — FoREanui R E SR .
o “LAG"— FriR LAG HIRFES .

1 “Refresh Rate” (FIHHE) — Forhl#Hi RMON Ziil-%dh 2 i £ i i a] o
Al e ) 7 B 45

o “15 Sec” (15 #) — F/x RMON Guit#dlifts 15 FEmilH—k.
o “30 Sec” (30 #) — #*/* RMON SGtil##fits 30 F4hilHi—Kk.
o “60 Sec” (60 #) — F/x RMON Fuit#dliftE 60 FehflHi—ik.
o “No Refresh” (FRIF) — FRAAZRH RMON il £ .
1 “Drop Events” (ZFHM4) — LA L ERITEE DD ERAENEFFIHE.
1 “Received Octets” (BB /NAAE) — FonE L—UIERR S DOk O R )\ A 4 i s .
1 “Received Packets” (FEWRBIKEEM/) — Fon A L —YOERITHEE DOk D R (5 S o .
1 “Broadcast Packets Received” (ZEBIH #ERBA) — FonH L —IERIMEE Loks: 0 ERCRI0 ) 585 S B e
1 “Multicast Packets Received” (EWZMESEREEQ) — RRE L KIERRTHEES DOkE: D EBIBIN £ Sk R,
1 “CRC& Align Errors” (CRC MI&HHER) — FomBE L—KiERIH R Dok 0 ERA M CRC FIRHERS R I KR .
1 “Undersize Packets” GB/MgBM) — FonE L —UEKRH S Lok O _ B3 21/ Ms B R EcE.
1 “Oversize Packets” GEXRERE) — FRE L WIERIHEEE Dok D LR B RS B HE.
1 “Fragments” (BJ) — Fon H E—U0HBRIFEE Lok 0 _E BRI R it .



1 “Jabbers” (BRER) — A L WIERRTHEE BORkE O BB B TE (S B AR .
1 “Collisions” (WR) — FimH LIRS DOk ORI # 5 i ¥t
“Frames of 64 Bytes” (64 FHHIN) — K H L—IEERIHEE Lok D LEE 64 515 B4R

“Frames of 65-127 Bytes” (65 & 127 ZHMM) — RRE LR IHEE UoRE: O FEILEIN 65 & 127 FHHE B AN

Ho

“Frames of 128-255 Bytes” (128 & 255 M) — FmE LB Lok 0 Faalal 128 £ 255 F4ifE S M
K.

“Frames of 256-511 Bytes” (256 & 511 FHKWPD — oA L—UisRiH ¥ Lok 0 LSl Bl 256 % 511 w9 RAH

L&
“Frames of 512-1023 Bytes” (512 & 1023 F¥ KM — LxH L UaEkRiH @ LokE D FBEI 512 & 1023 FHi0fE LR
(LR e

“Frames of 1024-1518 Bytes” (1024 £ 1518 FH P — FR A L UGS EERLORED FIKFIN 1024 & 1518 F
OIERSRaNiiE /e

EEFEBENSGIEYE, 15:
1. #I7F “RMON Statistics Group” (RMON ZiH¥ig4) T,

2. f& “Interface” (M) FRAEFHLOKAMYy S, 77 RMON Statistics™ (RMON £ 3438 ) X B ol sk N St i .

M CLI %74 EE RMON ZiH#iE

TR T HTA%E “RMON Statistics Group” (RMON ZEH#H3#B4) Wi b Bon 17 B2k CLI f4.

CLI 4 Vi B
show rmon statistics [ethernet #11 | port-channel ¥ i#iE 5] | E7" RMON LUK MG i £ .

LAUF A CLI i 4 BI7R il -

Consol e# show rnon statistics ethernet 1/el

Port 1/el

Dr opped: 8

Cctets: 878128 Packets: 978

Broadcast: 7 Multicast: 1

CRC Align Errors: 0 Collisions: O

Undersi ze Pkts: 0 Oversize Pkts: 0O



Fragments: O Jabbers: 0

64 Cctets: 98 65 to 127 Cctets: O

128 to 255 Cctets: 0 256 to 511 Cctets: O

512 to 1023 Cctets: 491 1024 to 1518 Cctets: 389

BE P SIS R

“RMON History Control” (RMON Jj 3240 S ) TR &7 o< A F3RIUK) RMON i FepiligfE 5. “RMON History
Control” (RMON J 858 2 il ) T FH T4 i 1% Lo Rl fro i
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“History Control” (it f#& &) T &l FER:
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(g FiEmlR) %H.




1 “Source Interface” (JWEM) — FoRkIUL LICFFEGIIE.  FTAEIN 7 BUE B45:
o “Port” i) — FmMi SR il TR
o “LAG”— FIRM LAG ZKHUJ Hid SR
1 “Owner” (FiA#) — xRk RMON {581 RMON 3 sisif .
1 “Max Number of Samples to Keep” (EREKBAEPLE) — FonBRAZOHEGIEE. BIMIAS0.
1 “Current Number of Samples” (HaTABI%) — Fom Ui sRE R B R K E .

1 “Sampling Interval” (BUERIRE) — Fos il DECGRERITE] CLLRD BN .
AIRERIMEN 1 & 3600 £, BRIAMEN1800F) (30 #4h) o

1 “Remove” (&) — M “History Control Table” (i FEHIR) &H.
o E#E — M “History Control Table” (it FiE#IE) %4H.
o REBH — f£F “History Control Table” (Ji g FiEHl#E) % H.

BN LRI, 1
1. #I7F “RMON History Control” (RMON Jj 5 i S #)) 7.

2. i “Add” (BRI . RS “Add History Entry”
AP s R% E D Wi,

Add History Entry

Attribute Value
Histary Entry Mo, |

Source Intefface  Port| E1 'i f‘TrunklR&D ¥

Crwner

Max Mo, of Samples to Keep I
Sampling Interval I

Apply Changes

W nps i & H
3. X “History Entry No.” (i R%&E%5) . “Source Interface” (JE#EH) . “Owner” (FiF#H) - “Max No. of
Samples to Keep” (ZE{E K BRGS0
1 “Sampling Interval” (B EIFE) F-EL.

4. il “Apply Changes” (MAEX) . REHARN “History Control Entry”
Fisie FE % E) -

FAE IR HIREH, i
1. #I7F “RMON History Control” (RMON Jj 58 F##l) T,
2. £ “History Index” (JisiEFx®E5]) FBTik#F “RMON History Control Table” (RMON [ 5018 Ff&#] %) % H.
3. {43 “Source Interface” (FEMD) . “Owner” (FiFH) - “Max Number of Samples to Keep” (B KBIHEMED
“Number of Current Samples”

CHRTREBIZD F1/8 “Sampling Interval” (B0 ERE) .
4. i “Apply Changes” (MBEEX) . #S4ED “RMON History Control Table” (RMON Ji 28 FEHIE) &H, HEHik%.

TR P AR, i

1. #I7F “RMON History Control” (RMON Jj i & #)) 7.



2. i “Show All” (£FER) . RLHEHTH “History Control Table”
O 28 Feu il ) .

RMON History Control Table

History Source Sampling Samples Current Owner Remove
Entry Interface Interval Requested Samples
No.
1 [=] u
Apply Changes
B ST R R

BEMIBR T SRR R A,
1. #IFF “RMON History Control” (RMON Jj 5 it & #)) 7.

2. 1E “History Index” (Jisit®&3) FBiE#F “History Control Table”
O BEFEEHE) KH.

3. ik “Remove” () HikiE.
4. i “Apply Changes” (MEER) . Z4H4MIK “RMON History Control Table” (RMON G %32 FBHI%) %H, HFEHE&.

#%E RMON Jiid %%

“RMON History Table” (RMON ¥t 3K ) &R e 11 RMON ML4IFEGTTHEE .
AR H BRI AN BRI R G T TH 23, Z4THF “RMON History Table” (RMON JiSBiefK) , i4:

v ERPLE R “ Statistics/RMON” (48 #H3#% /RMON) >"RMON History” (RMON JF5i2®) >"History Table” (5 %t
®) .



Dell OpenManage Switch Administrator

176.210.1.1 RMOM History Table
= Home .
- System RMON History Table
Switch

[l

| Log Out

Support | Help | About

PowverConnect 3324

Print Refresh

Statistics/RMON
- Tahle Views
Litilization Su
Counter Surr
Interface Star
Etherlike Sta
GYRP Statis
RMON
Statistics
History Conti

History Entry Mao.

LS

Cwner

Sample Drop Received Received Broadcast Multicast CRC Undersize OversizeFragmentsJabhers CollisionsUtiliz

History Tabl No. Events Bytes Packets Packets Packets Align Packets Packets
Ewants Contr (Octets) Errors
--------- Events Log
Alarms
- Charts
Quality of Service
Apply Changes

RMON J 5 %%

Ed #=: SFEpiE T BREEIRAE RMON Jij it gt .

“RMON History Table” (RMON B ¥iE F&) WU TFFE:
1 “Sample No.” (BBI5) — FREHEE WK E R
1 “Drop Events” (EFJEM) — FLoRAEHURE H] B HA ) B T Heb W4 52 50T S B0 % 05 B A HuE.

T BOT REIF AN ROR ZAIIE BAK

OISR, TR B E T Bk

“Received Bytes (Octets)” (WA FE D\AAIH] — FoR/EME LR 4 CERETRE R .
“Received Packets” (BRZIHERA) — FoRTERURE BRI B R 15 BRI HR .

“Broadcast Packets” (J"#{5 8 R) — FR7ERUERIRGHIA R e 15T iz Bt .

“Multicast Packets” (ZREERMBRE) — RRTEIURE R RIIREICRIK 7040 2 mifL 55 R RHEE.

“CRC Align Errors” (CRC & #EE %) — FRTERFES G RBINKEN 64 £ 1518 M\ Mfrdl. 88 s dR 5 A )\ fr
SR AT (FCS) AIS B EUE.

“Undersized Packets” GB/MgRBA) — FREMFLAEL R H B EINKEDNT 64 A\ SAANE B EEE.
“Oversized Packets” (EAfEEA) — FRERFLIEEEFREFINKERT 1518 A\ A4HE SRR,
“Fragments” (B R) — FRERFELETIRPEESINKENT 64 M\MMLFHH FCS ME R RMEE.
“Jabbers” (BHER) — FRERFESIFE P RIEIKERT 1518 AN\AAAHFHH FCS MfE B o,

Y:;Collisions" PR — IHERRE IR R PR A RIS SR REE. P 4k SR DA I B4 B A 2 A3k 2 R BEAT R IE I
Ko

RIS 00 3]

“Utilization” () — AGTH/ERRE TR R Ee O B BT E 4 U . I A AS NI E 4 LR R -

LA R E I Lok H ST R, i



1. #7JF “RMON History Table” (RMON [ i &%) #if.

2. {E “History Table No.” (iR FRMS) FRPEF AP Lidsk%H.
%4 B (M55 $di ¥ B 7R7E “RMON History Table” (RMON f i &%) .

EH CLI #4EE RMON [h ¥t F 4 iH5iE

TROEHTAEER RMON Ji il R G it Bl n CLI fir .

CLI x4 PiBH
rmon table-size history % H T g s SRR Ak H R ERE .

rmon collection history %5| [owner {5 # % #5] [buckets RYER O RN (RMON) MIB B S id 4t it 5
%X 5] [interval #] H.

show rmon history %3] {throughput | errors | other} [period 5 RMON BIOK M Zeit-$dis 1 seid s .

hh:mm:ss]

AR 2 CLI i 454

Consol e (config)# rnon tabl e-size history 1000

Consol e (config)# interface ethernet 1/e8

Consol e (config-if)# rnon collection history 1 interval 2400

Consol e# show rnon history 1 throughput

Sanpl e set: 1 Omner: CLI

Interface: 1/el Interval: 1800

Request ed sanpl es: 50 Granted sanples: 50

Maxi mum t abl e size: 500

Day: Jan 18 2002

Time Cctets Packets Broadcast Multicast Uilization



23:58:30 878128 878 7 1 20.87%

23:59: 00 75898768 91892 932 1723 19.27%

23:59:30 171797536 193784 1817 3289 19.82%

Day: Jan 19 2002

Time Cctets Packets Broadcast Multicast Uilization

00: 00: 00 287696304 275686 2789 5878 20.17%

00: 00: 30 303595962 357568 3289 7287 19.98%

EXREFM

“RMON Events Control” (RMON S ##]) T4 & i Rn IaE RMON $4f. @ Llifid “RMON Events Control” (RMON {4
) RITH “RMON Events” (RMON Bf) #. Z4TH “RMON Events Control” (RMON B4 #]) T, i#:

v ERPHLE S “ Statistics/RMON” (i3 /RMON) >"RMON">"Events” (Z#) . ZRZKITH “RMON Events
Control” (RMON 41D b .
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176.210.1.1 RO Events Contral

RMON Events Control

=

int Refresh

Table “Wisws
LUtilization St A
Counter Surr
Interface Sta
Etherlike Sta

=
=

Show All

F“\.11(C3)\I:]’RF' Statis Evert Entry =
----------- Statistics Community

History Conti e
----------- Histary Table Dizseiiaiie

Events Cont  Type Mone 'I

........... Events Log Time

Alarms
Charts Owner

B Quality of Serice

Remove ]

Apply Changes

[ E—] [

RMON =544 il 7 T

“RMON Events Control” (RMON B ) T & U FFR&:
1 “Event Entry” (F#:%E) — £rdf.
1 “Community” (Bk) — fREHMAEN SNMP Flik.
1 “Description” ($8) — U@ XG5,
1 “Type” (RRE) — BWHHFHRE. AR BUE A
o “Log” (H®&) — #RFMFENHERH.
o “Trap” (F&BE) — FRFHEIEDNMHEE.
o “Log and Trap” (HEMEH) — FoRHFMARAMEHERH, LM
1 “Time” (BHAD — RoRgHFRAENR ],
1 “Owner” (FiA#H) — FomE CHAHR &S
1 “Remove” (%) — M “Events Table” (FEH4R) MR Ff4.
o B#HE — M “Events Table” (B4R hlkkst.
o REM — #W “Events Table” (LR FHIF .

RN RMON 44, .
1. #77F “RMON Events Control” (RMON ZE#:##1) T .

2. i “Add” (B . RGUE4THF “Add New RMON Event”
(HM3F RMON FE#) Hih.



Add an Event Entry

Event Entry

Community l—
Description [
Type m
Chwnier L 1

Apply Changes

#HMFH RMON B4

3. & “New Event Index” (HEMHZESI) « “Community” (H4k) . “Description” (JB) . “Type” (KE) i
“owner” (FiE#H) FE.

4. B “Apply Changes” (MBEX) . REUEAIN “Event Table” (B#XR) 4H, HEHLL.

F &5 RMON Hft, ih:
1. T “RMON Events Control” (RMON Z 1) Tl
2. £ “Event Entry™ (4% H) FET%EFE 4 “Event Table” (HH4R) 4H.
3. &% “Community” (E#&) . “Description” (HB) . “Type” (H&E) fi/sk “Owner” (FiF%) 7E.

4. i “Apply Changes” (MAEX) . A4 “Event Table” (BH#R)
%H, HEHRE.

FER RMON Hifb, i:

1. 1TJF “RMON Events Control” (RMON Z4:# ) .

2. #if “Show All” (£BER) . RLHITIT “Event Table” (Ef4R) .

RMON Events Table

Event Community Description Type Time Owner Remove
Entry
1 | Mane | |
Apply Changes
RMON ff:3

ZMIEEZ A RMON F:%H, i:
1. #7J “RMON Events Control” (RMON HE#:##]) Fifi.
2. £ “Event Index™ (FHHR3) TR PEE /4 “Event Table” (F#4R) %H.
3. EH “Remove” (MER) HikkE.
4. i “Apply Changes” (AR . RGHKEMIER “Event Table” (F#HR) % H, HEHMRE.

Ed #=: {3/ “Remove” (M) HiklE, WLLA “RMON Events” (RMON ) Wik kR EA “Event” (B4 %H.

M CLI 4 EXMER RMON F4:#H]



T RIS T HTREMNLZ R “RMON Events Control” (RMON ZFAE##]) T P i B2 CLI f .

CLI 4

W

rmon event % 3|2 [community X A] [description Y A] [T & & #]

B ® RMON Hiftf.

show rmon events

7% RMON Hff%.

LT A& CLI 454 :

Consol e (config)# rnmon event 10 | og

Config (config)# exit

Consol e# show rnon events

I ndex Description Type Community Owner Last tinme sent

1 Errors Log CLI Jan 18 2002 23:58:17

2 High Broadcast Log-Trap device Manager Jan 18 2002 23:59: 48

BEEHEZ

“RMON Events Log” (RMON #{H&E) Wi 4 RMON FH{FHzk. BEiTH

“RMON Events Log” (RMON E#4H&) , i4:

v ERPLE S S “ Statistics/RMON” (4 #H4#% /RMON) >"RMON”">"Events” () .

Log” (RMON BEH#HZE) Jf.

ARYHITIHF “RMON Events
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176.210.1.1 RMON Events Log

RMON Events Log

Brint Befresh

Utilization St
Counter Surr
........... Interface Sta
Etherlike Sta
GWRP Statis
RMMOMN
Statistics

- History Conti
- Histary Table
- Events Contr
- Events Log
- Alarms
Charts

e Quality of Service

Event Log Ho. Log Time Description

Apply Changes

FlEsE— [

RMON E#HERH

“RMON Events Log” (RMON F#H#&) & LN 7.
1 “Event” (B4 — & “RMON Events Log” (RMON Z#:H %) 4H 5.
1 “Log No” (H®&%B) — FprHELHS.
1 “Log Time” (HERED — e HE% B K.

1 “Description” (H#H) — WHHEKH.

&M CLI in4&%E RMON BEfEHE

THRMSE T HTAE “RMON Events Log” (RMON B4 H&E) Wi SR B2 CLl s

CLI 4 i
rmon table-size log % H | At E H &R % H R KHE .
show rmon log [Fi4] 7% RMON ig#%.

PLF A& CLI fir 454 :

Consol e (config)# rnon tabl e-size | og 500



Consol e# show rnon | og

Maxi mum t abl e size: 500

Event Description Tine

1 Errors Jan 18 2002 23:48:19

1 Errors Jan 18 2002 23:58:17

2 High Broadcast Jan 18 2002 23:59:48

Consol e# show rnon | og

Maxi mum t abl e size: 500 (800 after reset)

Event Description Tine

1 Errors Jan 18 2002 23:48:19

1 Errors Jan 18 2002 23:58:17

2 High Broadcast Jan 18 2002 23:59:48

X B &ER

“RMON Alarm” (RMON R ) TUIH R4 50 530y LU B 028 e . 2 RGuAG P80 0 26 e R s 2 i L O 28 A A . B L TN Pt 2 e
. ZAIF “RMON Alarm” (RMON i) T, i#:

v EMHLE R “ Statistics/RMON” (4 iHE# /RMON) >"RMON"”>"Alarms” (&#) . ZR4HITIF “RMON Alarm” (RMON
BIH) T .
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PowwerConnect

176.210.1.1 RMCIN Alarms

RMON Alarms

Alarm Entry I_LI

----------- Statistics Counter Name
Histary Canti

___________ Histary Table Counter Value

Events Contr Sarmple Type Ahsolute 'l
Riging Threshald
[ Riging Event ,_Ll
g Falling Threshald
Falling Event _;l
Startup Alarm Rising Alarm 'l
Interval (Sec)
Owner I
Remove L
Apply Changes
[ E—— [
RMON %4 T

“RMON Alarm” (RMON &4R) Tt & LT 5B
1 “Alarm Entry” (BHREH ) — FoRRE SR,
1 “Counter Name” (3t LH) — FR®EN RMON THEEs.
1 “Counter Value” GIU8E) — #°% RMON a8 i{E
1 “Sample Type” (FBIRAED) — fREite R BMBRET N, IR M SBEIET LR, TR T B s
o “Delta” (&) — MWLRIHEFEME L—REPHE. K25 RE AT 8.
o “Absolute” (ZEXF) — 7EHUREIFIFESS A DK B R 5 I AT LL
1 “Rising Threshold” ( EFBME) — fildk EFABEERI LA EEE.
1 “Rising/Falling Event” ( LAt/ TFREZM) — HGEMMIG, HPASEHas —H A s, MREFAE, WELESERALS Y
#ﬁgmﬂju%%ﬁjﬁ)ﬁﬂ%;ﬁ%&% HEMREERL NSRS, MPLEEEDE WA RIEIE SNMP (RERE, I i b — Lk
1+ “Falling Threshold” CTFREBRME) — filh T FEBE BRI TR B0ERE .

Ed E:  LIHRTRRBRES DU B R BTN . A A B R e .
1 “Startup Alarm” (B 3IER) — HTHUEEMMMR S . 7T B BE AR B E R T BB m B E R X b TR 7 BUA
o “Rising Alarm” ( :F-&4%)
o “Falling Alarm” (T FFE#R)
o “Rising and Falling Alarm” (_EF-F1F BEZ4R)

v “Interval” (WFTRITIRE ) — 7R BN IR RN ) .



1 “Owner” (FrE#E) — FpE CERINRADA .

1 “Remove” (Hik) — MEx RMON &4k,
o TEE — MK “Alarm Table” (EHE) %H.
o REM — ¥ “Alarm Table” (Z#HE) %H.

TRINEIRERZH, i
1. #TH “RMON Alarm” (RMON %) i .
2. B “Add” (B . RGKITIT “New Alarm Entry” (Brg&f% ) 7.

Add An Alarm Entry

Attribute Value

Alarm Entry

Counter Name j

Sarple Type Absolute 'i

Rising Threshald

Rising Event ,_Ll

Falling Threshald

Falling Event j
Startup Alarm Rising Alarm 'I

Interval (Sec)

Owner I
Apply Changes
FEREMREZH

3. EX “New Alarm Index” (FHEHREE|) . “Sample Variable” (BZE) . “Sample Type” (BI2RB) . “Rising
Threshold” ( EFB{E) - “Rising Event” ( EF-%E4) . “Falling Threshold” (TR « “Falling Event”
(TFREHAE) . “Startup Alarm” (B E7&#) . “Interval” (W FEIERE) 1 “Owner” (FiFH) 7K.

4. #id “Apply Changes” (MBEX) . REUEAIN RMON 24, FFE B %,

TREREREEKH, i

1. #7JF “RMON Alarm” (RMON Z#) ijfi.

2. 1f “Alarm Entry” (B#R%KH) THAETEE T “RMON Alarm Table” (RMON ¥#RE) *H.

3. &% “Sample Type” (BfK%) . “Rising Threshold” ( L FHE) « “Rising Event” (FA M) . “Falling

Threshold” (FREEE) -« “Falling Event”

(FHEH) .« “Startup Alarm” (JREER) . “Interval” (B [AEKE) F1/5 “Owner” (iF#) 7K.

4. i “Apply Changes” (REHEMX) .

BN EIRE, 1
1. #77F “RMON Alarm Table” (RMON Z3#%) ,

2. i “Show All” (£ZWER) -
(RMON E#%) .

AYKATIF “RMON Alarm Table”

Alarm Counter Counter Sample

RE A “RMON Alarm Table” (RMON E##%) &H, JHFHEHk%.

Rising Rising Falling Falling Startup Interval Owner Remove
Entry  Name Value Type Threshold Event Threshold Event  Alarm (Sec)
1 Absolute =] f l_;l f l_;l IRising Alarm = | I |



RMON %%

BMBEIRELH,
1. #I7f “RMON Alarm” (RMON ) T,

2. # “Alarm Entry” (CE#%&H) FHAEFEE 4 “RMON Alarm”
(RMON E#) .

3. #%H “Remove” (K HikiE.

4. ik “Apply Changes” (REAIER) . ARLUKMIEk “RMON Alarm Table” (RMON %3#REB) 4 H, HFEHE%.

BT CLI fir4 s XA SR B £ B

TRMSE T HTREME R “RMON Alarm” (RMON 3% T b 17 BE%5 2 CLI /4.

CLI 4 i B

rmon alarm %5 A&& BfEEE EARME FRERE LASE4 FREG [type 8] A EE®RAIF.
[startup J7] [owner ##(]

show rmon alarm-table BIRERER.

show rmon alarm %5 BIRNEARBLE .

VAR CLI iy &7«

Consol e (config)# rnmon alarm 1.3.6.1.2.1.2.2.1.10 1000000 10 20

Consol e (config)# exit

Consol e# show rnon alarmtabl e

I ndex O D Owner

11.3.6.1.2.1.2.2.1.10.1 CLI

21.3.6.1.2.1.2.2.1.10.1 Manager

31.3.6.1.2.1.2.2.1.10.9 CLI

Consol e# show rnon alarm 1

Alarm1



QD 1.3.6.1.2.1.2.2.1.10.1

Last sanple Val ue: 878128

Interval: 30

Sanpl e Type: delta

Startup Alarm rising

Ri sing Threshol d: 8700000

Fal ling Threshold: 78

Ri sing Event: 1

Falling Event: 1

Owner: CLI

BEERR

“Charts” (ER) T LKA R BRGS0 8 .

HATIF “Charts” (B&) W, i%:

EMPLE L “ Statistics” (FHHEE) >"Charts” (E£) . RS ITIT “Charts” (E#) Hifi.
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176.210.1.1 Charts
=Home
F-- Bystem Charts
- Bwitch

1 Click on the Component itern to view its details
- Statistics/RMON

Table Yiews
- Utilization 31 Compeonent
- Counter Surr  2otts
- Interface Sta  LAGS
- Etherlike Sta

History Table
- Events Contr
- Events Log

- Alarms
Charts
- Quality of Service

et e . |

BR K

“Charts” (E®) W& LA FHEE:
v B O Gt EdE

1 BE LAG ZiitHdi

BE W A% 50E

“Ports” () TUH AEZeRE 2Rk i NS 4. E4TIF “Port Statistics”
(i B Vs ) U

v ERLET L “ Statistics” (4EHEEB) >“"Charts” (EE) >“Ports”
(BE) . REU44TIT “Port Statistics” (3 A4 ¥R ) TiiH.
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werConnect

176.242.10.58 Parts

= Home
Systerm Ports
Switch

Statistica/RMON

=
El

t Refresh

Refresh Rate 5 Seconds j

14676
2

3 4 8 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 6

=
i
=3

al (S|

¥ D4 T4 U

“Port Statistics” (i D%t THE#E ) T E & LT B
1 “Interface Statistics” (¥ N8 ) — $2 0tk e 36 B i D it Hidis .
1 “Etherlike Statistics” (PARMIEZTHEI) — $2itikede & LURMAG 4R .
1 “RMON Statistics” (RMON ZiH#i48) — {2{likE#EM RMON Siit4idfi.
1 “GVRP Statistics” (GVRP Zi#H#if) — HtkEREN GVRP Stit#il.
1 “Refresh Rate” (RIF &) — P& LTI, AR T B L5
o “15 Sec” (15 #) — FRii OGii4dES 15 BehlH—k.
o “30 Sec” (30 #) — Forui LGl HdRs 30 BArRIH—X.
o “60 Sec” (60 ) — FiruiHGil ¥l 60 BE K —.
o “No Refresh” (FRIF) — FaAEHBRH G 40E

LRSI O G,
1. #7F “Port Statistics” (¥ DG H¥IB) T
2. EFEGHEUEI G .
3. ik “Draw” (4D . RYUK SRk e L Mg HdE.

£ CLI fr 2EFE W D4 HEE

Attribute Value

RION Statistics @ |Broadcast Fackets Receivedj
GWRP Statistics 1| Join Empty Received j

Interface Statistics C |Received Rates(Mbps) j
Etherlike Statistics | Alignment Errars j



TRMEETHTAES “Port Statistics” (3 B4 v ) TR /R 7= BRMAER CLI s d.

CLI @4

L]

clear counters [ethernet #1 | port-channel ¥ [H#iE 5]

WERE O RS

show rmon statistics [ethernet 1 | port-channel i [l 5]

275 RMON VUK RSt Hids

clear gvrp statistics [ethernet 1 | port-channel i 3#iE 5]

HBRFTHE GVRP Giit3di{s K.

show gvrp statistics [ethernet #%11 | port-channel i [13#EiE 5]

HoR GVRP Siit#E.

show gvrp error-statistics [ethernet # 11 | port-channel i - i# i 5]

WoR GVRP HIRGTH .

L2 CLI %541

Consol e# clear counters ethernet 1/el

Consol e# show rnon statistics ethernet 1/el

Port 1/el

Dr opped: 8

Cctets: 878128 Packets: 978

Broadcast: 7 Multicast: 1

CRC Align Errors: 0 Collisions: O

Undersi ze Pkts: 0 Oversize Pkts: O

Fragments: O Jabbers: 0

64 Cctets: 98 65 to 127 Cctets: 0O

128 to 255 Cctets: 0 256 to 511 Cctets: O

512 to 1023 Cctets: 491 1024 to 1518 Cctets: 389

Consol e # configure

Consol e (config)# clear gvrp statistics ethernet 1/e8




Consol e (config)# exit

Consol e# show gvrp statistics

GVRP statistics:

Legend:

rJE :

reEnp :

rLE :

sJE :

sEnp :

SLE :

Por t

1/ el

1/ e2

1/ e3

1/ e4

1/ e5

1/ e6

Join Enpty Received rJin : Join In Received

Empty Received rLIn : Leave In Received

Leave Enpty Received rLA : Leave All Received

Join Enpty Sent sJIn : Join In Sent

Empty Sent sLIn : Leave In Sent

Leave Enpty Sent sLA : Leave Al Sent

rJE rJin rEnp rLIin rLE rLA sJE sJIn sEnp sLIn sLE sLA



1/e7 000000000O0O0O

1/e8 000000000000

Consol e# show gvrp error-statistics

GVRP error statistics:

Legend:

INVPROT : Invalid Protocol Id INVPLEN : Invalid PDU Length

INVATYP : Invalid Attribute Type INVALEN : Invalid Attribute Length

INVAVAL : Invalid Attribute Value I NVEVENT : Invalid Event

Port | NVPROT | NVATYP | NVAVAL | NVPLEN | NVALEN | NVEVENT

1/e1 000000

1/e2 000000

1/e3000000

1/e4 000000

1/e5000000

1/e6 000000

1/e7 000000



1/e8 000000

BE LAG Git##E

“LAG Statistics” (LAG Gt i3 ) vl LBtk N Eorum Dot R Mg BdiE . Z4TH
“LAG Statistics” (LAG G H¥#8) Wi, i%:

v TEMLEIT B “ Statistics” (4B ) >“Charts” (BE) >"LAGs”. ZRSI4ITIF “LAG Statistics” (LAG GiiH¥#E) i,

raham Web Management Interface - Microsoft Internet Explorer
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Refresh Rate
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|&] Done

[ [ [ My computer
LAG v ) T

“LAG Statistics” (LAG Zi¥H¥i#g) W& FyE:
1 “Interface Statistics” (#HAZHEEF) — “EEFHZEOSZIEEE.
1 “Etherlike Statistics” (PAKMIEZTEIE) — RAETHILURMAEG R
1 “RMON Statistics” (RMON Zi1-%#8) — #4t3:F1 RMON Ziit 4
1 “GVRP Statistics” (GVRP ZiH##) — #RUEETH GVRP Gil Hdi.
1 “Refresh Rate” (FIFFE) — fEhlHida i@l onn. "R+ BHE .
o “15 Sec” (15 #) — F/x LAG Guil ity 15 B4ilHi—k.

o “30 Sec” (30 ) — FixX LAG Sil ¥ 30 B4 RlH—k.



o “60 Sec” (60 #) — For LAG SitHdEs: 60 BethlHE—ik.

o “No Refresh” (RRIF) — FRAHF LAG Suit % .

L R L IRRRE SR, 1

1. TJF “Port Statistics” (¥ D% 438D Wi

2. EPHEORE,

3. Wi “Draw” (&) . RIUK SR EHE D Mg .

£/ CLI 7 4EF LAG &itHR

TROUGHATHEE LAG GitddEm CLl .

CLI 4 UL

show interfaces counters
[ ethernet #11 | port-channel i [1iH1E 5]

RYIEE DG

LR CLI i 45zl

Consol e# show interfaces counters

Port InCctets InUcastPkts |InMastPkts |nBcastPkts

1/el 183892 1289 987 8

2/e1 0000

3/el 123899 1788 373 19

Port QutCctets Qut UcastPkts Qut Mcast Pkts Qut Bcast Pkts

1/el1 9188 9 8 0

2/e1 0000



3/el 8789 27 8 0

Ch InCctets I nUcast Pkts | nMcastPkts | nBcast Pkts

1 27889 928 0 78

Ch QutCctets QutUcast Pkts CQut Mcast Pkts Qut Bcast Pkts

1 23739 882 0 122

Consol e# show i nterfaces counters ethernet 1/el

Port InCctets InUcastPkts |InMastPkts |nBcastPkts

1/el 183892 1289 987 8

Port QutCctets QutUcast Pkts CQut Mcast Pkts Qut Bcast Pkts

1/el1 9188 9 8 0

Alignment Errors: 17

FCS Errors: 8

Single Collision Franes: 0

Mil tiple Collision Frames: O

SQE Test Errors: 0



Deferred Transm ssions: 0

Late Collisions: O

Excessive Collisions: 0

Internal MAC Tx Errors: O

Carrier Sense Errors: 0

Oversi ze Packets: 0

Internal MAC Rx Errors: 0

Synbol Errors: 0

Recei ved Pause Franes: 0

Transmi tted Pause Franes:

0
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